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Q�¸	–5× CLI �\��

1 CLI �*�´  

1.1 Alias 

 ?UG!5B�Ô�5
Q�¸,X�ÿ	á�È	Ã�¹�ü�<��G!5B�õ�ã�ß�S*ü alias 
Q�¸E¯> G!5B�Ä�S*üA¹
Q�¸,X no EÝNM	Ã�¹�ô

L8�Ô�5�Û�n,X
Q�¸�ÿ	á�ê�ôL8�Ô�þ�õ�ã�ß,X�<F¼
Q�¸�ÿ	á�Ä 

 alias mode command-alias original-command 

 no alias  mode 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 mode �ÿ	á���·><,X
Q�¸���Ø,X
Q�¸�õ�ã�Ä 

 command-alias 
Q�¸�ÿ	á�Ä 

 original-command �ÿ	á���·><,X�rL�
Q�¸AÁ"©�Ä 

  

�Ï5�,ÕG!5B�Ð  �ü EXEC �õ�ã�ß�ÈF¼�Ú
Q�¸�,�üT¬Ax,X�ÿ	á�Ä 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  EXEC �õ�ã�ßT¬Ax,X
Q�¸�ÿ	á�� h�Ãp�Ãs�Ãu�Ãun ,X�rL�
Q	á�Ú�ÿ�� help�Ãping�Ãshow�Ãundebug�Ãundebug�Ä

T¬Ax,X
Q�¸�ÿ	á�á6ÑEîE› no alias exec 
Q�¸�ôL8�Ä 

EîE›G!5B
Q�¸�ÿ	á�È	Ã�¹*ü�Ô�þ	)A¡�9�·�Ó�Ô�5
Q�¸�Ä�_�V�È�ï�Î�Ô�þ�ÿ	á�9�·><�Ô�5
Q�¸,X�!�ÔF¼�Ú�È

'
	â	Ã�¹4»4ÁEg�9	âM6,XF¼�Ú�Ä 

�ÿ	á���·><,X
Q�¸���Ø,X
Q�¸�õ�ã���'�!2Ï4³���,�ü,X
Q�¸�õ�ã�È�ü�<��G!5B�õ�ã�ß�ÈEg�9 alias ?	Ã�¹

�ë�Î�'�!	Ã�¹G!5B�ÿ	á,X�<F¼
Q�¸�õ�ã�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�O�L�D�V���"��

�D�D�D���J�V�����������������������������������$�$�$���V�H�U�Y�H�U���J�U�R�X�S���P�R�G�H��

�D�F�O�������������������������������������������D�F�O���F�R�Q�I�L�J�X�U�H���P�R�G�H��

�E�J�S�������������������������������������������&�R�Q�I�L�J�X�U�H���E�J�S���3�U�R�W�R�F�R�O��

�F�R�Q�I�L�J�����������������������������������J�O�R�E�O�H���F�R�Q�I�L�J�X�U�H���P�R�G�H��


Q�¸�ÿ	á���Õ���}�µ�C�È�ü�ÿ	á�!M6�î��/��Ô�þ�ó	Ë�Ä* �Å�È�J�è�î*ü�¹�ß���ã��/��Ö 

�
�F�R�P�P�D�Q�G���D�O�L�D�V� �R�U�L�J�L�Q�D�O���F�R�P�P�D�Q�G��

�_�V�È�ü EXEC �õ�ã�ß�ÈT¬Ax,X
Q�¸�ÿ	á”s”></�”show” �GK��+�Ä�íEg�9”s?” 	Ã�¹9‹	ª’s’ �Ô��,X�GK��+
`

�ÿ	á,X���}�µ�C�Ö 

�5�X�L�M�L�H���V�"��

�
�V� �V�K�R�Z�����V�K�R�Z�����V�W�D�U�W���F�K�D�W�����V�W�D�U�W���W�H�U�P�L�Q�D�O���V�H�U�Y�L�F�H��

�V�p�ÿ	á���·><,X
Q�¸�á!6�Ô�þ	)A¡�È�í�î�S*ü�é	Ë�Ú
Q�¸�Ù�ÀCK�9�Ä�_�V�È�ü EXEC �õ�ã�ßG!5B�ÿ	á”sv”

�·�Ó
Q�¸ show version �È�í�Ö 

�5�X�L�M�L�H���V�"��

�
�V� �V�K�R�Z�����
�V�Y� ”�V�K�R�Z���Y�H�U�V�L�R�Q”���V�K�R�Z�����V�W�D�U�W���F�K�D�W��

�V�W�D�U�W���W�H�U�P�L�Q�D�O���V�H�U�Y�L�F�H��

�ÿ	á�™NO�¢Eg�9,X
Q�¸> ,X1��Ô�þ�+0ú�Ô�Ÿ�È�!M6�á6Ñ�Ý0N���Ä�V�ÞM6,X�_�$�È�V�p�ü
Q�¸���!Eg�9�Z
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Q�¸	–5× CLI �\��

0N���È���á6Ñ></�	Ü"©,X�ÿ	á�Ö 

�5�X�L�M�L�H�����V�"��

�V�K�R�Z�����V�W�D�U�W���F�K�D�W�����V�W�D�U�W���W�H�U�P�L�Q�D�O���V�H�U�Y�L�F�H��


Q�¸�ÿ	á�3	Ã�¹���Õ9‹	ª
Q�¸,X	–�D,X���}�µ�C�È�_�VG!5B�y	·�õ�ã�ß,X
Q�¸�ÿ	á”ia” �·><”ip address” �È

�í�ü�y	·�õ�ã�ß�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I�����L�D���"��

�$���%���&���'�����,�3���D�G�G�U�H�V�V��

�G�K�F�S�����������,�3���$�G�G�U�H�V�V���Y�L�D���'�+�&�3��

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I�����L�S���D�G�G�U�H�V�V��

E­G �ë�Î�Z ip address 
Q�¸	âM6,X	–�D�µ�C�È�J�è�Ú�ÿ	á�Ó�6�ä�rL�,X
Q�¸�Ä 


Q�¸�ÿ	á�ü�S*ü�Ê�™NO�`�HEg�9�È	ú�í�á6Ñ>•Aš�ÿ�Ä 

�S*ü show aliases 
Q�¸	Ã�¹�¹,ß2Ï4³��,X�ÿ	áA’5B�Ä 

  

�ÏG!5B���_�Ð  �¹�ß�_�$�ÈA’5B�<��G!5B�õ�ã�ß�È�S*ü
Q�¸�ÿ	á”def-route” �·><T¬AxCÃ+�A’5B”ip route 0.0.0.0 0.0.0.0 

192.168.1.1”�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�O�L�D�V���F�R�Q�I�L�J���G�H�I���U�R�X�W�H���L�S���U�R�X�W�H����������������������������������������������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����G�H�I���U�R�X�W�H�"��

�
�G�H�I���U�R�X�W�H� ���L�S���U�R�X�W�H������������������������������������������������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����H�Q�G��

�5�X�L�M�L�H���V�K�R�Z���D�O�L�D�V�H�V���F�R�Q�I�L�J��

�J�O�R�E�O�H���F�R�Q�I�L�J�X�U�H���P�R�G�H���D�O�L�D�V����

�G�H�I���U�R�X�W�H�������������������������L�S���U�R�X�W�H����������������������������������������������������������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 show aliases  �¹,ß�ÿ	áA’5B 

  

�Ï�G	ÄAÈ�â�Ð  - 

1.2 Privilege 

 ?U�Ú�Ô�5
Q�¸,X�;> ��L$�\�\�Ô�þ
Q�¸4{�ÿ�È	Ã�¹�ü�<��G!5B�õ�ã�ß�S*ü privilege 
Q�¸�Ä�S*üA¹
Q�¸,X

no EÝNM	Ã�¹�Ú�Ô�5
Q�¸,X�;> ��L$�6�á��T¬Ax���Ä 

 privilege mode [all ] {level level  | reset } command-string 
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�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  �ß><��/��ÔF¼�Ú�ü pri vilege 
Q�¸��	ÃE¯> �\��,X CLI 
Q�¸�õ�ã�GK��+�È�á	à,XA’�Û�È	Ã�\��,X
Q�¸�õ�ã

�DG£	Ã6Ñ�î	¥*ó	¬�ê�È�ü�<��G!5B�õ�ã�ß�È	Ã�¹�S*ü privilege ? �ë�Î�'�!���Ý	Ã�\��,X CLI 
Q�¸�õ�ã�Ä

�õ�ã AÈ�â 

config �<��G!5B�õ�ã 

exec (M���õ�ã 

interface �y	·G!5B�õ�ã 

ip-dhcp-pool DHCP 
�
�"4G!5B�õ�ã 

keychain KeyChain G!5B�õ�ã 

keychain-key KeyChain-key G!5B�õ�ã 

time-range Time-Range G!5B�õ�ã  
  

�ÏG!5B���_�Ð  �¹�ß�_�$�ÈA’5B CLI 4{�ÿ 1 ,X	·�¸��”test” �È�JA’5B�;> reload 
Q�¸,X��L$�È	Ã�¹�á�!A’�Û�Ä 

�5�X�L�M�L�H���F�R�Q�I�L�J�����H�Q�D�E�O�H���V�H�F�U�H�W���O�H�Y�H�O�����������W�H�V�W��

�5�X�L�M�L�H���F�R�Q�I�L�J�����S�U�L�Y�L�O�H�J�H���H�[�H�F���O�H�Y�H�O�������U�H�O�R�D�G��

!8�Ê�È�S*ü4{�ÿ 1 E¯�9 CLI + M6�È	¥)„	Ã�¹�S*ü reload 
Q�¸�Ö 

�5�X�L�M�L�H�!�U�H�O�R�D�G���"��

�/�,�1�(���������5�H�D�V�R�Q���I�R�U���U�H�O�R�D�G��

���F�U�!������

�V�p?U�Ú reload ,X�<F¼�$
Q�¸FÑ�\��4­4{�ÿ 1 ,X*ü���È�í	Ã�¹�S*ü all �GK��+�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�����S�U�L�Y�L�O�H�J�H���H�[�H�F���D�O�O���O�H�Y�H�O�������U�H�O�R�D�G��

!8�Ê�È�S*ü4{�ÿ 1 E¯�9 CLI + M6�È	¥)„	Ã�¹�S*ü reload ,X�<F¼�$
Q�¸�Ö 

�5�X�L�M�L�H�!�U�H�O�R�D�G���"��

�/�,�1�(���������5�H�D�V�R�Q���I�R�U���U�H�O�R�D�G��

�D�W���������������������������������������������U�H�O�R�D�G���D�W���D���V�S�H�F�L�I�L�F���W�L�P�H���G�D�W�H��

�F�D�Q�F�H�O�����������������������������������F�D�Q�F�H�O���S�H�Q�G�L�Q�J���U�H�O�R�D�G���V�F�K�H�P�H��

�L�Q���������������������������������������������U�H�O�R�D�G���D�I�W�H�U���D���W�L�P�H���L�Q�W�H�U�Y�D�O��

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 enable secret A’5BCLI 4{�ÿ,X	·�¸ 

  

�Ï�G	ÄAÈ�â�Ð  - 

 

1.3 show aliases 

 ?U��/����Ý,X
Q�¸�ÿ	á�ê(M�n
Q�¸�õ�ã�ß,X
Q�¸�ÿ	á�È	Ã�¹�ü EXEC �õ�ã�ß�È�S*ü show aliases 
Q�¸�Ä

 show aliases  [mode] 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 mode �ÿ	á���·><,X
Q�¸���Ø,X
Q�¸�õ�ã 
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Q�¸	–5× 
Î.�G!5B1u)Ú

2 �Á	���	´	a�Â 

2.1 banner login 

 ?UG!5B,O�)�ÛNl�µ�C�ÈAË�ü�<��G!5B�õ�ã�ß�;> 
Q�¸ banner login �Ä?U	ª#\,O�)�ÛNl�µ�C,XG!5B�È�S*ü

no banner login 
Q�¸�Ä 

 banner login c message c  

  

�Ï	–�DAÈ�â�Ð  



 
Q�¸	–5× 
Î.�G!5B1u)Ú

�Ï�S*ü�Û�Ð�Ð  �S*üA¹
Q�¸	Ã �¹G!5B!£�¹Eî-¹�µ�C�È�'*ü��,O�)2Ï4³�Ê�ÈE­�o�µ�C�î>•��/��Î�9�Ä�V�pK��94§�3,X�ÚLh

0ú	â�¡'
Eg�9�+0ú�È�íE­�o�+0ú�Ú>•2Ï4³�ö�×�Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_E¯> !£�¹Eî-¹�µ�C,XA’5B�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������E�D�Q�Q�H�U���P�R�W�G�������K�H�O�O�R���Z�R�U�O�G������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 - - 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.3 boot config 

 A’5BA’�Û,X
��|G!5B�[�Ê	á�ÈA¹
Q�¸,X no �6�ã#ÙL8
��|G!5B�[�Ê	áA’5B�Ä 

 boot config prefix:/[directory/]filename 

 no boot config 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 
prefix: 

�[�Ê2Ï4³2O
_,X�!4Ô�Ä"¼�ã�È 10.4�Ä2�Å	ž�¹�Þ,X(����!���Õ�S*ü�!4Ô

E¯> �[�Ê,X�n�!
`A“KÂ�Ä�K�'AË	–KÙ�É�[�Ê2Ï4³G!5B�Û	+�Ê 

 /[directory/]filename �[�ÊCÃ�X	ž�[�Ê	á 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  !8
Q�¸	Ã�¹�Û�nA’�Û,X
��|G!5B�[�Ê	á�Ä�üA’�Û
��|�Ê�È2Ï4³�
�B�V�ß	s�í�tEQG!5B�[�Ê�Ö 

�„ �V�p"u�ÝG!5B service config 
Q�¸�ÈG!5B�[�Ê,X�tEQNN�c���Öboot config G!5B,X
��|G!5B�[�Ê	á�Ã

flash:/config.text�Ãboot network G!5B,X5%4°
��|G!5B�[�Ê	á�ÃT¬Ax�Î	VG!5B�Ä0NG!5B�Å�Ä 

�„ �V�pG!5B�Z service config 
Q�¸�ÈG!5B�[�Ê,X�tEQNN�c���Ö boot network G!5B,X5%4°
��|G!5B�[�Ê

	á�Ãboot config G!5B,X
��|G!5B�[�Ê	á�Ãflash:/config.text �ÃT¬Ax�Î	VG!5B�Ä0NG!5B�Å�Ä 

�„ �ü�ÝNN�c�tEQ,XE›/ß���È	¾?U�Ý�Ô�þG!5B�[�Ê�tEQ�ä�s�È2Ï4³	G�á�î�a�tEQ�J�-,XG!5B�[�Ê�Ä 

	Ü)Ú�ý*ü!8�s6Ñ	Ã�¹�SA’�Û�ü��G!5B�[�Ê�3
#�Ê�¿Eó�6�á��Lp�Ä 

�a �����‚
Ä�}�ä�ý���m�Š�Y�\�¡���°����
a	—�����"���Ù�®�����"�É�Â���•�•�� Boot ROM 
•�—�É�Ä

�l�É�����"�3�Ñ�/�d 

  

�ÏG!5B���_�Ð  �¹�ß/�8×�V�)G!5BA’�Û,X
��|G!5B�[�Ê	á����flash:/config_main.text ���Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������E�R�R�W���F�R�Q�I�L�J���I�O�D�V�K�����F�R�Q�I�L�J�B�P�D�L�Q���W�H�[�W��

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 
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Q�¸	–5× 
Î.�G!5B1u)Ú

 boot  network A’5BA’�Û,X5%4°
��|G!5B�[�Ê	á 

 service config ��AŒA’�Û�ì���¢E°/ß5%4°�á�u�<�tEQ
��|G!5B�[�Ê

 show boot ��/�A’�Û,X�é�Ð,Ì�GG!5B�µ�C 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.4 boot ip 

 G!5BA’�Û�ü
��|E›/ß��*ü�b TFTP �ôEg,X��
� IP�ÈA¹
Q�¸,X no �6�ã#ÙL8!8A’5B�Ä 

 boot ip local-ip [gateway  gateway-ip mask  mask-ip] 

 no boot ip 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 local-ip A’�Û�ü
��|E›/ß��*ü�b TFTP �ôEg,X��
� IP 

 gateway-ip A’�Û�ü
��|E›/ß��*ü�b TFTP �ôEg,X5%�GIP 

 mask-ip A’�Û�ü
��|E›/ß��*ü�b TFTP �ôEg,X�}-Õ IP 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  !8
Q�¸	Ã�¹G!5BA’�Û�ü
��|E›/ß��*ü�b TFTP �ôEg,X��
� IP�Ä�üA’�Û
��|�Ê�È2Ï4³�S*ü!8 IP �0����
� IP

E¯> TFTP ,Ì�G�ôEg�Ä8¹	à�ÊG!5B�Z5%�G
`�}-Õ�ÈA’�Û�ü
��|E›/ß���S*ü TFTP �ôEg�Ê�È�V�p��
� IP 
`

5%�GIP �á�2�b	à�Ô�þ5%!‰�È�í TFTP EîE›5%�GE¯> �[�Ê�ôEg�Ä 

	¾�Ý�ü!7.BG!5B�Z boot ip �¹	â�È2Ï4³�!6Ñ�ó�ü
��|E›/ß���ßEQ���ü boot network �ê boot system 
Q

�¸��G!5B,X TFTP E°/ß�[�Ê�Ä  

+��b2Ï4³�ü�é�ÐL
!‰�½�ó���™NO�S*üA¹
Q�¸,XG!5B�È�´!8A¹G!5B�,���bA’�Û,X Boot ROM �Y5à�JM2�±�,

�bG!5B�[�Ê���Ä 

  

�ÏG!5B���_�Ð  �¹�ß/�8×�V�)G!5BA’�Û�ü
��|E›/ß��*ü�b TFTP �ôEg,X��
� IP�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������E�R�R�W���L�S����������������������������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 show boot ��/�A’�Û,X�é�Ð,Ì�GG!5B�µ�C�Ä 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.5 boot system 

 A’5BA’�Û,X
��|��/ß�c�[�Ê	á�J�Û�n�é�Ð�ì��4{�È�S*üA¹
Q�¸,X no �6�ã#ÙL8�Í�h�ì��4{,X��/ß�c	áA’

5B�Ä 

 boot system [switch all  | switchid] priority prefix:/ 

 no boot system [priority] [switch all  | switchid] 
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Î.�G!5B1u)Ú

 month �Ü�Ñ�Ä1-12�Å�È�Ô�H��,X�Ü�Ñ 

 year �@���H�Ä1993-2035 �Å�È�á6Ñ�S*ü4ý�m 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  (M��*ü���õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  �S*üA¹
Q�¸A’5B2Ï4³�ÊKÈ�È�•�“1u)Ú�Ä 

�Í�b"u�Ý�¤�o.@�Ê�ÊJs,X5%4°A’�Û�È�S*ü clock set A’5B5%4°A’�Û�Þ,X�ÊKÈ�™�Í�� õE¤> �Ý���È�'5%4°A’

�Û�ß+		â�È���¹A’5B,X�ÊKÈ�Ú�����Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_A’5B�'�!�ÊKÈ�� 2003 �H 3 �Ü 17 �¹�Þ	� 10 &• 20 �Ú 30 /¦�Ö 

�5�X�L�M�L�H�����F�O�R�F�N���V�H�W����������������������������������������

�5�X�L�M�L�H�����V�K�R�Z���F�O�R�F�N��

�F�O�R�F�N������������������������������������������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 show clock �¹,ß�'�!�ÊJs 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.7 clock update-calendar 

 �Ú2Ï4³,X.@�Ê�ÊJs�È�„���'�!EC�Ê�ÊJs���Ä 

 clock update-calendar 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 - - 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  (M��*ü���õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  �Ô�o�G	ÄL8EC�Ê�ÊJs�êE¬�K�Û.@�Ê�ÊJs�Äcalendar�Å�Ä.@�Ê�ÊJs+�+	"4PE�|�È	G�S�üA’�Û�GKÁ�êG¡
�,X�™

�‰�ß�36Ñ�Õ4ÁCD�Ê�Ä 

�V�p2Ï4³,XEC�Ê�ÊJs
`.@�Ê�ÊJs�á	à!9�È+��bEC�Ê�ÊJs�È��2’�š,X4ì���ÈLÔ?UEîE›A¹
Q�¸�ÚEC�Ê�ÊJs��

�š.B,X�ÊKÈ
`�¹�ó�á�
��.@�Ê�ÊJs	•�Ä 

  

�ÏG!5B���_�Ð  �S*ü�V�ß
Q�¸	Ã�¹�Ú�'�!EC�Ê�ÊJs,X�ÊKÈ
`�¹�ó�á�
��.@�Ê�ÊJs�Ä 

�5�X�L�M�L�H�����F�O�R�F�N���X�S�G�D�W�H���F�D�O�H�Q�G�D�U��

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 - - 
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Î.�G!5B1u)Ú

  

�Ï�G	ÄAÈ�â�Ð  - 

2.8 disable 

 �ü(M���õ�ã�ß�È?UL!�"�'�!*ü�����ü,X4{�ÿ�ÈAË�;> (M��*ü��
Q�¸ disable �Ä 

 disable  [ privilege-level ] 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 privilege-level ��L$1�4{ 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  (M��*ü���õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  �S*üA¹
Q�¸�¢(M��*ü���õ�ãEÔ���BEî*ü���õ�ã�Ä�V�p�t�Þ��L$1�4{�È�í�Ú�'�!��L$1�4{L!�"���Û�n,X��

L$1�4{�Ä 

�	  disable 
a	—�

K
N�U�ã�«�	�‰�¡���Ì���ò�•�ã�«�	�‰�d 

  

�ÏG!5B���_�Ð  �ßM6,X/��_G!5BA’�Û�Ú�'�!��L$1�4{L!�"��1�	�4{�Ö 

�5�X�L�M�L�H�����G�L�V�D�E�O�H��������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 enable  �¢�BEî*ü���õ�ãE¯�9��(M��*ü���õ�ã�È�ê5Ù,O�)���ÈP¬4{�ÿ��L$�Ä 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.9 enable 

 ?UE¯�9(M��*ü���õ�ã�ÈAË�;> �BEî*ü��G!5B
Q�¸ enable �Ä 

 enable 

  

�Ï	–�DAÈ�â�Ð  

 



 
Q�¸	–5× 
Î.�G!5B1u)Ú

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 - - 

  

�Ï�G	ÄAÈ�â�Ð  - 



 
Q�¸	–5× 
Î.�G!5B1u)Ú

 enable secret  [level  level] {secret | [0 | 5] encrypted-secret} 

 no enable secret [level level ] 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 Secret *ü��E¯�9(M�� EXEC G!5B��,X	·�¸ 

 Level *ü��,X4{�ÿ 

 0|5 	·�¸,X�t�š2O
_�È0 �´�t�š�È 5 �]�<�t�š 

 encrypted-password 	·�¸�[�� 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  	·�¸�Ú�� password 
` security 	·�¸�ø/¡�Ä password ��1T	)�t�š,X	·�¸�È	¾6ÑA’5B�� 15 4{	·�¸�Ä security

	·�¸���]�<�t�š	·�¸�È	Ã�¹�� 0��15 4{A’5B	·�¸�Ä�V�p2Ï4³���È	à4{�ÿ	à�Ê�,�ü�¹�Þ�ø/¡	·�¸�È�í password

	·�¸�á*ó���Ä�V�pA’5BM2 15 4{,X password 	·�¸�È�í�î4­�ÎA:
��¤/��È�J7¾�|E@�� security 	·�¸�×�V�p

A’5B 15 4{,X password 	·�¸
` security 	·�¸�`�<,Ì	à�È�í�î4­�ÎA:
��¤/��×	·�¸�™NO�¹�t�š�6�ã�±�,�È

password 	·�¸�S*ü1T	)�t�š�Èsecurity 	·�¸�S*ü�]�<�t�š�Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_A’5B�]�<	·�¸�� pw10�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������H�Q�D�E�O�H���V�H�F�U�H�W�������S�Z������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 enable password A’5B�á	à��L$4{�ÿ,X	·�¸ 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.12 enable service 

 ?U�'�Ô�â�GKÁ�Û�n,X�á�u�ÄSSH Server/Telnet Server/Web Server/Snmp Agent�Å�È�üG!5B�õ�ã�ß�È	Ã

�¹�S*ü
Q�¸ enable service 
Q�¸�Ö 

 enable service  { ssh-server  | telnet-server  | web-server | snmp-agent } 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 ssh-server  �'�Ô�â�GKÁ SSH Server�ÈA¹
Q�¸	à�Ê�'�Ô IPv4 �á�u 

 telnet-server �'�Ô�â�GKÁ Telnet Server�ÈA¹
Q�¸	à�Ê�'�Ô IPv4 �á�u 

 web-server  [http | https | all ] �'�Ô�â�GKÁ Web Server�ÈA¹
Q�¸	à�Ê�'�Ô IPv4 �á�u 

 snmp-agent �'�Ô�â�GKÁ Snmp Agent�ÈA¹
Q�¸	à�Ê�'�Ô IPv4 �á�u 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 
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�Ï�S*ü�Û�Ð�Ð  A¹
Q�¸*ü�b�'�Ô�â�GKÁ�Û�n,X�á�u�Ä�S*ü no enable service 
Q�¸�GKÁ�Û�n,X�á�u�Ä 

�	  enable service web-server 
a	—�

K�� 3 �Q�¶�*�‘�Ï�“ [http | https | all] �d�"�´���û��
a	—�¨�

K�â

�U�	�å�‘�Ï�“���g�U all �‘�Ï�“���•�¶�µ
½�¨�Õ�— http �û�`�ä https �û�`�"�"�´�U http �‘�Ï�“���•

�¶�µ���Õ�— http �û�`�"�"�´�U https �‘�Ï�“���•�¶�µ���Õ�— https �û�`�d  

  

�ÏG!5B���_�Ð  �ßM6,X/��_
Q�¸ enable service ssh-server �'�Ô SSH Server �s6Ñ�Ö 

�5�X�L�M�L�H���&�R�Q�I�L�J�Å�����H�Q�D�E�O�H���V�H�U�Y�L�F�H���V�V�K���V�H�U�Y�H�U��

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 show service �¹,ß2Ï4³�'�!,X�á�u(Š�Õ 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.13 exec-timeout 

 ?UG!5BLINE �ß,X��!8A’�Û,XE²�yCY�Ê�ÊKÈ�È�S*ü exec-timeout 
Q�¸�ÄEîE› no exec-timeout 
Q�¸�È	ª

#\ LINE �ß,XE²�yCY�Ê�ÈE²�y"��áCY�Ê�Ä 

 exec-timeout minutes [seconds] 

 no exec-timeout 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 minutes �Û�n,XCY�Ê�ÊKÈ,X�ÚJs�D 

 seconds �Ä	ÃEÝ	–�D�Å�Û�n,XCY�Ê�ÊKÈ,X/¦�D 

  

�Ï5�,ÕG!5B�Ð  5�,Õ,XCY�Ê�ÊKÈ�� 10 min 

  

�Ï
Q�¸�õ�ã�Ð  LINE G!5B�õ�ã  

  

�Ï�S*ü�Û�Ð�Ð  �V�p�ü�Û�n,X�ÊKÈ�Y�È!8E²�y"u�Ý�Ï�)Eg�9Eg�Î�µ�C�È�Ú���•!8E²�y�È�J�6�á!8 LINE ��0NKÆ	Ã*ü(Š�Õ�Ä

  

�ÏG!5B���_�Ð  �ßM6,X/��_�Û�n line vty 0 ,XE²�yCY�Ê�ÊKÈ�� 5 �Ú 30 /¦�Ö  

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�������H�[�H�F���W�L�P�H�R�X�W��������������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 - - 

  



 
Q�¸	–5× 
Î.�G!5B1u)Ú

  

�Ï	–�DAÈ�â�Ð  

      

  

  



 
Q�¸	–5× 
Î.�G!5B1u)Ú

2.15 hostname 

 ?U�Û�n�ê�Â�
A’�Û,X����	á�ÈAË�;> �<��G!5B
Q�¸ hostname �Ä 

 hostname  name 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 name A’�Û,X����	á�È	¾6Ñ�S*ü�+0ú���Ã�D�+�¹	žE²�y0ú�Ä�Ô�ûKS�z�� 63 �þ�+0ú�Ä

  

�Ï5�,ÕG!5B�Ð  5�,Õ,X����	á�� Ruijie�Ä 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  ����	á��?U*ü�bAš�ÿA’�Û�¹	ž�ü�¼	Ë
` CHAP AxA•���0����
�A’�Û,X*ü��	á�Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_�Û�nA’�Û,X����	á�� BeiJingAgenda�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������K�R�V�W�Q�D�P�H���%�H�L�-�L�Q�J�$�J�H�Q�G�D��

�%�H�L�-�L�Q�J�$�J�H�Q�G�D���F�R�Q�I�L�J������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 - - 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.16 ip http port 

 ?UA’5BHTTP �á�u,X0Ã	·�È�üG!5B�õ�ã�ß�È	Ã�¹�S*ü ip http port 
Q�¸�Ö 

 ip http port number 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 number A’5BHTTP Server 0Ã	·�ÈT¬Ax���� 80�Ä 

 

�Ï5�,ÕG!5B�Ð  T¬Ax���� 80�Ä 
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�Ï�G	ÄAÈ�â�Ð  - 

2.17 ip http secure-port 

 ?UA’5BHTTPS �á�u,X0Ã	·�È�üG!5B�õ�ã�ß�È	Ã�¹�S*ü ip http secure-port 
Q�¸�Ö 

 ip http secure-port number 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 number A’5BHTTPS Server 0Ã	·�ÈT¬Ax���� 443�Ä 

  

�Ï5�,ÕG!5B�Ð  T¬Ax���� 443�Ä 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  A¹
Q�¸*ü�bA’5B HTTPS �á�u,X0Ã	·�Ä�S*ü no ip http secure-port 
Q�¸�Ú0Ã	·A’5B�6�á��T¬Ax���Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_
Q�¸�ÈA’5B HTTPS �á�u0Ã	·�� 4443�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������L�S���K�W�W�S���V�H�F�X�U�H���S�R�U�W������������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 enable service �'�Ô�â�GKÁ�Û�n,X�á�u 

 show web-server status ��/� web �á�u�<(Š�Õ 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.18 ip telnet source-interface 

 ?U�Û�n�y	·�Þ,X IP 
�
��0�� Telnet E²�y,X$d
�
��È�üG!5B�õ�ã�ß�È	Ã�¹�S*ü ip telnet source-interface


Q�¸�Ä 

 ip telnet source-interface interface-name 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 interface-name �Û�nA¹�y	·�ÞG!5B,X IP 
�
��0�� Telnet E²�y,X$d
�
��Ä 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  A¹
Q�¸*ü�b�Û�n�y	·�Þ,X IP 
�
��0���<�� Telnet E²�y,X$d
�
��Ä�ü�S*ü telnet 
Q�¸,O�)E²�y�Ô	Ä Telnet

�á�u�<,X�Ê�í�È�V�p"u�Ý��A¹E²�y	)(À�Û�n$d�y	·�ê$d
�
��È�Ú�S*üA¹�<��A’5B�Ä�S*ü no ip telnet 

source-interface 
Q�¸�ÚA’5B�6�á��T¬Ax���Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_
Q�¸�È�Û�n Loopback 1 �y	·�Þ,X IP 
�
��0���<�� Telnet E²�y,X$d
�
��Ö 
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�5�X�L�M�L�H���F�R�Q�I�L�J�������L�S���W�H�O�Q�H�W���V�R�X�U�F�H���L�Q�W�H�U�I�D�F�H���/�R�R�S�E�D�F�N������

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 telnet ,O�)���Ô	Ä Telnet �á�u�<�Ä 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.19 lock 

 ?U�ü4œ0Ã�ÞA’5B�Ô�þ�V�Ê,X	·�¸�ÈAË�;> EXEC �õ�ã
Q�¸ lock�Ä 

 lock 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 - - 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  (M��*ü���õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  �4EîE›A’5B���Ê	·�¸,X�•�ã�È�ü�±�ÕE²�y�îA±,X	à�Ê�ÈJÕ�#4œ0Ã+ M6�¹L�!6A“KÂ�ÄEîE›�¹�ß!9PxJÕ�#4œ

0Ã+ M6�Ö 

�„ 1��Ô&•�ÖEg�9 lock 
Q�¸�È2Ï4³�î�¤/�Eg�9	·�¸�× 

�„ 1��`&•�ÖEg�9	·�¸�È	Ã�¹���Ï�ã�+0ú���ÄEg�9	â�È2Ï4³�î�¤/�.BAxEg�9,X	·�¸�È'
	â�È2Ï4³�î#ÙL8

�#�)�È�J��/���Locked ���µ�C�× 

�„ ?U�ÇG¡�„E¯�94œ0Ã�ÈLÔ?UEg�9A’5B,X���Ê	·�¸�Ä 

?U�ü4œ0Ã�Þ�S*üJÕ�#4œ0Ã,X�s6Ñ�È�4LÔ?UEîE›�üline G!5B�õ�ã�ß�;> lockable 
Q�¸�È�ü,Ì�h,X line �Þ�'

�Ô���ÕJÕ�#4œ0Ã,X(M�û�Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_��JÕ�#�Ô�þ4œ0Ã+ M6�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�������O�R�F�N�D�E�O�H��

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�������H�Q�G��

�5�X�L�M�L�H�����O�R�F�N��

�3�D�V�V�Z�R�U�G�������S�D�V�V�Z�R�U�G�!��

�$�J�D�L�Q�������S�D�V�V�Z�R�U�G�!��

�/�R�F�N�H�G��

�3�D�V�V�Z�R�U�G�������S�D�V�V�Z�R�U�G�!��

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 lockable �ü4“CÃ�ÞA’5B���ÕJÕ�#4œ0Ã,X(M�û 

  

�Ï�G	ÄAÈ�â�Ð  - 
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Q�¸	–5× 
Î.�G!5B1u)Ú

�Ï
Q�¸�õ�ã�Ð  line G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  �V�p"u�Ý
�*ü



 
Q�¸	–5× 
Î.�G!5B1u)Ú

2.23 login local 

 �ü AAA �GKÁ,X�™�‰�ß�È�V�p?U�ü�y	·�ÞE¯> ��
�*ü��AxA•�ÈAË�;> �y	·G!5B
Q�¸ login local �ÄA¹
Q�¸,X

no �6�ã	ª#\,O�)��
�*ü��AxA•�Ä 

 login local 

 no login local 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 - - 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  line G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  �V�p"u�Ý
�*ü AAA �]�<�á�u�È�íA¹
Q�¸*ü�b,O�)AxA•�Ê�0��
�*ü��AxA•�ÄE­G ,X��
�*ü�����ÛEîE›



 
Q�¸	–5× 
Î.�G!5B1u)Ú

�Ï�S*ü�Û�Ð�Ð  A¹
Q�¸*ü�bG!5B�ÍE°/ß*ü��A©�Ò,O�) line 4“CÃE¯> AxA•,X	·�¸�Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_�Û�n line ,O�)	·�¸�� red�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������O�L�Q�H�����Y�W�\������

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�������S�D�V�V�Z�R�U�G���U�H�G��

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 login �ü�y	·�ÞG!5B,O�)P`A•�•�ã��1T	)	·�¸P`A•�•�ã 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.25 privilege mode 

 	–?•�ÉCLI 
Q�¸�Ê�Ä 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 - - 

  

�Ï5�,ÕG!5B�Ð  	–?•�ÉCLI 
Q�¸�Ê�Ä 

  

�Ï
Q�¸�õ�ã�Ð  	–?•�ÉCLI 
Q�¸�Ê�Ä 

  

�Ï�S*ü�Û�Ð�Ð  	–?•�ÉCLI 
Q�¸�Ê�Ä 

  

�ÏG!5B���_�Ð  	–?•�ÉCLI 
Q�¸�Ê�Ä 

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 - - 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.26 prompt 

 ?UA’5B2Ï4³,X
Q�¸�¤/�0ú�È�ü�<��G!5B�õ�ã�ß�;> 
Q�¸ prompt �Ä?U	ª#\
Q�¸�¤/�0ú,XG!5B�È�S*ü no 

prompt 
Q�¸�Ä  

 prompt  string 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 string 
Q�¸�¤/�0ú�+0ú���È�ÔKS	Ã�¹G!5B 32 �þ�+0ú 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 
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Q�¸	–5× 
Î.�G!5B1u)Ú

  

�Ï�S*ü�Û�Ð�Ð  �V�p�4"u�ÝG! 5B
Q�¸�¤/�0ú�È�í2Ï4³	á/Ä�0���¤/�0ú�È�¤/�0ú�ÚLc-�2Ï4³	á/Ä,X	¬�ê5à	¬�ê�Ä
Q�¸�¤/�

0ú	¾�Í EXEC �õ�ã�Ý���Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_�ÚG!5B
Q�¸�¤/�0ú�� RGOS�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������S�U�R�P�S�W���5�*�2�6��

�5�X�L�M�L�H���F�R�Q�I�L�J�������H�Q�G��

�5�*�2�6��

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 - - 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.27 reload 

 ?UG¡
�A’�Û2Ï4³�ÈAË�;> (M��*ü���õ�ã
Q�¸ reload �Ä 

 reload  [ text | 



 
Q�¸	–5× 
Î.�G!5B1u)Ú

2.28 service password-encryption 

 ?U�Í	·�¸E¯> �t�š�ÈAË�;> service password-encryption 
Q�¸�ÈA¹
Q�¸,X no �6�á��5�,Õ(Š�Õ�È�����Æ

4£	¬�ä�š�[,X�á�î�6�á���â�[�Ä 

 service password-encryption 

  

�Ï	–�DAÈ�â�Ð  	–�D �£EÄ 

 - - 

  

�Ï5�,ÕG!5B�Ð  - 

  

�Ï
Q�¸�õ�ã�Ð  �<��G!5B�õ�ã 

  

�Ï�S*ü�Û�Ð�Ð  �S*ü service password-encryption 
Q�¸E¯> �{�
�ÈA¹
Q�¸T¬Ax���GKÁ,X�È�´!8	Ø/¡ password 
��¹�â

�[��/��ÈL8M2��,È�y�S*ü�š�[G!5B,X�×�'�Ô service password-encryption 
Q�¸�¹	â�ÈE¯> show running

�ê write �±�,�¹	â�È,Ì�G password 	¬�ä�š�[�×�V�p�a õ�GKÁ service password-encryption �È�Æ4£	¬��

�š�[,X�á�î�6�á���â�[�Ä 

  

�ÏG!5B���_�Ð  �ßM6,X/��_A’5B�Í	·�¸E¯> �t�š�Ö 

�5�X�L�M�L�H���F�R�Q�I�L�J�������V�H�U�Y�L�F�H���S�D�V�V�Z�R�U�G���H�Q�F�U�\�S�W�L�R�Q��

  

�Ï,Ì�G
Q�¸�Ð  
Q�¸ �£EÄ 

 enable password A’5B�á	à��L$4{�ÿ,X	·�¸ 

  

�Ï�G	ÄAÈ�â�Ð  - 

2.29 session-timeout 

 ?UG!5B�'�! LINE �Þ�Æ4£�Î0Ÿ,X��E°/ß4œ0Ã,X�îA±,XCY�Ê�ÊKÈ�È�S*ü session-timeout 
Q�¸�ÄEîE› no 
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