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前言 

读者对象 

 ѿ ᵀї֯Қᵔ  

 Ṫ ṷ 

 Ἡ ὸẍҚᵔ 

 תᵔ 

技术支持 

 ὰ ḥΆ χhttp://www.ruijie.com.cn/ 

 ὰ ᶈ ḭῸχhttp://webchat.ruijie.com.cn 

 ὰ ḥΆ ῸחљᾟὙⱱᶒχhttp://www.ruijie.com.cn/service.aspx 

 7Ö24 ṇῊἩ Ὸח♬ χ4008-111-000 

 ὰ Ἡ  ᶔχhttp://bbs.ruijie.com.cn/portal.php 

 Ẃ ᾆ χhttp://www.ruijie.com.cn/service/know.aspx 

 ὰ Ἡ ᾟὙљᴦ ӡ χ



 

 

  ἐԛѯӕ ῎ ֫￼ ᴭ ᶚᵃḫ ᴵ ј ιḫ ᾛӐѧ ὟⱢᴿғᵝἍᾟὙ￼ ᴭ ᶚ  

  ἐԛ ֫ѯӕ￼Ῐ ӡỤѧᴵ ᵍῶԎḜғᵝ ֯￼ԓḳεḅғᵝᶚᴺ ὼ ζιԏӌῘ ӡỤ Ҩḫ Ӕּז￼

ᶵӡỤѭ֝  

  ἐԛѧ╧ᴣ￼ ᵸᴣיּ ᵸғᵝᶃ‰ιҦיּ ҃ ỴѲї￼ ᵸιҨᴣיּ ҃ ᴃיּ ￼ѕṖҐὭ   
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Ὕᴇ ᵘҧ ףּ

1 命令行界面 

1.1 概述 

ᵘҧ ףּ (Command Line InterfaceιCLI)ῗּזἋљ ᶵ ᾰ ὝҧҐҊ￼ ᴭιּזἋᴵҨᶈᵘҧ ףּ Ԅᵘҧιḫ

Ḿא ᶵ￼ ᵙ ת  

协议规范 

ᵘҧ ףּ ῂḾẔ￼ᴃ  

1.2 典型应用 

ԐᶚẔּז ᶋ῟ὼ  

CLI ת ᶵ ᶈᵘҧ ףּ ԄᵘҧḾ ᶵ ת  

1.2.1 通过CLI配置管理网络设备 

应用场景 

ҨїᶃѭӕιּזἋ ︡ẹ ᶵ Aιᶈᵘҧ ףּ ԄᵘҧḫאḾ ᶵ￼ ת  

ᶃ 1-1 

 

├  A ѭ ￼ת ᶵ 

PC ѭּזἋ  

功能部署 

їᶃ֯ѯ҃ᶈ PC і Secure CRT љ ᶵ A ấ ὶιẊἔẦᵘҧ ףּ ᵘҧ  

ᶃ 1-2  
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1.3 功能详解 

功能特性 

ו ⸗ớ 
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Config-vlan 

(VLAN ₩Ẫ) 

ᶈԅṕ ₩Ẫїι

Ӕּז vlan vlan_id ᵘ

ҧ Ԅ ₩Ẫ  

Ruijie(config-vlan)# 

ᵻֹ⸗ ₩Ẫι Ԅ end

ᵘҧιἆ Ԅ Ctrl+C ᵀ  

ᵻֹԅṕ ₩Ẫι Ԅ

exit ᵘҧ  

Ӕ זּ

₩ Ẫ

VLAN

ᴠᾭ  

1.3.3 系统帮助 

Ἃᶈזּ Ԅᵘҧ ￼ ѧιᴵҨ ḅїΆẪ ᴨ ẁי  

1. ᶈүỴ₩Ẫ￼ᵘҧώ їι Ԅ ᴺε?ζ֧֯Ẹׁᵘҧ₩ẪᾟὙ￼ᵘҧᴣԎὼ ӡỤ
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 Ịḱầ  Ἢ֣ו Ṥф ő ӊḱф ו ᶓ ᾭ ő ş 

5XLMLH�FRQILJ��LQWHUIDFH�YODQ�"�

���������!��9ODQ�SRUW�QXPEHU�

3. ᶈ ԄјḢᾯ￼ᵘҧԋ Ḕᵅ Ԅ ᴺε?ζιᴵҨ֧֯Ҩ Ḕ ѩẦ᷃￼Ἅῶᵘҧԋ Ḕ  

ӕḅχ 

5XLMLH�G"�

GHEXJ��GHOHWH��GLDJQRVWLF��GLU��GLVDEOH��GLVFRQQHFW�

4. ᶈ ԄјḢᾯ￼ᵘҧԋ Ḕᵅιḅ‛ ԋ Ḕᵅ ᵪ ιᴵҨ Ԅ<Tab> ἄḢᾯԋוּ Ḕ  

ӕḅχ 

5XLMLH��VKRZ�FRQI�7DE!�

5XLMLH��VKRZ�FRQILJXUDWLRQ�

5. ᶈүӍᵘҧ₩Ẫїι ᴵҨ help ᵘҧ ᴨẁי ￼ᾎ ὼ ӡỤ  

ӕḅχ 

5XLMLH�FRQILJ��KHOS�

+HOS�PD\�EH�UHTXHVWHG�DW�DQ\�SRLQW�LQ�D�FRPPDQG�E\�HQWHULQJ�

D�TXHVWLRQ�PDUN�
"
���,I�QRWKLQJ�PDWFKHV��WKH�KHOS�OLVW�ZLOO�

EH�HPSW\�DQG�\RX�PXVW�EDFNXS�XQWLO�HQWHULQJ�D�
"
�VKRZV�WKH�

DYDLODEOH�RSWLRQV��

7ZR�VW\OHV�RI�KHOS�DUH�SURYLGHG��

���)XOO�KHOS�LV�DYDLODEOH�ZKHQ�\RX�DUH�UHDG\�WR�HQWHU�D�

���FRPPDQG�DUJXPHQW��H�J��
VKRZ�"
��DQG�GHVFULEHV�HDFK�SRVVLEOH�

���DUJXPHQW��

���3DUWLDO�KHOS�LV�SURYLGHG�ZKHQ�DQ�DEEUHYLDWHG�DUJXPHQW�LV�HQWHUHG�

���DQG�\RX�ZDQW�WR�NQRZ�ZKDW�DUJXPHQWV�PDWFK�WKH�LQSXW�

����H�J��
VKRZ�SU"
���

1.3.4 简写命令 

ḅ‛ᵘҧ⅝ ιỳ ֒ᵘҧιᴱ Ԅᵘҧԋ Ḕ￼ ֫Ḕ ιћ ֫Ḕ ᶼ ָᵪ ￼ᵘҧԋ Ḕᴏᴵ  

ӕḅ Ԅ GigabitEthernet 0/1 ὶᴭ ₩Ẫ￼ᵘҧɒinterface gigabitEthernet 0/1ɓᴵҨ ֒ἄχ 

5XLMLH�FRQILJ��LQW�J����

5XLMLH�FRQILJ�LI�*LJDELW(WKHUQHW�������
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1.3.5 命令的no和default选项 

ᶽ ֫ᵘҧῶ no ẂιӔּז no ‎ ₿•Ѧ⸗ớἆו ιἆ Ἒ љᵘҧ  ᴦ￼ᾛӐ ӕḅὶᴭ ᵘҧ no 

shutdown Ἒ ԋ ὶᴭᵘҧ shutdown ￼ ᴦᾛӐιᴏἔẦὶᴭ ӔּזјṾ no ￼ԋ ḔιἔẦ ԋ ￼⸗ớἆ ἔẦ

ῗԋ ￼⸗ớ  

ᵘҧᶽᶺῶ default ιᵘҧ￼ default Ṅᵘҧ￼ Ỡᶶѭ Ӫ ᶽᶺᾭᵘҧ￼ Ӫῗ ₿ ו ιᵼ℅ᶈ

ᶺừ֙ї default ￼Ӑּזᵙ no ῗ ᵃ￼ ⱡ ֫ᵘҧ￼ Ӫῗӹ ו ιᶈ ừ֙їιdefault ᵙ

no ￼Ӑּזῗ ᴦ￼ Ὴ default ἔẦ ᵘҧ￼ו ιẊṄᴪ ѭ ￼ӹ ꜛỗ  

 ṥ ו noᾑ default ф  ו ї¢ 

1.3.6 错误命令的提示信息 

ẸּזἋ Ԅ ᵘҧῊιҺẵ֧ Ẕ￼ ώ ӡỤ  

Ẃ ￼ CLI ӡỤχ 

ӡỤ ᵍѲ ḅӍ ᴨẁי 

% Ambiguous command: "show 

c" 

Ἃ≡ῶזּ Ԅ ᶼ￼Ḕ ι ᶵ

ῂ│ ָᵪ ￼ᵘҧ  

Ὰ Ԅᵘҧι ὶ ᴧּו℗Ѳ￼ᴅ Ԅ Ѧ

ᴺ ᴵ Ԅ￼ԋ ḔṄ Ῐ ֧‎  

% Incomplete command. 
Ἃ≡ῶזּ Ԅ ᵘҧ￼ọ ￼ԋ

Ḕἆ ᴪ ᴠᾭ  

Ὰ Ԅᵘҧι Ԅ ⁪Ԝ Ԅ Ѧ ᴺ ᴵ Ԅ

￼ԋ Ḕἆ ᴪ ᴠᾭṄ Ῐ ֧‎  

% Invalid input detected at ‘^’ 

marker. 

Ἃזּ Ԅᵘҧ ι ᴺε^ζὝ῎

҃ғּו ￼ᴅ ￼ӈ  

ᶈἍᶈᶊᵘҧ₩Ẫώ ї Ԅ Ѧ ᴺι ₩Ẫӹ

￼ᵘҧ￼ԋ ḔṄ Ῐ ֧‎  

1.3.7 历史命令 

ᶼ ἋῳזӠḕּט Ԅ￼ᴗᴷᵘҧιּזἋᴵҨ ồὰ ￼ΆẪ‬ ᴗᴷᵘҧזּ  

ᾛӐΆ│ḅїχ 

ᾛӐ ‛ 

Ctrl-P ἆіΆᵇ  ᶈᴗᴷᵘҧ ѧ╞ ׁ ‍ᵘҧ ҡῳ ￼ ‍ ẹẦḊι ᶶӔּז ᾛӐᴵҨ‬ ῭Έ￼ ẹ  

Ctrl-N ἆїΆᵇ  
ᶈӔּ҃ז Ctrl-P ἆіΆᵇ ᾛӐѳᵅιӔּז ᾛӐᶈᴗᴷᵘҧ ѧᵻֹ῭ ￼ ‍ᵘҧ ᶶӔּז

ᾛӐᴵҨ‬ ῭ ￼ ẹ  

1.3.8 编辑特性 

Ἃᶈזּ ᵘҧ ῊιᴵҨӔּזḅїὟ ἆồὰ χ 

ו  Ὗ ồὰ  ῎ 

ᶈ ԓ ‰ӿט  ṫΆᵇ ἆ Ctrl-B ӿ‰ ֹṫ ѦḔ  
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ᴸΆᵇ ἆ Ctrl-F ӿ‰ ֹᴸ ѦḔ  

Ctrl-A ӿ‰ ֹᵘҧ ￼  

Ctrl-E ӿ‰ ֹᵘҧ ￼Ṕ  

Backspace  ֵ ӿ‰ṫ ￼ ѦḔ  
ֵ Ԅ￼Ḕ  

Delete  ֵ ӿ‰ᴸ ￼ ѦḔ  

Return  
ᶈῘ ԓḳῊּזᵻ Ṅ ֧￼ԓḳᵇі●ט ιῘ ї ￼

ԓḳιҝᶈ ֧ԓḳ῾ ​ῊӔּז  
֧ῊṜẆ●ט ἆ  

Space  
ᶈῘ ԓḳῊּז ⁪ Ṅ ֧￼ԓḳᵇі●ט ιῘ ї ԓ

ḳιҝᶈ ֧ԓḳ῾ ​ῊӔּז  

Ẹ ￼ӿ‰ὶ ᴸ Ὴιᵘҧףּ Һᾯӌᵇṫ ט 20 ѦḔ ιᵘҧ ׁ ￼ ֫ ᴺε$ζҦῲιᴵҨӔּז ԋὟ

ἆồὰ Ṅӿ‰ ֹׁ ￼Ḕ ἆ ᵻֹᵘҧ ￼  

ӕḅ ₩Ẫ￼ᵘҧ access-list ￼ Ԅᴵ ѦṜẆ￼Ḵẙ Ẹӿ‰ ₭ὶ ṔῊιu ҧ ᾯӌᵇṫ ט 20 ѦḔ ι

ᵘҧ ׁ ￼ ֫ ᴺε$ζҦῲ ⅛₭ὶ ᴸ Ὴףּ Һᵇṫ ט 20 ѦḔ ẙ  

DFFHVV�OLVW�����SHUPLW�LS�KRVW�����������������KRVW��

�RVW�����������������KRVW���������������

�������KRVW���������������WLPH�UDQJH�WU�

ᴵҨӔּז Ctrl-A ồὰ ᵻֹᵘҧ ￼ ι Ὴᵘҧ Ṕ ￼ ֫Ṅ ᴺε$ζҦῲχ 

DFFHVV�OLVW�����SHUPLW�LS�KRVW�����������������KRVW��������������

ו  ᵊ ꜜ 80Ṥ ḋ¢ 

1.3.9 show命令的查找和过滤 

ᶈ show ᵘҧ ֧￼ӡỤѧ‬ἧὝḧ￼ԓḳιᴵҨᶈӔּזҨїᵘҧχ 

ᵘҧ Ӑּז 

show any-command | begin regular-expression 
ᶈ show ᵘҧ￼ ֧ԓḳѧ‬ἧὝḧ￼ԓḳιṄ Ѧץᵍ

ԓḳ￼ Ҩᴣ Ҩᵅ￼ԅ ӡỤ ֧  

 Ҫ show ¢ 

 џ ו ᶳ֞ ő ¢ 

ᶈ show ᵘҧ￼ ֧ӡỤѧ ◒Ὕḧ￼ԓḳιᴵҨӔּזҨїᵘҧχ 

ᵘҧ Ӑּז 

show any-command | exclude regular-expression 
ᶈ show ᵘҧ￼ ֧ԓḳѧ ◒ι ￼ᵍὝḧԓḳץ҃

Ҩᶹι ֧ԎҤ￼ӡỤԓḳ  

show any-command | include regular-expression 
ᶈ show ᵘҧ￼ ֧ԓḳѧ ◒ιҝ ￼ᵍὝḧԓḳץ֧

ιԎҤӡỤṄ ◒  

ᶈ show ᵘҧ￼ ֧ԓḳѧ ‬ἧᵙ ◒ι Ԅ ᴺε ι”|”ζ ᶈ Ḕ ѳᵅιᴵҨ Ὅ‬ἧᵙ ◒￼

ֱᵙ‬ἧᵙ ◒￼ԓḳεḔ ἆḔ ѩζιẊћ‬ἧᵙ ◒￼ԓḳ  ᶽṇ֒χ֫ת
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5XLMLH�VKRZ�UXQQLQJ�FRQILJ�_�LQFOXGH�LQWHUIDFH�

LQWHUIDFH�*LJDELW(WKHUQHW�����

LQWHUIDFH�*LJDELW(WKHUQHW�����

LQWHUIDFH�*LJDELW(WKHUQHW�����

LQWHUIDFH�*LJDELW(WKHUQHW�����

LQWHUIDFH�*LJDELW(WKHUQHW�����

LQWHUIDFH�*LJDELW(WKHUQHW�����

LQWHUIDFH�*LJDELW(WKHUQHW�����

LQWHUIDFH�*LJDELW(WKHUQHW�����

LQWHUIDFH�0JPW���

1.3.10 命令别名 

ἋᴵҨὝḧүỴᴅזּ Ӑѭᵘҧ￼ָᵄι‎ ᵘҧק Ḕ ѩ￼ Ԅ  

配置效果 

1. Ѧᴅ Ҧῲ ‍ᵘҧ  

ӕḅχṄɒip route 0.0.0.0 0.0.0.0192.1.1.1ɓ ָᵄɒmygatewayɓιἚ ᵘҧᴱ Ԅɒmygatewayɓᴏᴵ  

2. Ѧᴅ Ҧῲ ‍ᵘҧ￼ׁᴁ ֫ιԜ Ԅᵅᴁ ֫  

ӕḅχṄɒip addressɓ ָᵄɒiaɓιἚ IP ᶊᶍ ᴵҨӾ ԄɒiaɓιԜ ԄὝḧ￼ IP ᶊᶍᴣό  
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配置举例 

 定义一个别名替代整条命令 

Ά│  ᶈԅṕ ₩Ẫїι ᵘҧָᵄɒirɓҦ יּ ɒip route 0.0.0.0 0.0.0.0 192.168.1.1ɓ 

 5XLMLH�FRQILJXUH�WHUPLQDO�

5XLMLH�FRQILJ��DOLDV�FRQILJ�LU�LS�URXWH�����������������������������

  

₅ Ά│   show alias ‬ ָᵄῗᵋ ἄו  

5XLMLH�FRQILJ��VKRZ�DOLDV�

([HF�PRGH�DOLDV��

��K��������������������KHOS�

��S��������������������SLQJ�

��V��������������������VKRZ�

��X��������������������XQGHEXJ�

��XQ�������������������XQGHEXJ�

*OREDO�FRQILJXUDWLRQ�PRGH�DOLDV��

��LU������������LS�URXWH�����������������������������

  

  Ӕּז ḄָᵄἚ ᵘҧι show running-config ‬ ῗᵋ ἄו  

 5XLMLH�FRQILJ��LU�

5XLMLH�FRQILJ��VKRZ�UXQQLQJ�FRQILJ��

�

%XLOGLQJ�FRQILJXUDWLRQ����

��

DOLDV�FRQILJ�LU�LS�URXWH������������������������������� ָᵄ�

…�

LS�URXWH�������������������������������� ԄָᵄɒLUɓ￼ ‛�

��

��

  

 定义一个别名替代一个命令的前半部分 

Ά│  ᶈԅṕ ₩Ẫїι ᵘҧָᵄɒirɓҦ יּ ￼ɒip routeɓ 

 5XLMLH�FRQILJXUH�WHUPLQDO�

5XLMLH�FRQILJ��DOLDV�FRQILJ�LU�LS�URXWH�

  

₅ Ά│   show alias ‬ ָᵄῗᵋ ἄו  

5XLMLH�FRQILJ��VKRZ�DOLDV�

([HF�PRGH�DOLDV��

��K��������������������KHOS�
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5XLMLH�FRQILJ�LI��LS�DGGUHVV�

 Ị Ᵽṟő‏ ᶅᾐ ḱЈ Ѕ ו ¢ 



ᶢ  ת
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2 基础管理 

2.1 概述 

ᶢ ѭת ₭ὶ ᶵ Ԅ￼ת ἐԛιҟ ҎẂּז￼ ᶵ ת ίᵙ ἴ￼ו  

协议规范 

ῂ 

2.2 典型应用 

ԐᶚẔּז ᶋ῟ὼ  

ᶵ￼ Ἃזּ ת ︡ẹ ᶵιᶈᵘҧ ףּ ԄᵘҧḫאḾ ᶵ￼ ת  

2.2.1 网络设备的管理 

应用场景 

ᶈ ᾰ⁶ѧιἍ╧ᴣ￼ ת ῗ ᵘҧ ףּ ￼ιּזἋ ︡ẹ ᶵ Aιᶈᵘҧ ףּ ԄᵘҧḫאḾ ᶵ￼

ת ḅїᶃἍ χ 

ᶃ 2-1 

 

2.3 功能详解 

基本概念 

 TFTP 
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TFTPεTrivial File Transfer Protocol, ᴅᾰҭҽ ᴃ ζῗ TCP/IP ᴃ ῀ѧ￼ Ѧּ҈זḭἋ љῸחᵸѳ ᴅᾰҭҽ

￼ᴃ  

 AAA 

AAAεAuthentication Authorization Accounting



ᶢ  ת
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2.3.1 控制用户访问 

ӔּזᴭҧӠἴᵙ֮֫⸗  ָ‎ίֺ і￼ ᶵ  

工作原理 

 授权级别 

ᶵ￼ᵘҧ ףּ ḾּזἋ֮֫ 0-15 Ԋ 16 Ѧά  ָιјᵃ ἋᴵҨἚזּ￼ָ ￼ᵘҧῗјᵃ￼ ᾭḔṇ￼ ָ 

ṇιԎѧ 0 ѭῳӉ ָιᴱ Ἒ Ṉᾭ֡‍ᵘҧψ15 ѭῳ ָιᴵҨἚ Ἅῶ￼ᵘҧ 0-1 ѭ῞ Ἃזּ ָι

јӹ Ḿ ᶵ ε јӹ Ԅԅṕ ₩Ẫζι2-15 ѭ⸗ ּזἋ ָιᴵҨḾ ᶵ  

 口令类别 

ᴭҧ֫ѭ



 

privilege
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￼ ∂ι ҎῸחᵸεἆ ᶊּזἋᾭὯẓζ‎⁞ὯּזἋᵄᵙḸ ￼Ἃזּ  ת ￼ AAA ו ᴠ AAA

Ὕᴇ  

相关配置 

 配置本地用户 

 Ӕּז username ᵘҧ ᶊ ҈זּ Ұ ᵙά ￼ ᴺӡỤιץὐּזἋᵄ Ḹ Ҩᴣᴵ ￼ά ӡỤ  

 线路登录进行本地认证 

 Ӕּז login local ᵘҧᶈ AAA ԋ ῊιLINE ︡ẹ Ὴ  ᶊּזἋ  

 Ẕᶈ⅛ᴶ ᶵі  

 线路登录进行 AAA 认证 

 AAA ἔẦ￼ừ֙їι Ӕּז default Ά│  

 Ӕּז login authentication ᵘҧᶈ LINE і ︡ẹ Ά│֯  

 AAA ѭ ᶊ זּ Ά│Ὴ  

 设置连接超时时间 

 ￼ ῊῊ ѭ 10 ֫  

 Ӕּז exec-timeout ᵘҧ ὶ ῊῊ 。ẸׁṰὶᴩ￼ ὶιᶈὝḧῊ ԓι≡ῶүӍ ԄῊιṄѧᾸ℅ ὶ  

 ᶈ ả ἆ ⅎ ểῊ ῊιẔἚ ℅  

  default 

 �…	�
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ᶵ￼ Ὴ Ѯ ҈זּ ῄỐ ẹ҆ҭᴧּוῊ ￼ᶊΆ Ὴ ώӗԏӌῄῼ(ẉ ῴ ῄ)ᵙῊ (Ὴ ֫ )

Ҩᴣῐῼ ӡỤ  

Ḿ҈ ᴶ ᶵιẸ ₭ӔּזῊӑ ӾἐṪ ᶵ Ὴ ѭẸׁ￼ῄῼᵙῊ  

 配置系统名称和命令提示符 

ѭ҃ ΆӝιᴵҨѭ￼ת ᴶ ᶵ ᵄ (System Name)‎‰ Ḝ ᵄѭɒRuijieɓιḅ‛ ᵄ 32

ѦḔ ιֱἈᴨԎׁ 32 ѦḔ ừ֙їι ᵄ Ӑѭ ￼ᵘҧώ ιώ Ṅ ᵄ ￼ᴪק ᴪק  

 标题 

‰ ᴵҨώӗ ҎẂ ￼︡ẹώ ӡỤ ᴵҨֳấ￼‰ εbannerζ ᶚῶѣ χ⅛ῄ ᵙ︡ẹ‰  

 ⅛ῄ ḾἍῶ ὶֹ ᶵ￼ּזἋιẸּזἋ︡ẹ ᶵῊι ╦ỤṄ ӾῘ ᶈ і ῄ⅛זַּ ιӑᴵ

Ҩᴧ Ҏ ѭ ￼╦Ụε⅝ḅ ᴏṄԋ ζ Ἃזּ  

 ︡ẹ‰ Ῐ ᶈ⅛ῄ ѳᵅιḜ￼Ѯ Ӑּזῗώӗ ҎẂ ￼︡ẹώ ӡỤ  

 配置控制台速率 

ίֺᴶὶᴭᴵҨḾ ᶵ ת Ẹ ᶵ ₭Ӕּז￼Ὴӧιọ זּ ίֺᴶᴭΆẪḾԎ Ӕ

ῊᴵҨ⁞Ὧḫזּ ∂ιᾡᴪ ᶵѩᴭ￼ ꞌ ├Ỵ￼ῗιּז‎ ת ᶵ￼ ￼ ꞌ ọ ᵙ ᶵ￼ί

ֺᴶ￼ ꞌ  

 设置连接超时 

ᶵ￼ ὶ ῊῊ ιίֺ ᶵṰ ấ ￼ ὶεץὐṰὶᴩ ὶιҨᴣ ᶵֹ ￼Һ ζ Ẹ Ὴ

Ӫι≡ῶүӍ Ԅ ֧ӡỤῊιѧᾸ℅ ὶ  

相关配置 

 设置系统的日期和时钟 

 Ӕּז clock set ᵘҧ ἐṪ￼ΆẪ‎ ᶵі￼Ὴ Ẹӑ ҃ ᶵ￼Ὴ ᵅι ᶵ￼Ὴ ṄҨӑ

￼Ὴ ѭ֝ їᴞιᴏӔ ᶵїּכι ᶵ￼Ὴ Ҡⱡ  

 更新硬件时钟 

 ḅ‛ ҭῊ ᵙ ҭῊ јᵃℓιӔּז clock update-calendar ᵘҧᴵҨ ҭῊ ￼ῄῼᵙῊ ᶶֺ ҭῊ  

 设置系统名称 

 Ӕּז hostname ᵘҧᴵҨӢᾡ ￼ ᵄ  

 ￼Ѯ ᵄѭ Ruijie  

 设置命令提示符 

 prompt ᵘҧᴵҨ Ἃᵘҧὶᴭ￼ώזּ  

 设置每日通知 
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 ≡ῶ⅛ῄ  

 Ӕּז banner motd 命令 ⅛ῄ ӡỤ  

 ⅛ῄ ḾἍῶ ὶֹ ᶵ￼ּזἋιẸּזἋ︡ẹ ᶵῊι ╦ỤṄ ӾῘ ᶈ і ῄ⅛זַּ ιӑᴵ

Ҩᴧ Ҏ ѭ ￼╦Ụε⅝ḅ ᴏṄԋ ζ Ἃזּ  

 配置登录标题 

 ≡ῶ︡ẹ‰  

 Ӕּז banner login ᵘҧ ︡ẹ‰ ιּ҈זώӗ ҎẂ ￼︡ẹώ ӡỤ  

 设置控制台的传输速率 

 Ӕּז speed ᵘҧ ᶵ￼ ꞌ  

 ￼ ꞌῗ 9600  

2.3.4 查看配置信息 

‬ ӡỤѮ ‬ὐץ ⃰ᶈ ￼ ӡỤιҨᴣ‬ ḕӴᶈ NVRAMε ῏᷂ớ  ḕᴨḕӴᵸζі ᶵ￼

 

工作原理 

 系统正在运行的配置信息 

⃰ᶈ ￼ ӡỤᴏ running-config ῗ іἍῶ￼ ҭ₩ᶒẸׁ ￼ ￼ỞᵙιԏῶḫῊớ￼⸗♇ ᶈ‬ ￼Ὴ

ӧιӾ ᵇἍῶ￼ ҭ ∂ᾆ ιẊ ḧ￼ ὴ ᵀᵅῘ Ἃזּ ⃰ᵼѭḫῊớ￼⸗♇ιᴱῶ ѧ￼ ҭ

ἑᴵ ώӗ℅ ӡỤιḅ‛ ҭ῾ז ֱјҺῘ Ԏ ‾ιᶈ ᵏט ҭ ᵏ￼ ѧι ҭᶴ҈ј ḧꜛ

ỗừ֙їἍᾠ ￼ Һῶ ḧ￼Ṯầ  ӕḅᶈ• Ὴⅎᾠ ￼ӡỤѧ ѷ•Ѧ ҭ￼ ι ⅎῊ ᵅԜᾠ

ṏῶ҃  

 系统的启动配置信息 

ḕӴᶈ NVRAMε ῏᷂ớ  ḕᴨḕӴᵸζі ᶵ￼ ᴏ startup-config ѭ ᶵᵏטῊἚ ￼ ιᶈ ᾺᵏטᵅṄ

ҺṀԄ startup-config ἄѭᾺ￼ ‬ ⇔Ѱ ￼ ṏῗ ᴨ ᶵ NVRAM і￼ startup-config ᾰҭӡỤẊῘ  

相关配置 

 查看系统正在运行的配置信息 

Ἒ show running-config [ interface interface ] ᵘҧ‬ ⃰ᶈ ￼ ӡỤἆ•Ѧὶᴭї￼ ӡỤ  

 查看设备的启动配置信息 

Ἒ show startup-config ᵘҧ‬ ᶵ￼ᵏט ӡỤ  
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 保存设备的启动配置信息 

Ἒ write ᵘҧἆ copy running-config startup-config Ṅ ᶵ￼Ẹׁ⃰ᶈ ￼ ӡỤιӠḕἄѭᾺ￼ᵏט ӡỤ  

2.3.5 使用Telnet 

工作原理 

Telnet Ṟ҈ TCP/IP ᴃ ῀￼ẔּזṖᴃ ιḜ ֧ ώӗ ︡ẹᵙ Ὁ ו ￼  

Telnet Client
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2.3.6 重启 

ḧῊ ᵏו ιḜᶈ•Ҏᶋᵀї(⅝ḅ֧҈╜ ￼ἆԎḜ )ᴵҨѭּזἋώӗᾛӐі￼ӝַ  

 Ὕḧ ᶈ ḧῊ ᵅ ᵏ ￼Ὴ יּ mmm ἆ hhh:mm ֘ḧιҨ֫ ѭᴅӈιּזἋᴵҨү ⁪

Ẫ Ԅ ἋᴵҨᶈזּ ѭ Ѧ ֮ Ѧי ᵄιҨӝ ᶊᴦῑ ᵏ￼ּז  

 Ὕḧ ᶈṄ‎￼•ѦῊ ♇ ᵏ Ԅ￼Ὴ Ӫọ ῗṄ‎￼•ѦῊ ♇  

 Ị Ἴ at ő ֺ ϰ Ҫ Ṳ ¢‌ Ự ו ő ϻṪ ἂ ו ¢

Ị Ἴ ⅎ ῄὃő Ἢ Ḡḵ‏ῄὃו ו ¢ Ị Ἴ ⅎ ῄὃőῚ ḱῄ

ὃ Ἴ ő ḱῄὃ‏ᴩ ¢ 

 ῄὃ ו ῦ ֺ ῦו⸗ᵇб ҀỌ 31 И ֞ ֺ ῦ¢ Ἴ ῄὃ Ἢ Ựб

Ḳ ,ḁ ♠ ᾀׅ őϠ ‏ ῦᴘ׆ ῦ Ἢ¢ 

相关配置 

 设置重启 

 Ӕּז reload ᵘҧ ᵏ צּ  

 Ӕּז ᵘҧᴵҨὝḧ ᶵᶈὝḧ￼Ὴ־ᵏטιΆӝ ת  

2.3.7 批量执行文件中的命令 

ᶈ ѧιῶῊӧת Ԅ ᶺ￼ ᵘҧ‎ḫאḾ•Ѧו ￼ ιḢԅת CLI ףּ Ԅ ￼Ὴ ιѼỄḳ῏

ἄ ᵙ ◖ ḅ‛Ṅ Ҏו ￼ ᵘҧὟ ℓ ԅ ᾣᶈ Ѧἥᶴתᾰҭѧιᶈ ῊιἚ Ѧἥᶴתᾰҭι

ṏᴵҨṄ ԋ￼ ԅ Ḣ⅞  

 Ә ו    ἀ   ו ♠ ᴧő Λ Ἴו PC ϸᾪ ϧ Ọ TFTPᶚ ӝ ׆ ϐו Flash

¢ Ә ו ᶟ Ἴו ő ӽőϰ ͝ CLI ו ϸᾪוּ Ә ו  ¢ őᵓ

†Ἲ ő Ә   ו ֛ őκ ẇ ѷ ¢ 

 Ә ֞ו  б ҀỌ 128Kőḁ ׅ‏ Ә   Δ¢ᵓ Ọ֞ו Ә  ő♠ Ọ֞‏  ᶳҝᵟ

Ṥ⁪ ו  ō 128KŎּו ҝ¢ 

相关配置 

 批处理命令 

 Ӕּז execute ᵘҧἥ Ἒ ᾰҭѧ￼ᵘҧ  

 Ӕּז ᵘҧᴵҨἥ Ḣἄ•Ѧו ᶺ‍ᵘҧ￼ ι ἋᾛӐזּק  
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2.4 配置详解 

  

 ᴵ ᴭҧљᵘҧ ָ֮֫  

enable password password ᴭҧ 

enable secret secret ᴭҧ 

enable ״ Ἃזּ ָ 

login privilege log 
ᶈ  Ἃזּ ָώ״￼ừ֙їι ֧ Ẕ

￼ῄỐӡỤ 

disable ӉּזἋ ָ 

privilege ᵘҧ￼ ָ֮֫ 

password Ὕḧ line ᴭҧ 

 

ᴭҧљ   

login ᵏּז line ᴭҧӠἴ 

 ♠ ¢ б ט ᶚ ᾭ ¢ 

username  ᶊּזἋ ᴺҨᴣᴵ ￼ά ӡỤ 

login local ︡ẹ  ᶊ  

login access non-aaa 
ᶈ AAA ἔẦ￼ừ֙їι ᵘҧιᶈ

іᴵҨ Ὅ זּ AAA Ὸח‎  

login authentication ︡ẹ AAA  

telnet Ӕּז Telnet Client 

do telenet Ӕּז DoTelnet Client 

enable service telnet-server Ӕּז Telnet Server 

exec-timeout ὶ ῊῊ  

session-timeout Һ ῊῊ  

lockable ᵏּז ӊ line ו￼  

︡ẹљ  

lock ӊẸׁ line  

 ♠ ¢ ᾘϖф ¢ 

clock set ￼ῄῼᵙῊ  

clock update-calendar ῭Ὰ ҭῊ  

hostname ᵄ  

prompt ᵘҧώ  

banner motd ⅛ῄ  

bannerlogin ︡ẹ‰  

ᶢ ᴠᾭ 

speed ίֺᴶ￼ҽ ꞌ 

 ♠ ¢֝▲ ầϭ ᴧוḎ ¢ 
ἔẦἆԋ Ὕḧ￼Ὸח 

enable service ἔẦ• Ὸח  
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 ♠ ¢ ѕו ¢ 
ᵏ  צּ

reload ᵏ ᶵ  

 ♠ ¢ ו  ¢ 
ἥ Ἒ ᾰҭѧ￼ᵘҧ 

execute { [ flash: ] filename } ἥ Ἒ Ὕḧᾰҭѧ￼ᵘҧ  

2.4.1 配置口令与权限 

配置效果 

 ּזἋ￼ᴭҧιᴵҨίֺḾ ᶵ￼  

 ḾᵘҧӔּז  ֫ ιḾ҈⸗ḧ ָ￼ᵘҧιᴱῶ ֹἆ ҈ Ѧ זἋἑᴵҨӔּזּ￼ָ  

 Ṅᵘҧ￼Ӕּז ά҄ Ӊ￼ּזἋ ָι ῭ᶺ￼ά  ָӔּז ‍ᵘҧ  

 ᵘҧ￼Ӕּז ά҄ Ἃזּ￼ ָιֱ ᵘҧ￼Ӕּז ᶀҺ ṇ  

注意事项 

 ᶈ ᴭҧѧιḅ‛ӔּזṾ level ԋ ḔῊιֱѭὝḧ⸗  ָḧѲᴭҧ ҃⸗ḧ ָ￼ᴭҧᵅι ḧ￼ᴭҧᴱ זּ

҈ Ҏ Ἃזּ￼ָ  

 ≡ῶ үӍ ָ￼
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 ḅ‛ỳ ῭ᶺ￼ά  ָӔּז• ‍ᵘҧιֱ ᴵҨṄ ᵘҧ Ӊ￼ּזἋ ָψ ḅ‛ỳ ᵘҧ￼Ӕּז ᶀṇ Ҏιֱ

ᴵҨṄ ᵘҧ Ἃזּ￼ ָ  

 升高/降低用户级别 

 Ṱ ︡ẹ ᶵ￼ּזἋιᴵҨ ᾡᴪẸׁ￼ּזἋ ָιҨ јᵃ ָ￼ᵘҧ  

 Ӕּז enable / disable ᵘҧ״ / ӉּזἋ ָ  

 启用 line 线路口令保护 

 ᴵ Ḿ ︡ẹεḅ TELNETζ ᴭҧ ι line ᴭҧӠἴ  

 ẔӾӔּז password[ 0 | 7 ] line ᵘҧ line ᴭҧιⱡᵅἚ login ᵘҧᵏטᴭҧӠἴ  

 Ị ט őᾱ lineⱨ őט ő бᾀ Ἴ ⱨ ₭ ¢ 

检验方法 

 ᴵҨӔּז show privilege ᵘҧ‬ ẸּׁזἋ ָ  

 ᴵҨӔּז show running-config ᵘҧ‬  

相关命令 

 设置 password 口令 

ᵘҧ⁪Ẫ  enable password [ level level ] { password | [ 0 | 7 ] encrypted-password } 

ᴠᾭ ῎  levelχּזἋ￼ ָ  

passwordχּזἋ Ԅ⸗  EXEC Ṗ￼ᴭҧ  

0χ Ԅ￼ᴭҧḔ ѩѭ῎ᾰḔ ѩ  

7χ Ԅ￼ᴭҧḔ ѩѭḸᾰḔ ѩ  

encrypted-passwordχᴭҧᾰ  ọ ᵍץ 1 ֹ 26 Ѧᶽṇ֒Ḕ⅔ᵙᾭḔḔ  

 ⱨ ♠ ׅⱣṟőִϓἭ ¢ ῦᾭ₅ Ᵽṟו ⱨ ו еᶳ¢ 

ᵘҧ₩Ẫ  ԅḓo¬�x�X�%�”o­
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 ῂ 

配置方法 

 配置本地用户 

 ọ  

 Ӕּז username ᵘҧ ᶊ ҈זּ Ұ ᵙά ￼ ᴺӡỤιץὐּזἋᵄ Ḹ Ҩᴣᴵ ￼ά ӡỤ 

 Ẕᶈ⅛ᴶ ᶵі  ᶊ Ұ ￼ ᴺӡỤ 

 线路登录进行本地认证 

 ọ  

 ᶈ AAA ԋ ῊιLINE ︡ẹ Ὴ  ᶊּזἋ  

 Ẕᶈ⅛ᴶ ᶵі  

 线路登录进行 AAA 认证 

 ᴵ AAA ѭ ᶊ זּ Ά│Ὴ  

 AAA ₩ẪἔẦῊι ︡ẹ AAA  

 Ẕᶈ⅛ᴶ ᶵі  

 使用 telnet client 

 telnet ︡ẹֹ ᶵ  

 Ӕּז do telnet client 

 do telnet ︡ẹֹ ᶵ  

 恢复已建立的 Telnet Client 会话连接 

 ᴵ Telnet Client Һ ὶῥῊ ֧ᵅιḅ‛ Ỡᶶ ὶιᴵҨӔּז ᵘҧỠᶶ  

 断开挂起的 Telnet Client 连接 

 ᴵ ḅ‛ ᾸẦὝḧ￼ Telnet Client ὶιᴵҨᶈ Telnet Client ᶵіἚ  

 使用 Telnet Server 

 ᴵ Ӕּז Telnet ︡ẹ ᶊ ᶵῊι ἔẦ Ὸח  

 ἔẦ Telnet Server Ὸח  

 设置连接超时时间 

 ᴵ  

 ẸׁṰὶᴩ￼ ὶιᶈὝḧῊ ԓι≡ῶүӍ ԄῊιṄѧᾸ℅ ὶ  
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 ᶈ ả ἆ ⅎ ểῊ ῊιẔἚ ℅  

 设置会话超时时间 

 ᴵ  

 Ẹׁ LINE іṰ ấ ￼Һ ιᶈὝḧῊ ԓι≡ῶүӍ ԄӡỤιṄѧᾸẸׁ ὶֹ ￼Һ ẊћỠᶶ ѭ

ꜛỗ  

 ᶈ ả ἆ ⅎ ểῊ ῊιẔἚ ℅  

 会话锁定 

 ᴵ ᶈṰấ Һ ᵅ ѪῊ Ầ ᶵῊιᶈ ᶵіἚ Һ ḧו  

 ӔּזҺ ḧו ι ᶈ line ₩Ẫїᵏּז ӊ line ו￼ ιẊᶈ Ẕ ￼ EXEC ₩Ẫїι Ӕּז lock

ᵘҧ ӊ  

检验方法 

 Ӕּז show running-config ᵘҧᴵҨ‬  

 ᶈ AAA ԋ Ὴι ҃ ᶊּזἋҨᵅιẊᶈ і ᶊ זּ Ἃ︡ẹῊṄώזּ ԄּזἋᵄᵙᴭҧι

ᵅἑӹ Ԅᵘҧ ףּ  

 ᶈ AAA ἔẦῊι ҃ ᶊּזἋᵅιẊᶈ AAA ￼︡ẹ Ά│ѧὝḧ │ᶊΆ זּ Ἃ︡ẹῊṄώזּ ԄּזἋᵄᵙᴭ

ҧι ᵅἑӹ Ԅᵘҧ ףּ  

 Ṱ ︡ẹ Ԅᵘҧ ףּ זἋιᴵҨӔּזּ￼ show user ᵘҧ‬ Ẹׁ︡ẹ￼ּזἋӡỤ  

 ᶈ ᶊ ᶵіẦᵏ Telnet Server ᵅιּזἋᴵҨӔּז Telnet ḭἋ ὶ ᶊ ᶵ  

 ּזἋᶈ ӊ￼ּף і Ԅᵻ ᵅιҺώ ԄᴭҧιᴱῶᴭҧљѳׁἍ ￼ ιἑҺ Ѧ Һ  

 Ӕּז show sessions ᵘҧιᴵҨ‬ Ṱ ấ ￼ Telnet Client ḫӕ￼⅛ѦḫӕӡỤ  

相关命令 

 配置本地用户 

ᵘҧ⁪Ẫ  username name [ 
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ᾰҭἆ ẹ￼ Ể  

privilege privilege-levelχ ᴺ￼  ָιᴨӪ ᶀ 0 ֹ 15  

reject remote-loginχ ֺӔּז ᴺ ︡ẹ  

web-authχ℅ ᴺᴱ ҈זּ web  

nopasswordχ ᴺј Ḹ  

password [ 0 | 7 ] text-stringχ ᴺ￼Ḹ ι0 Ԅ῎ᾰḸ ι7 ԄḸᾰḸ ι ѭ Ԅ῎

ᾰḸ  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ ấ҈זּ   ᶊּזἋᾭὯẓιӗ Ӕּז  

ḅ‛ὝḧזḸ ᶚѭ 7ιֱ Ԅ￼ᵀ│Ḹᾰ ẙọ ѭӱᾭ  

Ẃῂ ὝḧזḸ ᶚѭ 7 ừ֙їιE ῶẸᶶֺẊ Ṱ Ḹז ￼ᴭҧῊιἑ ὝḧזḸ ᶚѭ 7

 线路登录进行本地认证 

ᵘҧ⁪Ẫ  login local 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  line ₩Ẫ 

ӔּזὝṀ  ḅ‛≡ῶᵏּז AAA ḠԅῸחιֱ ᵘҧּ҈ז LINE ︡ẹ Ὴ  ᶊּזἋ ￼ ᶊּזἋῗ

Ὕ username ᵘҧ ἋӡỤזּ￼  

 线路登录进行
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/source:Ὕḧ Telnet ḭἋ Ӕּז￼◊ IP ἆ ◊ὶᴭ  

ip A.B.C.DχὝḧ Telnet ḭἋ Ӕּז￼◊ IPV4 ᶊᶍ  

interface interface-nameχὝḧ Telnet ḭἋ Ӕּז￼◊ὶᴭ  

ᵘҧ₩Ẫ |Ἃ₩Ẫזּ ⸗  ₩Ẫ| ᴭ₩Ẫ 

ӔּזὝṀ  do telnet ︡ẹֹ ᶵιᴵҨῗ IPV4 Ѯ ᵄ IPV4 ᶊᶍ  

 

 恢复已建立的 Telnet Client 会话连接 

ᵘҧ⁪Ẫ  <1-99> 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ῞  Ἃ₩Ẫזּ

ӔּזὝṀ  ᵘҧּ҈זỠᶶӔּזṰ ấ ￼ Telnet Client Һ ὶ ẸӔּז telnet ᵘҧᴧ Telnet Client Һ ὶῊι

ᴵҨӔּז♬ εctrl+shift+6 xζῥῊ ֧ ὶ ḅ‛ Ỡᶶ ὶιI ҨӔּ1-99>ז>ᵘҧ Ỡᶶ ᵃῊι

ḅ‛ ὶṰấ ιᴵҨӔּז show sessions ᵘҧ‬ Ṱấ ￼ ὶӡỤ  

 断开挂起的 Telnet Client 连接 

ᵘҧ⁪Ẫ  disconnect session-id 

ᴠᾭ ῎  session-idχὛ ￼ Telnet Client ὶҺ ᴺ  

ᵘҧ₩Ẫ  ῞  Ἃ₩Ẫזּ

ӔּזὝṀ  ԄὝḧ￼ Telnet Client ὶҺ ᴺιᾸẦὝḧ￼ Telnet Client ὶ  

 使用 Telnet Server 

ᵘҧ⁪Ẫ  enable service telnet-server 

ᴠᾭ ῎  - 

₩Ẫ  ԅṕ₩Ẫ 

ӔּזὝṀ  ἔẦ Telnet Server Ὸח  

 配置连接超时时间 

ᵘҧ⁪Ẫ  exec-timeout minutes [ seconds ] 

ᴠᾭ ῎  minutesχὝḧ￼ ῊῊ ￼֫ ᾭ  

secondsχὝḧ￼ ῊῊ ￼ ᾭ  

ᵘҧ₩Ẫ  line ₩Ẫ 

ӔּזὝṀ  LINE іιṰὶᴩ ὶ￼ ῊῊ ιẸ Ὴ ι≡ῶүӍ ԄῊιṄѧᾸ℅ ὶ  

ᶈ LINE ₩ẪїӔּז no exec-timeout ᵘҧιᴨ╦ LINE ї ὶ￼ Ὴ  

 配置会话超时时间 

ᵘҧ⁪Ẫ  session-timeout minutes[ output ] 

ᴠᾭ ῎  minutesχὝḧ￼ ῊῊ ￼֫ ᾭ  

outputχῗᵋṄ ֧ᾭὯѼӐѭ Ԅι‎ֶᾸῗᵋ Ὴ  

ᵘҧ₩Ẫ  line ₩Ẫ 

ӔּזὝṀ  LINE іι ὶֹ ￼Һ ῊῊ ιᶈὝḧῊ ԓι≡ῶүӍ ԄῊιṄѧᾸ℅Һ  
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ᶈ LINE ₩ẪїӔּז no session-timeout ᵘҧιᴨ╦ LINE їֹ ￼Һ ῊῊ  

 启用锁住 line 终端的功能 

ᵘҧ⁪Ẫ  lockable 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  line ₩Ẫ 

ӔּזὝṀ  - 

 锁住当前 line 终端 

ᵘҧ⁪Ẫ  lock 

ᴠᾭ ῎  - 

₩Ẫ  line ₩Ẫ 

ӔּזὝṀ  - 

配置举例 

 建立与远程网络设备的 Telnet 会话 

Ά│   ấ љ ᶵ￼ Telnet Һ ι ᶵ￼ IP ᶊᶍῗ 192.168.65.119  

 Telent ᾟὙᶈ⸗ ₩Ẫї ιdo telent ᾟὙᶈ⸗ ₩Ẫ| ₩Ẫ| ᴭ₩Ẫї  

 5XLMLH��WHOQHW�����������������

7U\LQJ��������������������2SHQ�

8VHU�$FFHVV�9HULILFDWLRQ�����������

3DVVZRUG��

5XLMLH�FRQILJ���GR�WHOQHW��$$$�%%%%��&&&&������

7U\LQJ��$$$�%%%%��&&&&�����2SHQ�

8VHU�$FFHVV�9HULILFDWLRQ�����������

3DVVZRUG��

 5XLMLH��WHOQHW��$$$�%%%%��&&&&������

7U\LQJ��$$$�%%%%��&&&&�����2SHQ�

8VHU�$FFHVV�9HULILFDWLRQ�����������

3DVVZRUG��

  

₅ Ά│   ḅ‛ ⃰Ẃљ ᶵấ Һ ιֱ ἄו      
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 设置命令提示符 

 ᴵ ᴵҨӢᾡ ￼ᵘҧώ ᵄ  

 设置每日通知 

 ᴵ ᶈṸῺᵓ Ӕּז Ҏ ώ ἆ ᵓӡỤῊιᴵҨ Ὅᶈ і ⅛ῄ  

 ӑᴵҨֳấץᵍ ἆᶺ ӡỤ￼ ӡỤιẸּזἋ︡ẹ ᶵῊι ҎӡỤṄҺ Ῐ  

 配置登录标题 

 ᴵ ḅ‛ṸῺḾӔּז ᶈ︡ẹἆ ֧Ӑ Ҏ ӡỤ￼ώ ιᴵҨ Ὅ ℅  

 设置控制台的传输速率 

 ᴵ ᴵҨӢᾡ ￼ίֺᴶ ꞌ  

检验方法 

 Ӕּז show clock ᵘҧ‎Ῐ Ὴ ӡỤ  

 ‰ ￼ӡỤṄᶈӑ︡ẹ ᶵῊῘ  

 Ӕּז show version ᵘҧ‬ ⱱ ӡỤ  

相关命令 

 设置系统的日期和时钟 

ᵘҧ⁪Ẫ  clock set hh:mm:ss month day year 

ᴠᾭ ῎  hh:mm:ssχẸׁῊ ι⁪ẪѭṇῊε24 ṇῊֺζ: ֫  :  

dayχῄῼε1-31ζι Ѧῴѧ￼ῄῼ  

monthχῴҰε1-12ζι ẉѧ￼ῴҰ  

yearχԇӺẉε1993-2035ζιј Ӕּז ֒  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  Ӕּז ᵘҧ Ὴ ιΆӝ ת  

Ḿ҈≡ῶώӗ ҭῊ ￼ ᶵιӔּז clock set ᶵі￼Ὴ ҝḾ ₭ ῶᾦιẸ ᶵї

ᵅιἐṪכּ ￼Ὴ Ṅ᷂ᾦ  

 更新硬件时钟 

ᵘҧ⁪Ẫ  clock update-calendar 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  ҭῊ ṏҺ ҭῊ ￼Ӫ  

 设置系统名称 
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ᵘҧ⁪Ẫ  hostname name 

ᴠᾭ ῎  nameχ ᵄ ιᵄ ọ ᴵἔᴍḔיּ ἄι ẙј 63 ѦḔ  

ᵘҧ₩Ẫ  ԅṕ₩Ẫ 

ӔּזὝṀ  ᶈԅṕ ₩ẪїӔּז no hostname ‎Ṅ ᵄ Ỡᶶӈ Ӫ  

 设置命令提示符 

ᵘҧ⁪Ẫ  prompt string 

ᴠᾭ ῎  stringχᵄ ọ ᴵἔᴍḔיּ ἄιḅ‛ ẙ 32 ѦḔ ιֱἈᴨԎׁ 32 ѦḔ  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  ᶈԅṕ ₩ẪїӔּז no prompt ‎Ṅᵘҧώ Ỡᶶѭ Ӫ  

 设置每日通知 

ᵘҧ⁪Ẫ  banner motd c message c 

ᴠᾭ ῎  cχּ֫ף ι Ѧּ֫ף ᴵҨῗүӍḔ (⅝ḅ’&’ Ḕ )  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  Ԅּ֫ף ᵅιⱡᵅὟᵻ ιᴏᴵҨẦḊ Ԅᾰ ι ᶈ Ԅּ֫ף ẊὟᵻ ‎ ​ᾰ ￼ Ԅ

├Ỵ￼ῗιḅ‛ Ԅ ףּ֫￼​ ᵅҠⱡ ԄḔ ιֱ ҎḔ Ṅ ѢẨ ӡỤ￼ᾰ ѧјẔ א֧

Ӑѭּ֫ף ￼Ḕ⅔ιᾰ ￼ ẙј 255 ѦḔ  

 配置登录标题 

ᵘҧ⁪Ẫ  banner login c message c 

ᴠᾭ ῎  cχּ֫ף ι Ѧּ֫ף ᴵҨῗүӍḔ (⅝ḅ’&’ Ḕ )  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  Ԅּ֫ף ᵅιⱡᵅὟᵻ ιᴏᴵҨẦḊ Ԅᾰ ι ᶈ Ԅּ֫ף ẊὟᵻ ‎ ​ᾰ ￼ Ԅι

├Ỵ￼ῗιḅ‛ Ԅ ףּ֫￼​ ᵅҠⱡ ԄḔ ιֱ ҎḔ Ṅ ѢẨ ︡ẹ‰ ￼ᾰ ѧјẔ א֧

Ӑѭּ֫ף ￼Ḕ⅔ιᾰ ￼ ẙј 255 ѦḔ  

ᶈԅṕ ₩ẪїӔּז no banner login ‎ֵ ︡ẹ‰  

 设置控制台的传输速率 

ᵘҧ⁪Ẫ  speed speed 

ᴠᾭ ῎  speedχιᴅӈῗ bps Ḿ҈ѩ ὶᴭ ᴱ Ṅҽ ꞌ ѭ 9600 19200 38400 57600 115200 ѧ￼

Ѧι ￼ ꞌῗ 9600  

ᵘҧ₩Ẫ  line ₩Ẫ 

ӔּזὝṀ ἋᴵҨ⁞Ὧזּ  ‎ ầℓ ￼└⸗ꞌ ᵘҧ speed ṄᵃῊ ầℓ ￼ὶᾠ ꞌҨᴣᴧ ꞌ  

配置举例 

 配置系统时间 

Ά│   Ἣ Ὴ ᾡἄ 2003-6-20ι10:10:12 

 5XLMLH��FORFN�VHW���������������������������� Ὴ ᵙῄῼ�
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₅ Ά│   ᶈ⸗ ₩ẪїӔּז show clock ᵘҧ‎Ῐ Ὴ ӡỤ 

 5XLMLH��VKRZ�FORFN���������� Ӣᾡ Ὴ �ᾦוּ

FORFN���������������������

 配置每日通知 

Ά│   Ӕּז(#)Ӑѭּ֫ף ι⅛ῄ ￼ᾰ ӡỤѭ“Notice: system will shutdown on July 6th.” 

 5XLMLH�FRQILJ���EDQQHU�PRWG����ẦḊּ֫ף �

(QWHU�7(;7�PHVVDJH���(QG�ZLWK�WKH�FKDUDFWHU�
�
��

1RWLFH��V\VWHP�ZLOO�VKXWGRZQ�RQ�-XO\��WK����� ףּ֫​ �

5XLMLH�FRQILJ���

  

₅ Ά│   Ӕּז show running-config ᵘҧ‬  

 Ӕּזίֺᴶ Telnet ἆ SSH ὶ ᶊ ᶵι Ԅᵘҧ ףּ ѳׁῊṄῘ ⅛ῄ ӡỤ  

 &�?!WHOQHW����������������

1RWLFH���V\VWHP�ZLOO�VKXWGRZQ�RQ�-XO\��WK��

$FFHVV�IRU�DXWKRUL]HG�XVHUV�RQO\��3OHDVH�HQWHU�\RXU�SDVVZRUG��

�8VHU�$FFHVV�9HULILFDWLRQ�

3DVVZRUG��

 配置登录标题 

Ά│   Ӕּז(#)Ӑѭּ֫ף ι︡ ẹ‰ ￼ᾰ ѭ“Access for authorized users only. Please enter your password.”

 5XLMLH�FRQILJ���EDQQHU�ORJLQ����ẦḊּ֫ף �

(QWHU�7(;7�PHVVDJH���(QG�ZLWK�WKH�FKDUDFWHU�
�
��

$FFHVV�IRU�DXWKRUL]HG�XVHUV�RQO\��3OHDVH�HQWHU�\RXU�SDVVZRUG��

������������������������������������������������������ ףּ֫​ �

5XLMLH�FRQILJ���

  

₅ Ά│   Ӕּז show running-config u  
�  Ӕּז
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₅ Ά│   Ӕּז show ᵘҧ‬  

 5XLMLH��VKRZ�OLQH�FRQVROH����������‬ ίֺᴶ �

&21�����7\SH����VSHHG���2YHUUXQV�


�������&21���������������

/LQH����/RFDWLRQ������7\SH���YW�����

/HQJWK�����OLQHV��:LGWK�����FROXPQV�

6SHFLDO�&KDUV��(VFDSH��'LVFRQQHFW��$FWLYDWLRQ�

���������������AA[�����QRQH��������A0�

7LPHRXWV�������,GOH�(;(&����,GOH�6HVVLRQ�

���������������QHYHU��������QHYHU�

+LVWRU\�LV�HQDEOHG��KLVWRU\�VL]H�LV�����

7RWDO�LQSXW�����E\WHV�

7RWDO�RXWSXW�������E\WHV�

'DWD�RYHUIORZ�����E\WHV�

VWRS�U[�LQWHUUXSW�����WLPHV�

0RGHP��5($'<�

常见配置错误 

 ῂ 

2.4.4 打开或关闭指定的服务 

配置效果 

 ᶈ ѧιᴵҨטỗᶊ ᾯ Ἅώӗ￼ῸחιἔẦљԋ Ὕḧ￼ῸחεSNMP Server / SSH Server / Telnet 

Serverζ  

注意事项 

- 

配置方法 

 打开 SNMP Server / SSH Server / Telnet Server 

 ᴵ ᶈ Ӕּז ҎῸחῊἚ ℅  

检验方法 
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 Ӕּז show running-config ᵘҧ‬  

 Ӕּז show services ᵘҧ‬ Ὸח￼Ầᵏꜛỗ  

相关命令 

 打开 SSH-Server/telnet-server/snmp-agent 

ᵘҧ⁪Ẫ  enable service { ssh-server | telnet-server | snmp-agent } 

ᴠᾭ ῎  ssh-server：ἔẦљԋ SSH Server  

telnet-server：ἔẦљԋ Telnet Server  

snmp-agent：ἔẦљԋ Snmp Agent  

ᵘҧ₩Ẫ  ԅṕ₩Ẫ 

ӔּזὝṀ  ᵘҧּ҈זἔẦљԋ Ὕḧ￼Ὸח  

配置举例 

 打开 SSH Server 

Ά│   ἔẦ SSH Server 

 5XLMLH��FRQILJXUH�WHUPLQDO���� Ԅԅṕ ₩Ẫ�

5XLMLH�FRQILJ��HQDEOH�VHUYLFH�VVK�VHUYHU������ἔẦ 66+�6HUYHU�

  

₅ Ά│   Ӕּז show running-config ᵘҧ‬  

 Ӕּז show ip ssh ᵘҧ‬ SSH Ὸח ᵙ ꜛ֙  

常见配置错误 

ῂ 

2.4.5 设置重启策略 

配置效果 

ᶵᶈ•Ҏừ֙ї ᵏι ᵏ צּ Ӕ ᶵὟⱢ ￼ΆẪ ᵏ  

注意事项 

ῂ 

配置方法 
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 直接重启 

ᴏ ᵏ ᶵιּזἋᴵҨᶈ⸗ ₩Ẫї ὶ Ԅ reload ᵘҧ‎ ᵏ  

 定时重启 

UHORDG��DW��KK�PP�VV�PRQWK�GD\�\HDU�

Ὕḧ ᶈṄ‎￼•ѦῊ ♇ ᵏ Ԅ￼Ὴ Ӫọ ῗṄ‎￼•ѦῊ ♇ ᴠᾭ month day year ῗᴵ ￼,ḅ‛ּזἋ≡ῶ

Ԅιֱ ῗ Ὴ ￼ẉῴῄ  

 Ị Ἴ at ő ֺ ϰ Ҫ Ṳ ¢‌ Ự ו ő ϻṪ ἂ ו ¢

Ị Ἴ ⅎ ῄὃő Ἢ Ḡḵ‏ῄὃו ו ¢ Ị Ἴ ⅎ ῄὃőῚ ḱῄ

ὃ Ἴ ő ḱῄὃ‏ᴩ ¢ 

 ῄὃ ו ῦ ֞ ֺ ῦ¢ Ἴ ῄὃ Ἢ Ựб Ḳ ,ḁ ♠ ᾀׅ

őϠ ‏ ῦᴘ׆ ῦ Ἢ¢ 

检验方法 

- 

相关命令 

 重启设备 

ᵘҧ⁪Ẳ ,
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注意事项 

ῂ 

配置方法 

 通过 execute 命令实现 

ᶈ execute
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show startup-config ‬ ḕӴᶈ NVRAMε ῏᷂ớ  ḕᴨḕӴᵸζі ᶵ￼

show version [ devices | module ] ‬ Ҏ ￼ӡỤ  

show sessions Ῐ Ṱ ấ Telnet Client ḫӕ￼⅛ѦḫӕӡỤ  
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3 LINE 

3.1 概述 

ᶈ ᶵі ԏῶᶺ ᶚ￼ εlineζιẊ Ḿ Ҏ Ὗ ֫ ιḾת Ҏ ￼ ѭ

εlineζ ᶈ ᶵіι ᶚ֫ѭ CTY VTY  

协议规范 

 ῂ 

3.2 典型应用 

ԐᶚẔּז ᶋ῟ὼ  

ίֺᴶ ᶵ ίֺᴶ Ԅ ᶵ￼ᵘҧ ףּ  

VTY ᶵ Telnet ἆ SSH Ԅ ᶵ￼ᵘҧ ףּ  

3.2.1 通过控制台访问设备 

应用场景 

 

ᶃ 3-1 

 

├  A ѭ ￼ת ᶵ  

PC ѭ ת  

功能部署 

ת Ӕּזѩᴭ ὶ ￼ת ᶵ￼ίֺᴶ ᴭιּזἋᶈ ת іι ίֺᴶ ҭε ἆԎҤ ұ

ҭζ ὶ ᶵі￼ίֺᴶẊ Ԅᵘҧ ףּ ιḾ ᶵ ᵙ ת  
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3.2.2 通过 VTY 访问设备 

应用场景 

 

ᶃ 3-2 

 

├  A ѭ ￼ת ᶵ  

PC ѭ ת  

功能部署 

ת ᵙ ￼ת ᶵ ὶιּזἋᶈ ת іι VTY ḭἋ ҭεӕḅ PuttyζιӔּז Telnet ἆ SSH

ὶ ᶵіẊ Ԅᵘҧ ףּ ιḾ ᶵ ᵙ ת  

3.3 功能详解 

基本概念 

 CTY 

CTY ᶚὝ￼ῗίֺᴶ ᴭεConsole Portζιᶽᶺᾭ ᶵ Һԏῶ Ѧίֺᴶ ᴭιּזἋᴵҨӔּזίֺᴶ ι

Ѧ ᴭ  ᶊ  

 VTY 

VTY ᶚῗ Ὁ ιẊ≡ῶљѳḾẔ￼ ҭι Ὁ ҈זּ Telnet ἆ SSH ὶ  

 

功能特性 

ו ⸗ớ Ӑּז 

ᶢ ו  ιῘ ▐ ὶӡỤ  
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3.3.1 基本功能 

工作原理 

ῂ 

相关配置 

 配置终端线路 

ᶈԅṕ ₩ẪїιӔּז line ᵘҧᴵҨ ԄὝḧ￼ ₩Ẫ  
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注意事项 

ῂ 

配置方法 

 进入 LINE 模式 

 ọ  

 ῂ⸗℮ừ֙ιẔᶈ⅛ᴶ ᶵі Ԅ line ₩Ẫ ו  

 增加/减少 LINE VTY 数目 

 ᴵ  

 ᶈ ᶭזἆ֟Ṉ LINE ῊẔӔּז℅  

检验方法 

Ӕּז show line ᵘҧ‬ ￼ ӡỤ  

相关命令 

 进入 LINE 模式 

ᵘҧ⁪Ẫ  line [console | vty ] first-line [ last-line ] 

ᴠᾭ ῎  console：控制台口。 

vty：虚终端线路，适用于 Telnet 或 SSH 连接。 

first-line：要进入的 first-line 编号。 

last-line：要进入的 last-line 编号。 

ᵘҧ₩Ẫ  全局配置模式 

ӔּזὝṀ  - 

 增加/减少 LINE VTY 数目 

ᵘҧ⁪Ẫ  line vty line-number 

ᴠᾭ ῎  line-numberχVTY ὶᾭ ι ᶀχ0~35  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  Ӕּז no line vty line-number ᵘҧ֟ṈẸׁᴵҨӔּז￼ VTY ὶᾭ  

 查看线路配置信息 

ᵘҧ⁪Ẫ  show line { console line-num | vty line-num | line-num } 

ᴠᾭ ῎  console：控制台口。 

vty：虚终端线路，适用于 Telnet 或 SSH 连接。 
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line-num：查看的 line 线路。 

ᵘҧ₩Ẫ  特权配置模式 

ӔּזὝṀ  - 

配置举例 

 配置 VTY 终端扩展 

ᶫע  

ᶃ 3-3 

 

  
Ά│   PC Ӕּזίֺᴶ ὶ ᶵ Aι ίֺᴶ Ԅᵘҧ ףּ  

 Ἒ show user ‬ ὶꜛỗ  

 Ἒ show line 
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5XLMLH�FRQILJXUH�WHUPLQDO��

(QWHU�FRQILJXUDWLRQ�FRPPDQGV��RQH�SHU�OLQH���(QG�ZLWK�&17/�=��

5XLMLH�FRQILJ��OLQH�YW\����

5XLMLH�FRQILJ�OLQH���


2FW���������������6<6���&21),*B,��&RQILJXUHG�IURP�FRQVROH�E\�FRQVROH�

�

  

₅ Ά│   Ԅ show line ᵘҧι ᴨẁיῊᴵҨᴧא ᾭ Ṱ Ἓṝ  

 Ἒ show running-config ᵘҧ‬  

A 5XLMLH�VKRZ�OLQH�YW\�"�

�������!��/LQH�QXPEHU�

�

5XLMLH�VKRZ�UXQQLQJ�FRQILJ��

�

%XLOGLQJ�FRQILJXUDWLRQ����

&XUUHQW�FRQILJXUDWLRQ�������E\WHV�

�

YHUVLRQ�������&�%���������������������&67��QJFI����

LS�WFS�QRW�VHQG�UVW�

YODQ���

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

�LS�DGGUHVV������������������������������

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

�����������

LQWHUIDFH�0JPW���

��

OLQH�FRQ���
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OLQH�YW\������

�ORJLQ�

��

HQG�

常见错误 

ῂ 

3.4.2 配置 line 线路属性 

配置效果 

Ԅ line ₩Ẫᵅ line Ṟớ  

注意事项 

ῂ 

配置方法 

 设置线路的绝对超时时间 

 ᴵ  

 ᶈ LINE ᶈ ḧῊ ԓ ֧ῊᴵҨӔּז absolute-timeout ᵘҧ  

 设置激活一个空的终端会话的字符 

 ᴵ  

 ᶈ︡ẹẊ☼╗ ῊιᴵҨ⁞Ὧ ᶈ LINE іӔּז activation-character ᵘҧ  

 开启命令自动执行功能 

 ᴵ  

 Ḿ҈ầℓѩᴭ￼ ἋᴵҨᶈזּ LINE іӔּז℅ ι ᵘҧ Ἒט ￼ᾛӐ  

 设置异步线路在流通讯模式下每个字符的数据位数量 

 ᴵ  

 ᴵҨᶈ LINE іӔּז databits ᵘҧ  

 设置异步线路上命令行处理(EXEC)的字符编码方式 
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 ᴵ  

 ᴵҨᶈ LINE іӔּז exec-character-bits ᵘҧ  
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ᴏṄ ӎῊ׆֧ χ 

7HUPLQDO�ZLOO�EH�ORJLQ�RXW�DIWHU����VHFRQG�

 设置用来激活一个空的终端会话的字符 

ᵘҧ⁪Ẫ  activation-character ascii-value 

ᴠᾭ ῎  ascii-valueχ☼╗ Һ ￼♬ Ḕ ḾẔ￼ ASCII ӪιᴨӪ ᶀѭ<0~127>  

ᵘҧ₩Ẫ  LINE ₩Ẫ 

ӔּזὝṀ  ḅ‛Ẹׁ ҃ ט Ὅ(autoselect)ו ιḾẔ￼☼╗ Һ ￼♬ Ḕ ọ ᴨ Ӫἑῶᾦ

 开启命令自动执行功能 

ᵘҧ⁪Ẫ  autocommand autocommand-string 

ᴠᾭ ῎  autocommand-stringχṄ Ἒט ￼ᵘҧ  

ᵘҧ₩Ẫ  LINE ₩Ẫ 

ӔּזὝṀ  autocommand Ẃ ￼ẔּזῗּזἋҨ ΆẪι ầℓѩᴭљ ᵸấיּ ὶᵅιԜ autocommand 

Ὕḧ￼ Telnet ᵘҧ ︡ẹὝḧѮ іἆ autocommand ᵘҧ ệὝḧ￼ᶢ҈Ẕּז￼ Ὸוח

 设置异步线路在流通讯模式下每个字符的数据位数量 

ᵘҧ⁪Ẫ  databits bit 

ᴠᾭ ῎  bit χ⅛ѦḔ ￼ᾭὯӈιᴨӪ ᶀѭ<5~8>  

ᵘҧ₩Ẫ  LINE ₩Ẫ 

ӔּזὝṀ ᵸ￼ầℓיּ  ᶵ(ḅầℓѩᴭιAUX ᴭ )ᶈ╙ ₩ẪїғּוṾ› ￼ 7 ѦᾭὯӈ ḅ‛› ғּוι

ṏὝḧᾭὯӈѭ 7 ḅ‛≡ῶғּו› ιṏὝḧᾭὯӈѭ 8 ᾭὯӈѭ 5 ἆ 6 ￼ừ֙ιᴱῶᶈ ￼ ᶵі

ἑҺῶẔּזιẊћ ẂјӔּז  

 设置异步线路上命令行处理(EXEC)的字符编码方式 

ᵘҧ⁪Ẫ  
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flowcontrol)ιѼ ѳѭ ╙ίιḜӔּז ҭ‎ Ḿ҈ ╙ίι ￼ ₿љᵏטḔ ָ֫ῗ

Ctrl+S(XOFFιASCII Ӫѭ 19)ᵙ Ctrl+Q(XONιASCII Ӫѭ 17)ι Ѽώӗᵘҧ stop-character

start-character ‎ ḜҪ  

 设置异步线路的校验位 

ᵘҧ⁪Ẫ  parity { even | none | odd } 

ᴠᾭ ῎  even：ӱ›  

none：ῂ› odd：᷈›  

ᵘҧ₩Ẫ  LINE ₩Ẫ 

ӔּזὝṀ  Ӕּז•Ҏ ᶵ(ḅầℓѩᴭ ίֺᴶᴭ ) ￼ῊӧιẂ ∂ Ѧԏӌ￼› ӈ  

 设置异步线路的软流控的启动字ঁ鉇� 
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YHUVLRQ�������&�%���������������������&67��QJFI����

LS�WFS�QRW�VHQG�UVW�

YODQ���

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

�LS�DGGUHVV������������������������������

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

��

LQWHUIDFH�*LJDELW(WKHUQHW�����

�����������

LQWHUIDFH�0JPW���

��

OLQH�FRQ���

�SDULW\�HYHQ�

�VWRSELWV���

�VSHHG��������

OLQH�YW\������

�ORJLQ�

��

HQG�

常见错误 

ῂ 

3.4.3 配置当前终端属性 

配置效果 



 



 

3-14 

Ὕᴇ LINE 

 ᴵҨᶈẸׁ іӔּז terminal terminal-type ᵘҧ  

检验方法 

Ӕּז show line ᵘҧ‬ ￼ ӡỤ  

相关命令 

 设置当前终端在流通讯模式下每个字符的数据位数量 

ᵘҧ⁪Ẫ  terminal databits bit 

ᴠᾭ ῎  bitχ⅛ѦḔ ￼ᾭὯӈιᴨӪ ᶀѭ<5~8>  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  - 

 设置当前终端上命令行处理(EXEC)的字符编码方式 

ᵘҧ⁪Ẫ  terminal exec-character-bits { 7 | 8 } 

ᴠᾭ ῎  7： Ὅ 7 ӈḔ ᵀӐѭᵘҧ ᶴת￼Ḕ ᵀ  

8： Ὅԅ 8 ӈḔ ᵀӐѭᵘҧ ᶴת￼Ḕ ᵀ  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  ḅ ‛ ᶈ ᵘ ҧ ѧ Ԅ ∏ Ḕ ἆ Ῐ ∏ Ḕ ᶃ ẻ ἆ Ԏ Ḝ ᶂ Ḕ ι ọ Ӡ terminal 

exec-character-bits 8  

 设置当前终端的流控模式 

ᵘҧ⁪Ẫ  terminal flowcontrol { hardware | none | software  } 

ᴠᾭ ῎  hardware：╙ί₩Ẫѭ ╙ί  

none：╙ί₩Ẫѭῂ╙ί  

software：╙ί₩Ẫѭ ╙ί  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  - 

 设置当前终端上异步线路的校验位 

ᵘҧ⁪Ẫ  terminal parity { even | none | odd } 

ᴠᾭ ῎  even：ӱ›  

none：ῂ›  

odd：᷈›  

ᵘҧ₩Ẫ  LINE ₩Ẫ 

ӔּזὝṀ  Ӕּז•Ҏ ᶵ(ḅầℓѩᴭ ίֺᴶᴭ ) ￼ῊӧιẂ ∂ Ѧԏӌ￼› ӈ  

 设置当前终端上的软流控的启动字符 

ᵘҧ⁪Ẫ  terminal start-character ascii-value 
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ᴠᾭ ῎  ascii-valueχầℓ ￼ ╙ί￼ᵏטḔ ḾẔ￼ ASCII ӪιᴨӪ ᶀѭ<0~255>  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  - 

 设置当前终端上的软流控的终止字符 

ᵘҧ⁪Ẫ  terminal stop-character ascii-value 

ᴠᾭ ῎  ascii-valueχầℓ ￼ ╙ί￼ ₿Ḕ ḾẔ￼ ASCII ӪιᴨӪ ᶀѭ<0~255>  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  - 

 设置当前终端上传输的每个字节中停止位的个数 

ᵘҧ⁪Ẫ  terminal stopbits { 1 | 2 } 

ᴠᾭ ῎  1：1 Ѧӯ₿ӈ  

2：2 Ѧӯ₿ӈ  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  - 

 设置当前终端上终端模拟的终端类型 

ᵘҧ⁪Ẫ  terminal terminal-type terminal-type-string 

ᴠᾭ ῎  terminal-type-stringχ ᶚὼ Ḕ ѩιḅ vt100ιansi  

ᵘҧ₩Ẫ  Ἃ₩Ẫזּ ⸗ 

ӔּזὝṀ  - 

配置举例 

 配置当前终端的终端类型和波特率 

ᶫע  

ᶃ 3-5 

 

  
Ά│   PC Ӕּזίֺᴶ ὶ ᶵ Aι ίֺᴶ Ԅᵘҧ ףּ  

 Ԅ⸗ ּזἋ₩Ẫι Ẹׁ ￼ ᶚᵙ└⸗ꞌ  

A 5XLMLH�WHUPLQDO�WHUPLQDO�W\SH�DQVL�

5XLMLH�WHUPLQDO�VSHHG��������

  

₅ Ά│   Ἒ show line console 0 ‬ ίֺᴶ ꜛỗ  

A 5XLMLH�VKRZ�OLQH�FRQVROH���

�

&21�����7\SH����VSHHG���2YHUUXQV�
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�������&21���������������

/LQH����/RFDWLRQ������7\SH���DQVL��

/HQJWK�����OLQHV��:LGWK�����FROXPQV�

6SHFLDO�&KDUV��(VFDSH��'LVFRQQHFW��$FWLYDWLRQ�

���������������AA[�����QRQH���������

7LPHRXWV�������,GOH�(;(&����,GOH�6HVVLRQ�

����������������������������QHYHU�

+LVWRU\�LV�HQDEOHG��KLVWRU\�VL]H�LV�����

7RWDO�LQSXW������E\WHV�

7RWDO�RXWSXW���������E\WHV�

'DWD�RYHUIORZ�����E\WHV�

VWRS�U[�LQWHUUXSW�����WLPHV�
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4 TIME RANGE 

4.1 概述 

Time range ῗ ѦῊ ίֺῸחιḜώӗ •ҎẔּז Ὴ ίֺ ӕḅιḅ‛ỳ ACL ᶈ Ѧῐῼ￼•ҎῊ ⅎԓּוᾦι

ᴵҨ Ѧ time range Ẋ ACL ᵙ Ѧ time range ԋ  

4.2 功能详解 

基本概念 

 绝对时间区间 

ḾῊ ת ῗὝᴵҨѭ time range Ѧ ḊῊ Ҩᴣ ​Ὴ ת￼ Ԑᶚ￼ ḾῊ ת ӕḅ[2000 ẉ 1 ῴ 1 ῄ 12χ

00ι2001 ẉ 1 ῴ 1 ῄ 12χ00] Time range Ẕּזԋ ֹ Ѧ time range ѳᵅιᴵҨᶈ Ὴ ת ѳԓӔ• ו Ӑּז  

 周期时间 

ᵕῼῊ ῗὝᴵҨѭ time range Ѧᵕῼớ￼Ὴ Ԑᶚ￼ᵕῼῊ ḅɒ⅛ᵕ 8χ00 ֹ⅛ᵕҋ 17χ00ɓ Time range

Ẕּזԋ ֹ Ѧ time range ѳᵅιᴵҨᵕῼớᶊᶈ⅛ᵕ ֹ⅛ᵕҋӔ• ו Ӑּז  

功能特性 

ו ⸗ớ Ӑּז 

Ӕּז ḾῊ ת  ḾῊ ת ӹ time range Ẕּזᶈ Ѧ ḾῊ ת ѳԓӔ• ו ᾦוּ  

ӔּזᵕῼῊ  ᵕῼῊ ӹ time range Ẕּזᶈ•Ѧᵕῼớ￼Ὴ ѳԓӔ• ו ᾦוּ  

4.2.1 使用绝对时间区间 

工作原理 

ᶢ҈ time range ￼ẔּזᶈẦᵏ• ו ῊιҺֶᾸẸׁ￼Ὴ ῗᵋᶴ҈ ḾῊ ת ѳԓιḅ‛ᶈԎѧιֱᴵҨ ו ᶈẸ

ׁῊ ᾦἆוּ ᶈẸׁῊ јּוᾦ  

4.2.2 使用周期时间 

工作原理 
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ᶢ҈ time range ￼ẔּזᶈẦᵏ• ו ῊιҺֶᾸẸׁ￼Ὴ ῗᵋᶴ҈ᵕῼῊ ѳԓιḅ‛ᶈԎѧιֱᴵҨ ו ᶈẸׁῊ

ᾦἆוּ ᶈẸׁῊ јּוᾦ  

4.3 配置详解 

 ấ  & ԋᵘҧ 

 ϰ ¢ Ị time rangeṲ őϰ time range¢ 

time-range time-range-name 䜡㕂 time rangeǄ 

 ♠ ¢ ᶳ ф ¢ 

absolute { [start time date] [end time date] } 䜡㕂㒱ᇍᯊ䯈ऎ䯈Ǆ 

time range 

periodic day-of-the-week time to 

[day-of-the-week] time 
䜡㕂਼ᳳᯊ䯈Ǆ 

4.3.1 配置time range 

配置效果 

 time rangeι Ԏ ḾῊ ת ἆᵕῼῊ ιҨӝ time range ẔּזᶈḾẔ￼Ὴ ת ԓӔ• ו ᾦוּ  

注意事项 

ῂ 

配置方法 

 配置 time range 

 ọ ιᶈ Ẕּז time range ￼ ᶵі  

ᵘҧ⁪Ẫ  time-range time-range-name 

ᴠᾭ ῎  time-range-nameχ ֳấ￼ time range ￼ᵄḔ  

 ≡ῶ time range 

ᵘҧ₩Ẫ  ԅṕ₩Ẫ 

ӔּזὝṀ  ῶҎẔּזεӕḅ ACLζᴵ ᶢ҈Ὴ ι⅝ḅ ACL ᶈ Ѧῐῼ￼•ҎῊ ⅎԓּוᾦ ѭ҃ ֹ Ѧ

∂ιọ Ӿ Ѧ Time-Range ֳấḢ time range ѳᵅιᴵҨᶈ time range ₩Ẫѧ Ẕ￼Ὴ ί

ֺ  

 配置绝对时间区间 

 ᴵ  
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ᵘҧ⁪Ẫ  absolute { [start time date] [end time date] } 

ᴠᾭ ῎  start time dateχת ￼ẦḊῊ  

end time dateχת ￼ ​Ὴ  

ῳᶽῊ ת ѭ 0 ẉ 1 ῴ 1 ῄ 00χ00ι9999 ẉ 12 ῴ 31 ῄ 23χ59 

 ≡ῶ ḾῊ ת ι ῊѭῳᶽῊ ת  

ᵘҧ₩Ẫ  time-range ₩Ẫ 

ӔּזὝṀ  ḅ‛ỳ •Ѧו ᶈ Ѧ ḾῊ ת ԓּוᾦιᴵҨӔּז absolute ᵘҧ ѦẦḊᵙ ​￼Ὴ ת

 配置周期时间 

 ᴵ  

ᵘҧ⁪Ẫ  periodic day-of-the-week time to [day-of-the-week] time 

ᴠᾭ ῎  day-of-the-weekχᵕῼῊ ẦḊἆ ​ῗᶈῐῼ֡ 

timeχᵕῼῊ ẦḊἆ ​ῗᶈ֡♇֡֫ 

 ≡ῶ ᵕῼῊ ι Ὴ ѭᶈᵕῼῊ ԓ 

ᵘҧ₩Ẫ  time-range ₩Ẫ 

ӔּזὝṀ  ḅ‛ỳ •Ѧו ᶈ ѦᵕῼῊ ԓּוᾦιI ҨӔּז periodic ᵘҧ ѦᵕῼῊ ≡ῶ ᵕῼῊ ι

ѭᶈᵕῼῊ ԓּוᾦ ўחᶈӢ •ѦᵕῼῊ ׁιấ Ӿ ԋ timerangeι Ӣ ḢѳᵅԜԋ

і  

检验方法 

 Ӕּז show time-range [time-range-name]ᵘҧιᴵҨ‬ Ἅ ￼ time range ӡỤ  

ᵘҧ⁪Ẫ  show time-range [time-range-name] 

ᴠᾭ ῎  time-range-nameχᴵҨὝḧῘ •Ѧ time range ￼ӡỤ 

ᵘҧ₩Ẫ  ⸗ ₩Ẫ 

ӔּזὝṀ  ￼ time range ῗᵋ⃰  

ᵘҧṝ  1χῘ time range ӡỤχ 

5XLMLH��VKRZ�WLPH�UDQJH��

WLPH�UDQJH�HQWU\��WHVW��LQDFWLYH��

��DEVROXWH�HQG����������)HEUXDU\�������

4.4 监视与维护 

查看运行情况 

Ӑּז ᵘҧ 

Ῐ time range  show time-range [time-range-name] 
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Ἃזּ User2 ṕᶟ ᶵ  

功能部署 

 ᶵ HTTP ᴃ ιּזἋᶈ PC ╞ ᵸѧ httpχ// ᶵ￼ ip ᶊᶍι ᶵ  

5.3 功能详解 

基本概念 

 HTTP 服务 

HTTP ῸחῗὝᶈ Internet іַּז HTTP ᴃ ҽ Web ӡỤ HTTP/1.0 ῗ ׁўּףӔּזῳẍ┌￼ HTTP ᴃ ⱱ ιּ҈י

Ѧ Web Ὸחᵸ⅛ᶾᴵ ῶієּה і︣є￼ ιѭ҃ӝ҈ ὶ ιHTTP/1.0ת זּ ὶΆẪ Ѧ ∂ֳấ Ѧ

TCP ὶι ∂Ḣἄᵅ ᾣ ὶιῸחᵸј ẹᵙ ᴞ￼ ∂ HTTP/1.0 ⱡ ҃ק ὶ ιӇῗᴐẬԄ҃ớת

 

ӕḅ Ѧ ѧᴵ ỄᶺᶃⱭι ѧץὐ￼јῗ ⃰￼ᶃⱭԓḳι ῗḜҪ￼ URL ὶᶊᶍι ‾╞ ᵸᶈ

ѧҺᴧ֧ᶺ₭ ∂ι⅛₭ ∂ ấ Ѧᴅ꜠￼ ὶι⅛₭ ὶ ῗḢԅ ￼ ấ ᵙ ᾣ ὶῗ Ѧ Ḿ ￼ל ι

ҡ Ѥ ẽᵠ҃ḭἋ ᵙῸחᵸ￼ớ ιḅїᶃἍ  

ᶃ 5-2 

 

HTTP/1.1 ԀῸ҃ Ѧ ⱱ ᾟὙὙѰ ὶιᴏ Ѧ ὶᴵҨҽ ᶺѦ ∂ᵙᵠẔι ‾ḭἋ ᴵҨјּז ểі ₭

∂ḢἄṏᴵҨᴧ ҇Ѧ ∂ι֟Ṉ҃ Ὴảιώ ớ ιḅїᶃἍ  

ᶃ 5-3 



 

5-3 

Ὕᴇ HTTP Ὸח

 

ׁι ὰ ᶵᾟὙ HTTP/1.0 ᵙ HTTP/1.1 ѣ ᴃ ⱱ   

 ϐ Ξϖ Web צּ ╨ᴧ¢ 

 HTTP 升级服务 

 ᶊ״ Ὴι ᶵӐѭ HTTP ῸחᵸιּזἋ Web ╞ ᵸ︡ ֹ ᶵιṄ ״ ￼ᾰҭіҽֹ ᶵιḫא ᶵіᾰҭ￼

״  

功能特性 

ו ⸗ớ Ӑּז 

HTTP Ὸזּ חἋ Web ףּ ︡ ֹ ᶵѧ љ ת  

HTTP  ᶊ״ Ὸח Ṅ ״ ￼ᾰҭіҽֹ ᶵιḫא ᶵіᾰҭ￼״  

5.3.1 HTTP服务 

HTTP ῗѭ Web ἋזιּחώӗῸת Web ףּ ︡ ֹ ᶵѧ љ ת   

工作原理 

Web ὐץת Web ḭἋ ᵙ Web Ὸחᵸιᵃת HTTP ῸחѼ ḭἋזּ /Ὸחᵸ₩Ẫ HTTP ḭἋ ԓṧᶈ Web ḭἋת

￼ Web ╞ ᵸѧι ᶼᴧ HTTP ἵᾰᵙὶᾠᶴת HTTP ᵠẔἵᾰ
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ừ֙їιHTTP Ὸוח ԋ  

Ӕּז enable service web-server ᵘҧᴵҨӔ HTTP Ὸוח ιץὐ HTTP Ὸח  

ọ Ӕ HTTP Ὸוח ιּזἋἑ Web ףּ ︡ ֹ ᶵѧ љ ת  

 配置 HTTP 认证信息 

ừ֙їι ֳấѣѦ ᴺιadmin ᴺᵙ guest ᴺι ѣѦ ᴺјᴵ ֵ ιᴱᴵӢᾡḸ Ԏѧ guest ᴺ

ḾẔ level 2   ιᶈ web ᴱὊῶ‬ ￼  ᵔת ᴺѭ admin ḾẔ level 0   ιᶈ web ᵔת ᴺὊ

ῶἍῶ￼ו ιẊћᴵҨ ԎҤ ת ᴺẊά  ᴺᴵ ￼ ιᾺ▌ז￼ ᴺḾẔ level 1    

Ӕּז webmaster level ᵘҧᴵҨ ἋᵄᵙḸזּ￼  

ᵘҧιּזἋ ԄἍ ἋᵄᵙḸזּ￼ ἑ ︡ Web  

 

 配置 HTTP 服务端口 

ừ֙їιHTTP Ὸח ᴭѭ 80  

Ӕּז http port ᵘҧᴵҨ HTTP Ὸח ᴭᴺιᴨӪ ᶀῗ 80 ᴣ 1025-65535  

HTTP Ὸח ᴭᴺιᴵҨ֟Ṉ ἋḾזּ│ HTTP Ὸח￼ᾢ֨  

5.3.2 HTTP本地升级服务 

ᶵӐѭ HTTP ῸחᵸιּזἋ Web ╞ ᵸ︡ ֹ ᶵιṄ ״ ￼ᾰҭεץὐ ҭץ web ζіҽֹץ ᶵἆ ὶ
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5.4 配置详解 

 ấ  & ԋᵘҧ 

 ϰ ¢ ᴮ HTTPḎ ¢ 

enable service web-server Ӕ HTTP Ὸח 

webmaster level HTTP ӡỤ 

HTTP Ὸח 

http port HTTP Ὸח ᴭ 

 ϰ ¢ HTTPϖש ᾳ¢ 

upgrade web  ״ ᶵḕᾣ￼ WEB ץ  
HTTP  ᶊ״  

upgrade web download טҡῸחᵸії WEB ιẊץ ״ט  

5.4.1 配置HTTP服务 

配置效果 

ᶵẦᵏ HTTP ῸחιּזἋ ᵅᴵҨ︡ ֹ Web ףּת ι ᶵꜛỗӡỤ ί ᶵ іҽᵙї ᾰҭ ᾛ

Ӑ  

配置方法 

 使能 HTTP 服务 

 ọ  

 ῂ⸗℮ ∂ιẔᶈ⅛ᴶ ὰ ᶵіӔ HTTP Ὸחιᵋֱ web Ὸחјᴵ  

 配置 HTTP 认证信息 

 ừ֙їιṰ Ἃᵄזּ admin guestιḾẔ￼Ḹ ῗ admin guest  

 ῂ⸗℮ ∂ιּזἋᴵҨӔּז Ἃᵄ︡זּ￼ web ι ὶ web ╞ ᵸ‎῭Ὰ ӡỤψḅ‛ Ӕּז

ἋιҺḕᶈḠԅ Ứιᵼѭ IP ῆ⌠ ι ά ҚᵔṏᴵҨ web ᴨֹ ᶵ￼ ӡỤ  

 配置 HTTP 服务端口 

 ḅ‛ ∂ᾡᴪ HTTP Ὸח ᴭιֱọ HTTP Ὸח ᴭ  

 ῂ⸗℮ ∂ιᴵҨӔּז ￼ HTTP Ὸח ᴭ 80  

检验方法 

 ּזἋᶈ╞ ᵸі Ԅ httpχ// ᶵ￼ ipχῸח ᴭι ╞ ᵸῗᵋҺ ֹ  
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相关命令 

 使能 HTTP 服务 

ᵘҧ⁪Ẫ  enable service web-server [ http | all ] 

ᴠᾭ ῎  http | allχἔẦ Ẕ￼Ὸח http ѭἔẦ HTTP Ὸח  

ᵘҧ₩Ẫ  ԅṕ₩Ẫ 

ӔּזὝṀ  ḅ‛Ἒ ᵘҧῊᵅ ј үӍԋ Ḕἆ allιֱ ᵃῊἔẦ HTTP Ὸחψḅ‛ http ԋ Ḕιֱ

ᴱἔẦ HTTP Ὸח  

Ӕּז no enable service web-server ἆ default enable service web-server ԋ҈זּ Ẕ￼ HTTP Ὸח

 配置 HTTP 认证信息 

ᵘҧ⁪Ẫ  webmaster level privilege-level username name password { password | [ 0 | 7 ] encrypted-password } 

ᴠᾭ ῎  privilege-levelχּזἋ ḧ   

nameχּזἋᵄ  

passwordχּזἋᴭҧ  

0 | 7χᴭҧ￼זḸ ᶚι0 ῂזḸι7 ᴅזḸ ѭ 0  

encrypted-passwordχᴭҧᾰ   

ᵘҧ₩Ẫ  ԅṕ₩Ẫ 

ӔּזὝṀ  ᶈӔּז HTTP Server ￼Ὴӧι ︡ ἑ Ԅ Web Ӕּז ᵘҧ Web ︡ Ἃזּ￼

ᵄᵙḸ  

Ἒ no webmaster level privilege-level ֵ Ὕḧ  ￼ἍῶּזἋᵄљḸ  

Ἒ no webmaster level privilege-level username name ֵ ὝḧּזἋᵄᵙḸ  

 Ἴ ἀ Ṥ ᾳŠי Ṥ ᾳי ᵟ♠ 10Ṥ Ἴ ἀ ¢ 

 Ӧ‌ Ṥ Ỳőadmin Ỳἀ guest Ỳő Ṥ Ỳб♠ϓ ӑő ♠ Ḳ ¢ guest

Ỳ ᵓ level 2 ő webᵊ џ◒ ו ¢ẫ Ỳ admin ᵓ level 0

ő webᵊẫ Ỳ Ṳו őИ ♠ ϸᾪ ẫ ỲИ ḱ Ỳ♠ᶠ ו ő

ῒו Ỳᵓ level 1 ¢ 

 配置 HTTP 服务端口 

ᵘҧ⁪Ẫ  http port port-number 

ᴠᾭ ῎  port-numberχ HTTP Ὸח ᴭιᴨӪ ᶀѭ 80 ᴣ 1025-65535  

ᵘҧ₩Ẫ  ԅṕ₩Ẫ 

ӔּזὝṀ  Ӕּז ᵘҧ HTTP Ὸח￼ ᴭ  

配置举例 

 使用 Web 管理一台锐捷设备，通过 Web 浏览器登陆到锐捷中进行相关功能的配置 

 Ӕּז ￼ admin ӡỤ ︡ẹ  
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 ѭ҃ώ Ḡԅớι ∂ Web ╞ ᵸᴏᴵҨ HTTP ᴃ  

 ∂ ṯ HTTP Ὸח ᴭι֟Ṉ ἋḾזּ│ HTTP ￼ᾢ֨  

ᶫע  

ᶃ 5-4 

 

  
Ά│   ᵃῊἔẦ HTTP Ὸח  

 ᴵҨ HTTP Ὸח ᴭᴺѭ 8080. 

A $�FRQILJXUH�WHUPLQDO�

$�FRQILJ���HQDEOH�VHUYLFH�ZHE�VHUYHU�

$�FRQILJ���KWWS�SRUW������

  

₅ Ά│  ‬ HTTP ӡỤ  

A $��VKRZ�ZHE�VHUYHU�VWDWXV�

KWWS�VHUYHU�VWDWXV��HQDEOHG�

KWWS�VHUYHU�SRUW�������

常见错误 

 ḅ‛ HTTP Ὸח ᴭјῗ ￼ 80 љ 443ιּזἋᶈ╞ ᵸѧọ Ԅ ￼ԏӌῸח ᴭιᵋֱ web ῂ│ ᶵ  

5.4.2 配置HTTP本地升级 

配置效果 

ἋᴵҨזּ ╞ ᵸἆ upgrade web ᵘҧ״  

注意事项 

 ╞ ᵸіҽ Web ιᴱץ іҽἄוιẊћⱱ › ι ᶵ Һ ὶ״ ѭῳᾺ￼� ↕ổƎ
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 ּזἋ ὶ ╞ ᵸ ι ‬ ῳᾺ￼ WEB  

相关命令 

 从 TFTP 服务器下载 Web 文件包 

ᵘҧ⁪Ẫ  upgrade web download tftp: path  

ᴠᾭ ῎  tftp：表示通过普通数据口连接 ftfp 服务器下载 WEB 包。 

path：tftp 服务器上 WEB 包的路径。 

ᵘҧ₩Ẫ  特权模式 

ӔּזὝṀ  该命令是从 tftp server 端中下载 WEB 包，并自动升级。 

 从升级设备的 Web 文件包 

ᵘҧ⁪Ẫ  upgrade web uri  

ᴠᾭ ῎  uriχWEB ḕᾣ￼ ᶊץ Ể  

ᵘҧ₩Ẫ  ⸗ ₩Ẫ 

ӔּזὝṀ  ᵘҧּ״҈ז ᶵԓḕᾣ￼ WEB ιẊץ ״ט  

配置举例 

 用户通过官网获取到最新的 Web 包，希望设备运行最新的 Web 包 

ᶫע  

ᶃ 5-5 

 

  
Ά│   љ ᶊ PC   ιPC  ￼ IP ᶊᶍῗ 10.10.10.13ψ ᶵ Ѧᵃ ⅎ￼ IP ᶊᶍ 10.10.10.131

 web ︡ ֹ ᶵѧιẊіҽῳᾺ￼ WEB ֹץ ᶵѧ  

A $�FRQILJXUH�WHUPLQDO�

$�FRQILJ���YODQ���

$�FRQILJ�YODQ���H[LW�

$�FRQILJ���LQWHUIDFH�YODQ���

$�FRQILJ�9/$1�����LS�DGGUHVV����������������������������

$�FRQILJ�9/$1�����H[LW�

$�FRQILJ���HQDEOH�VHUYLFH�ZHE�VHUYHU�

 ᶈ PC  ѧιӔּז WEB ￼ɒ ᶊ״ ɓו іҽ WEB ״ץ  

  

₅ Ά│  ᶈ PC  ѧι Ὰ Web ︡ ι ῗᵋῘ ῳᾺ￼ Web  
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ᶫע  

ᶃ 5-6 

 

  
Ά│   љ ᶊ PC   ιPC  ￼ IP ᶊᶍῗ 10.10.10.13ψ ᶵ Ѧᵃ ⅎ￼ IP ᶊᶍ 10.10.10.131

 ἔẦ tftp Ὸחᵸ  

A $�FRQILJXUH�WHUPLQDO�

$�FRQILJ���YODQ���

$�FRQILJ�YODQ���H[LW�

$�FRQILJ���LQWHUIDFH�YODQ���

$�FRQILJ�9/$1�����LS�DGGUHVV����������������������������

$�FRQILJ�9/$1�����HQG�

$�XSJUDGH�ZHE�GRZQORDG�WIWS����������������ZHE�XSG�

3UHVV�&WUO�&�WR�TXLW�

���������

GRZQORDG���������E\WHV�

%HJLQ�WR�XSJUDGH�WKH�ZHE�SDFNDJH����

:HE�SDFNDJH�XSJUDGH�VXFFHVVIXOO\��

  

₅ Ά│  ᶈ PC  ѧι Ὰ Web ︡ ι ῗᵋῘ ῳᾺ￼ Web  

 通过 upgrade web 方式升级 WEB 包 

ᶫע  

ᶃ 5-7 

 

  
Ά│   љ ᶊ PC   ιPC  ￼ IP ᶊᶍῗ 10.10.10.13ψ ᶵ Ѧᵃ ⅎ￼ IP ᶊᶍ 10.10.10.131

 ἔẦ tftp Ὸחᵸ  

A $�FRQILJXUH�WHUPLQDO�

$�FRQILJ���YODQ���

$�FRQILJ�YODQ���H[LW�

$�FRQILJ���LQWHUIDFH�YODQ���

$�FRQILJ�9/$1�����LS�DGGUHVV����������������������������

$�FRQILJ�9/$1�����HQG�

$�FRS\�WIWS���������������ZHE�XSG�IODVK��ZHE�XSG�

3UHVV�&WUO�&�WR�TXLW�

���������

$FFHVVLQJ�WIWS����������������ZHE�XSG�ILQLVKHG����������E\WHV�SUHSDUHG�

)OXVKLQJ�GDWD�WR�IODVK��ZHE�XSG����
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)OXVK�GDWD�GRQH�

$��XSJUDGH�ZHE�IODVK��ZHE�XSG�

:HE�SDFNDJH�XSJUDGH�VXFFHVVIXOO\��

$���

  

₅ Ά│  ᶈ PC  ѧι Ὰ Web ︡ ι ῗᵋῘ ῳᾺ￼ Web  

常见配置错误 

 ╞ ᵸ ιᴧא≡ῶ῭ᾺֹᾺ￼ WEB ιᴵץ ῗ ᶊ╞ ᵸῶ ḕψṄ╞ ᵸ￼ ḕ▐ ιᶈ Ὰ ₭  

5.5 监视与维护 

查看运行情况 

Ӑּז ᵘҧ 

‬ Web Ὸח ӡỤᵙꜛỗ show web-server status 
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6 系统日志 

6.1 概述 

ᶵᶈ ѧιҺᴧּוᴿ ꜛỗᴪקḅ ꜛỗ UP  
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功能部署 

ᶵ ￼ ♇ḅїχ 

1  ӹ ֹ֧ίֺᴶ￼ῄỐӡỤ ָѭ informationalε6 ζ  

2  ῄỐӡỤ￼ ◒Άᵇѭχterminalε Άᵇζ  

3  ῄỐӡỤ￼ ◒ΆẪѭχcontains-onlyεɒᴱץᵍɓ ◒ΆẪζ  

4  ῄỐӡỤ￼ ◒ ֱѭχɒᴅѦש ɓ ֱι₩ᶒᵄץᵍ ARP ἆ IP  

6.2.2 系统日志发送到日志服务器 

应用场景 

ᴵҨṄ ῄỐᴧ ֹῄỐῸחᵸιΆӝ ᵸіחᵔᶈῸת ί ᶵ￼ῄỐӡỤιӬ ѧḕᶈḅї ∂χ 

1  ῄỐӡỤᴧ ֹῄỐῸחᵸіιῄỐῸחᵸ￼ IP ᶊᶍѭχ10.1.1.1  

2  ӡỤ ָ ҈ ҈ debuggingε7 ζ￼Ἅῶ₩ᶒ￼ῄỐӡỤӹ ᴧ ֹῄỐῸחᵸі  

3  ῄỐӡỤᴧ ֹῄỐῸחᵸ￼ἵᾰ◊ὶᴭѭ Loopback 0  

ᶫḅїἍע χ 

ᶃ 905 ῄỐᴧ ֹῄỐῸחᵸ ᶃ 

 

功能部署 

ᶵ ￼ ♇ḅїχ 

1  ῄỐῸחᵸ IPv4 ᶊᶍχ10.1.1.1  

2  ӹ ᴧ ֹῸחᵸ￼ῄỐӡỤ ָѭ debuggingε7 ζ  

3  ᴧỀῸחᵸ￼ῄỐӡỤ￼◊ὶᴭѭ Loopback 0  

6.3 功能详解 

基本概念 
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 系统日志的分类 

ῄỐᴵҨ֫ѭḅїѣ χ 

 log ιῄỐ ӡỤ 

 debug ι ӡỤ 

 系统日志的级别 

ῄỐὟѤ ớ֮֫ѭ 8 Ѧ ιѤ ớּי ֹẕӘ₭ѭχemergencies alerts critical errors warnings notifications

informational ᵙ debuggingιẊָ֫ḾẔ҈ 0~7 8 ѦᾭӪιӪ ṇҦ ָ  

⁞ὯῄỐ ָ ֧ӡỤῊιṄҺ ֧ῄỐ ָ ҈ἆ ҈Ἅ ָ￼ῄỐι⅝ḅι ֧ ֱѧὝḧӹ ָѭ informational

￼ӡỤ ֧ιֱ ָѭ emergencies ~ informational ￼ӡỤᶎҺ ֧  

ԋῄỐ ָ￼ ῎ḅї Ἅ χ 

ԋ Ḕ ָ ὼ  



 

6-4 

Ὕᴇ ῄỐ 

ḾẔ￼⁪Ẫѧᾰҭ ῎ḅїχ 

ẑ֯ᴺ��
Ὴ Ἁ�� ᵄ ��₩ᶒᵄ� י�ָ ��ῄỐᾰ �

ӕḅιּזἋ ֧ ₩ẪῊιᶈίֺᴶᴵҨ ֹ⁪Ẫḅї￼ῄỐχ 

��������
0D\��������������Hሀ$腒ᔀ6045E0AAA07ETf
( )Tj
ET
0.902 g
55.2 644.76 496.56 1504 re
f
BT
0.199 g
/C2_0 1 Tf
9 0 0 9 56.7 649.3201 Tm
<00108
f
B400150059053/080004C81521 50004C815750003021 T548148_05430013051 T5200044005C0003057504C81508148_0563057504481508153/0044005C056305CC0563051504481508148_0 1 Tf
0 508152_047Tfj
/0459048_01 Tf459048_0590048_04F_01 Tf5081519048_05081521 51 T4C304481044005C046<001<81521 51305750481 51305750f
0 -2.247 TD
<04T*800069404180786045E0AAA07A205F204080379>Tj
/TT0 1 Tf
( )Tj
ET
0.902 g
55.2 685.26 496.56 1563 re
f
BT
0.199 g
/C2_1 1 Tf
9 0 0 9 56.7 649.3201 Tm
<00568.0
B40015005<079906BA078607CE46904AF_1 1<0003>Tj
/C2_0 1 T21<079906BA078607CE/C2_1 1 Tf
<001D0003000D>Tj
/C2_0 1 Tf
<079E0B7F06ED>Tj
/C2_1 1 Tf
<001D0003>Tj
/C2_0 1 Tf
<09A909CF05640966>Tj
/C2_1 1 Tf
<00030008>Tj
/C2_0 1 Tf
<082505B20564>Tj
/C2_1 1 Tf
<0010>Tj
/C2_0 1 Tf
<09B404F0>Tj
/C2_1 1 Tf
<0010>Tj
/C2_0 1 Tf
<05090A930985>Tj
/C2_1 1 Tf
<001D0003>Tj
/C2_0 1 Tf
<079906BA078607CE>Tj
/C2_1 1 Tf
<0003>Tj
/C2_0 1 Tf
0 -2.247 TD
<048605F2036B090006EF0B1E04DF0B4609E508250694079E036B05A8074F04F2055605550Tj
/C2_1CF1001 T98E0800069405F204080919079906BA0379>Tj
/TT0 1 Tf
( )Tj
ET
0.902 g
55.2 644.76 496.56 1523 re
f
BT
0.199 g
/C2_0 1 Tf
9 0 0 9 56.7 649.3201 Tm
<00f
(
f
0014001500F6001D00B7001D021 T0160016001D0003000D00300044005C00030015001500030013001C001D00170017001D00160019001D0003004812_1 1 Tf
<0003>Tj
/041D04D/041D048_0 1 Tf
0 14813C0 14811 Tf7A211 Tf2481328131 T2_1 2C0 2AD0421 2C0 1 Tf
<002481521 51 T49/041D04A>Tj
/080<001<8148_047Tf
<0049/05
81521 50Tf
<004481521 51 T5481521 459048_0 1 T4550003001304481521 51 T5481521 459048_0 1>0 1.247 TD
<048605F286B09000379BB50069483F21 1 401D
ET483C049F8039E0C280379>Tj
f
( )Tj
ET
0.902 g
55.2 9 2962B 731.2235 Tw 8605F2536B09[(6. priorit)-10(y)]TJc 9 0 0 9 56.7 730 Tw 50137079906[< 147E46904AF>-72_1 1 368>]TJc ET
0.902 g
55.2413 -3.287 T50137005F2536B06BATf
D
ET483C0551 7C460555567A0Tj
/C2_1CF1001 T98EAFF5069479j
/C2_14F26F5 7C4671CFF9E )Tj
ET
0.902 g
55.2.247 TD
<048605F2036B090006904AF_1 19>Tj
A8DF091 737906BA03794B890799f
( )Tj
ET
0.902  9 29697 730.ET47 Tw [(facilit)-11(y * 8 + lev)-9(e)1(l)]TJc 9 0 0 9 56.7 730 Tw 1E70079906BFF9E94BFA07A2f
( )Tj
ET
0.902  9 29257 73[(lev)-9(e)-6(l)]TJc 9 0 0 9 56.7 736.307079906[< A6E0955079j
/C2_49206f
<-72_1Tj
1 1 Tf
2f
A>]TJc ET
0.902  9 2962B 73[(facilit)-10(y)]TJc 9 0 0 9 56.7 7313.0
7079906[< A6E09550A9790D0009B2055<-72_0555A979/TT1 9j
/C2_49206f
9>Tj
A9790D0>]TJc-38
f3F0-1.7336B06BA09B214F208000694A979/TT10556BF3
A8DA09B207E 
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20 local4 local use 4  (local4) 

21 local5 local use 5  (local5) 

22 local6 local use 6  (local6) 

23 local7 local use 7  (local7) 

7. seq noεẑ֯ᴺζ 

ῄỐ￼ẑ֯ᴺѭ 6 ӈᾯᶚᾭιẊὟ ῄỐғּו￼‍ ‍ ᶭι ừ֙їι ḔⅎӡỤјҺῘ ֧‎ιᴵҨ ᵘҧ

Ầᵏἆԋ ḔⅎӡỤ￼ ֧  

8. timestampεῊ Ἁζ 

Ὴ Ἁ ẹ҃ ῄỐғּו￼Ὴ ιΆӝּזἋ‬ ᵙḧӈ ҆ҭ ὰ ᶵ￼ ῄỐῊ Ἁ⁪Ẫῶѣ ι֫ ָѭχdatetime

⁪Ẫᵙ uptime ⁪Ẫ  

 Ịֺ ϐб֑ RTC ō ῆ ╪ᵓ ῦו   Ŏő п ϐ ᴮ ῦōuptime ṟ Ŏ

ו ῦӳ¢ Ị ϐ֑ RTC ő п ϐ╪ᵓ ῦōdatetimeṟ Ŏ ῦӳ¢ 

ї ṄḾ ѣ Ὴ Ἁ⁪Ẫ ῎χ 

 datetime ⁪Ẫχ 

datatime ⁪ẪῊ ἉḢᾯ⁪ẪḅїἍ χ 

0PP�GG�\\\\�KK�PP�VV�PVHF�

ᴿѦᴠᾭḔⅎ￼ ῎ḅї Ἅ χ 

Ὴ Ἁᴠᾭ ᴠᾭᵄ  ὼ  

Mmm ῴҰ 
Mmm Ҧ ῴҰ￼ ᾰ ֒ι1~12 ῴҰӘ₭ѭχJan Feb Mar

Apr May Jun Jul Aug Sep Oct Nov Dec 

dd ᶾᾭ dd Ҧ ẸׁῴҰḾẔ￼ᶾᾭ 

yyyy ẉҰ yyyy Ҧ ḾẔ￼ẉҰι ừ֙ї≡ῶἔẦ 

hh ṇῊ hh Ҧ ẸׁḾẔ￼ṇῊᾭ 

mm ֫  mm Ҧ ẸׁḾẔ￼֫ ᾭ 

ss  ss Ҧ ẸׁḾẔ ᾭ 

msec ←  msec Ҧ ẸׁḾẔ￼← ᾭ 

ừ֙їι ֧￼ῄỐӡỤ datetime ⁪ẪῊ ἉјṾẉҰᵙ← ӡỤιּזἋᴵҨ ᵘҧẦᵏἆԋ ῄỐ￼

datetime ⁪ẪῊ ἉῗᵋᾊṾẉҰᵙ← ӡỤ  

 uptime ⁪Ẫχ 

uptime ⁪ẪῊ ἉḢᾯ⁪ẪḅїἍ χ 

GG�KK�PP�VV�

ᾯѦῊ ἉḔ ѩҦ χ ᵏ Ҩ‎ ￼ᶾᾭχṇῊᾭχ֫ ᾭχ ᾭ 

9. sysnameε ᵄ ζ 

Ḕⅎ ẹּ҃וἄ ῄỐ￼ ᶵᵄ ιӝ҈ῄỐῸחᵸ‰ ῄỐҡᵤѦѮ ᴧ ‎ ừ֙їι ḔⅎӡỤјҺῘ ֧

‎ιᴵҨ ᵘҧẦᵏἆԋ ḔⅎӡỤ￼ ֧  
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10. moduleε₩ᶒᵄζ 

Ḕⅎ ғּו℅ῄỐ￼ו ₩ᶒ￼ᵄ ιѭ Ѧ 2~20 ѦḔ ￼ᶽ֒Ḕ ѩεᴵץᵍᶽ֒Ḕ⅔ ᾭḔ ї֮ ζ log ￼ῄ

ỐӡỤ ᾊṾ module Ḕⅎιdebug ￼ῄỐӡỤῶᴵ ≡ῶᾊṾ module Ḕⅎ  

11. levelεῄỐ ָζ 

ῄỐ￼ ָԊ֫ѭ 8 ιָ֫ѭ 0~7 ᴿ₩ᶒּוἄ￼ ῄỐ￼ ָᶈẦᴧ ⅎṰ ḧιּזἋј Ӣᾡ  

12. mnemonicεי ζ 

Ḕⅎ ғּו℅ῄỐ￼ӡỤᾎ ιѭ Ѧ 4~32 ѦḔ ￼ᶽ֒Ḕ ѩεᴵץᵍᶽ֒Ḕ⅔ ᾭḔ ї֮ ζ log ￼ῄỐӡỤ

ᾊṾ mnemonic Ḕⅎιdebug ￼ῄỐӡỤῶᴵ ≡ῶᾊṾ mnemonic Ḕⅎ  

13. contentεῄỐᾰ ζ 

Ḕⅎ ῄỐ￼ԏӌԓḳ  

 RFC5424 日志格式 

Ḿ҈Ἅῶ ֧Άᵇι ￼ῄỐ⁪Ẫ ѭχ 

�SULRULW\!YHUVLRQ�WLPHVWDPS�V\VQDPH�02'8/(�/(9(/�01(021,&�>VWUXFWXUHG�GDWD@�GHVFULSWLRQ�

ḾẔ￼⁪Ẫѧᾰҭ ῎ḅїχ 

�ҸӾ !ⱱ ᴺ�Ὴ Ἁ� ᵄ �₩ᶒᵄ� י�ָ � ��ӡỤԓḳתᴠᾭק‗

ӕḅιּזἋ ֧ ₩ẪῊιᶈίֺᴶᴵҨ ֹ⁪Ẫḅї￼ῄỐχ 

����!������������7���������������=�UXLMLH�6<6���&21),*���&RQILJXUHG�IURP�FRQVROH�E\�FRQVROH�

ї Ḿ⅛ ѦḔⅎӮ ῎χ 

1. priorityεҸӾ ζ 

ҸӾ ￼ ὟḅїԇẪχfacility * 8 + level Ԏѧχlevel ῄỐӡỤ￼ ָψfacility ᶵӪιᶈ ῄỐӡỤ￼ ᶵ

ӪῊᴵҨ ιẦᵏ RFC5424 ῄỐẦԋῊιfacility Ӫѭ local0ε16ζ  

2. versionεⱱ ᴺζ 

RFC5424 ѧ ḧⱱ ᴺᶁḧѭ 1  

3. timestampεῊ Ἁζ 

Ὴ Ἁ ẹ҃ ῄỐғּו￼Ὴ ιΆӝּזἋ‬ ᵙḧӈ ҆ҭ ὰ ᶵᶈẦᵏ RFC5424 ῄỐẦԋῊι ῄỐῊ Ἁ

⁪Ẫ ἄḅїẻẪχ 

<<<<�00�''7++�00�66�6(&)5$&=�

ᴿѦᴠᾭḔⅎ￼ ῎ḅї Ἅ χ 

Ὴ Ἁᴠᾭ ᴠᾭᵄ  ὼ  

YYYY ẉҰ YYYY Ҧ ḾẔ￼ẉҰ 

MM ῴҰ MM Ҧ ẸׁẉҰḾẔ￼ῴҰ 

DD ᶾᾭ DD Ҧ ẸׁῴҰḾẔ￼ᶾᾭ 

T ֫  ῄῼọ Ҩ T Ṕ 
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HH ṇῊ HH Ҧ ẸׁḾẔ￼ṇῊᾭ 

MM ֫  MM Ҧ ẸׁḾẔ￼֫ ᾭ 

SS  SS Ҧ ẸׁḾẔ ᾭ 

SECFRAC ←  SECFRAC Ҧ ẸׁḾẔ￼← ᾭε1~6 ӈζ 

Z ​  Ὴ ọ Ҩ Z Ṕ 

4. sysnameε ᵄ ζ 

Ḕⅎ ẹּ҃וἄ ῄỐ￼ ᶵᵄ ιӝ҈ῄỐῸחᵸ‰ ῄỐҡᵤѦѮ ᴧ ‎  

5. MODULEε₩ᶒᵄζ 

Ḕⅎ ғּו℅ῄỐ￼ו ₩ᶒ￼ᵄ ιѭ Ѧ 2~20 ѦḔ ￼ᶽ֒Ḕ ѩεᴵץᵍᶽ֒Ḕ⅔ ᾭḔ ї֮ ζ log ￼ῄ

ỐӡỤ ᾊṾ module Ḕⅎιdebug ￼ῄỐӡỤῶᴵ ≡ῶᾊṾ module Ḕⅎ  

6. LEVELεῄỐ ָζ 

ῄỐ￼ ָԊ֫ѭ 8 ιָ֫ѭ 0~7 ᴿ₩ᶒּוἄ￼ ῄỐ￼ ָᶈẦᴧ ⅎṰ ḧιּזἋј Ӣᾡ  

7. MNEMONICεי ζ 

Ḕⅎ ғּו℅ῄỐ￼ӡỤᾎ ιѭ Ѧ 4~32 ѦḔ ￼ᶽ֒Ḕ ѩεᴵץᵍᶽ֒Ḕ⅔ ᾭḔ ї֮ ζ log ￼ῄỐӡỤ

ᾊṾ mnemonic Ḕⅎιdebug ￼ῄỐӡỤῶᴵ ≡ῶᾊṾ mnemonic Ḕⅎ  

8. structured-dataε  ζתᴠᾭק‗

Ḕⅎῗ RFC5424 ᾺẬԄ￼Ḕⅎιῗ ַ҈ ᵸ ‘￼ΆẪὼ ῄỐ￼ᴠᾭӡỤ ⅛‍ῄỐᴵҨץᵍ 0 ѦἆᶺѦᴠᾭӡỤι

≡ῶᴠᾭӡỤιọ ӔּזḔ Ɏ-ɏᴉӈι⅛ ѦᴠᾭӡỤ￼⁪Ẫѭχ 

>6'B,'#HQWHUSULVH,'�3$5$0�1$0( 3$5$0�9$/8(@�

ᴿѦᴠᾭḔⅎ￼ ῎ḅї Ἅ χ 

ᴠᾭᵄ תᴠᾭק‗  ὼ  

SD_ID ᴠᾭӡỤᵄḔ 
ᴠᾭӡỤᵄḔ ᶽ֒Ῐ ιћᵃ ‍ῄỐẸѧј ḕᶈ ᵃ￼

ᴠᾭӡỤᵄḔ 

@ ֫  
ᴱ ῶ ḧ Ѳ ￼ ᴠ ᾭ ӡ Ụ ἑ ▌ ז @enterpriseID ι ѭ

RFC5424 ‰֝ἍḧѲ￼ᴠᾭӡỤιֱ ј enterpriseID@ז▌

enterpriseID ᴔᵬ ID 

ᴔᵬ ID יּ IANA ἴι ὰ ᶵ￼ᴔᵬ ID ᴺᶁḧѭ 4881ιᴵ

Ҩ IANA ‬ χ 

KWWS���ZZZ�LDQD�RUJ�DVVLJQPHQWV�HQWHUSULVH�QXPEHUV�

PARAM-NAME ᴠᾭᵄ 
ᴠᾭᵄḔⅎԅ ᶽ֒Ῐ ιћᵃ ‍ῄỐẸѧ תᴠᾭק‗

ј ḕᶈ ᵃ￼ᴠᾭᵄ 

PARAM-VALUE ᴠᾭӪ 
ᴠᾭӪḔⅎ ᴥẬᴺιԎѧχIPז▌ ᶊᶍ MAC ᶊᶍ ᶚ￼

Ӫ⁪Ẫקѭᶽ֒Ῐ ιԎḜ ᶚ￼ӪӘὯḫ ừ֙ ḧ 

9. descriptionεῄỐᾰ ζ 

Ḕⅎ ῄỐ￼ԏӌԓḳ  

功能特性 
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ו ⸗ớ Ӑּז 

ῄỐו Ầԋ ּ҈ז ῄỐו ￼ἔẦљᵋ  

ῄỐ⁪Ẫ ҈זּ  ῄỐ￼Ῐ ⁪Ẫ  

ῄỐӡỤ ҈זּ  ῄỐᴧỀᴿѦΆᵇ￼ᴠᾭӡỤ  

ῄỐ ו◒ ҈זּ  ῄỐ ו◒ ￼ᴠᾭӡỤ  

ῄỐі ו ҈זּ  ῄỐі ו ￼ᴠᾭӡỤ 

ῄỐ ίו ҈זּ  ῄỐ ίו ￼ᴠᾭӡỤ  

6.3.1 系统日志功能开关 

҈זּ ῄỐו ￼ἔẦљᵋιѮ ὐχῄỐẦԋץ ῄỐӡỤ ו Ầԋ  

相关配置 

 打开日志开关 

ừ֙їιῄỐẦԋῗἔẦ￼  

Ӕּז logging on ᵘҧᶈԅṕ ₩ẪїἔẦῄỐẦԋιἔẦῄỐẦԋᵅι ғּו￼ῄỐӡỤἑ ỀᴿѦ ֧Άᵇ ֧ιẊ

҈זּ ￼ ꜛỗ  

 启用日志信息统计功能开关 

ừ֙їιῄỐӡỤ ו ῗԋ ￼  

Ӕּז logging count ᵘҧᶈԅṕ ₩ẪїẦᵏῄỐӡỤ ו ιἔẦῄỐӡỤ ו ᵅι Ṅ ẹᴿ₩ᶒғּו￼ῄỐ

ӡỤ￼₭ᾭιҨᴣῳᵅғּו℅ῄỐӡỤ￼Ὴ  

6.3.2 系统日志格式设置 

҈זּ ῄỐ￼Ῐ ⁪ẪιѮ ὐχRFC5424ץ ῄỐ⁪Ẫ ῄỐῊ Ἁ⁪Ẫ ῄỐ ᵄ ῄỐẑ֯ᴺ  

相关配置 

 启用 RFC5424 日志格式开关 

ừ֙їιRFC5424 ῄỐ⁪Ẫῗԋ ￼  

֬Ὥἄ RFC5424 ῄỐ⁪ẪᵅιῇῄỐ⁪Ẫѧ￼ᵘҧ service sequence-numbersǃservice sysnameǃservice timestampsǃ

service private-syslogǃservice standard-syslog ṄҺ᷂ᾦẊ ὲ  

ᶈᾺῇῄỐ⁪Ẫ֬Ὥׁᵅιshow logging ᵙ show logging config ᵘҧ￼Ῐ ԓḳѼҺῶἍᴪק  

 启用日志信息时间戳开关 
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ừ֙їι ῄỐӔּז￼⁪Ẫѭ datetime ⁪Ẫιћ datetime Ὴ Ἁ⁪Ẫ≡ῶᾊṾẉҰᵙ← ӡỤ
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相关配置 

 设置用户输入与日志信息输出同步 

ừ֙їιּזἋ ԄљῄỐӡỤ ו֧ ῗԋ ￼  

Ӕּז logging synchronous ᵘҧᶈ ₩Ẫї Ἃזּ ԄљῄỐӡỤ ֧ᵃℓו ι Ἃ⃰ᶈזּ₿ ԄḔ Ὴ ἔᾸ  

 设置日志信息速率控制功能 

ừ֙їιῄỐӡỤј ꞌ ֺ  

Ӕּז logging rate-limit { number | all number | console {number | all number } } [ except [ severity ] ]ᵘҧᶈԅṕ ₩Ẫї

ῄỐӡỤ ꞌ וֺ ι ֺ⅛ ԓӹ ֧￼ῄỐӡỤ  

 设置日志信息输出控制台的级别 

ừ֙їιῄỐӡỤ ֹ֧ίֺᴶ￼ ָѭ debugging ε7 ζ   

Ӕּזᵘҧ logging console [ level ]ᵘҧᶈԅṕ ₩Ẫї ӹ ᶈίֺᴶіῘ ￼ῄỐӡỤ ָ  

 设备允许日志信息输出到监视终端 

ừ֙їιῄỐӡỤјӹ ֹ֧  

Ӕּזᵘҧ terminal monitor ᵘҧᶈ⸗ ₩Ẫї ӹ ṄῄỐӡỤ ֹ֧  

 设置日志信息输出到监视终端的级别 

ừ֙їιῄỐӡỤ ֹ֧ ￼ ָѭ debugging ε7 ζ  

Ӕּזᵘҧ logging monitor [ level ]ᵘҧᶈԅṕ ₩Ẫї ӹ ᶈ і ֧￼ῄỐӡỤ ָ  

 设置日志信息写入到内存缓冲区的参数 

ừ֙їιῄỐӡỤ Һ֒Ԅֹԓḕ ιћת֗ ָѭ debugging ε7 ζ  

Ӕּז logging buffered [ buffer-size ] [ level ]ᵘҧᶈԅṕ ₩Ẫї ῄỐ֒Ԅ￼ԓḕ ὐץᴠᾭε￼ת֗ ᶽṇת֗ ῄ

ỐӡỤ ζ  

 设置日志信息发送往日志服务器 

ừ֙їιῄỐӡỤјҺᴧỀῄỐῸחᵸ  

Ӕּז logging server { ip-address }  [ udp-port port ]ᵘҧᶈԅṕ ₩Ẫї ῄỐᴧỀὝḧ￼ῄỐῸחᵸ  

 设置日志信息发往日志服务器的级别 

ừ֙їιῄỐӡỤᴧỀῄỐῸחᵸ￼ ָѭ informationalε6 ζ   

Ӕּזᵘҧ logging trap [ level ]ᵘҧᶈԅṕ ₩Ẫї ӹ ᴧỀῄỐῸחᵸ￼ῄỐӡỤ ָ  

 设置日志信息发往日志服务器的设备值 
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6.3.4 系统日志过滤功能设置 

ừ֙їι ἔ֧‎￼ῄỐӡỤ ᴵҨ ֹ֧ᴿѦΆᵇιẸ•Ҏừ֙їιּזἋᴵ јԋỌ•ҎῄỐӡỤἆ ᴱԋỌ•Ҏῄ

ỐӡỤιֱᴵҨӔּזῄỐ ו◒ ιḾ ῄỐӡỤ ◒  

工作原理 

 过滤方向 

ῄỐ ◒ΆᵇѮ ֫ѭҨїᵺ χ 

 bufferχҦ ◒ὲᴞᵇῄỐ ῄỐӡỤεᴏ￼ת֗ show logging Ῐ ֧‎￼ῄỐӡỤζψ 

 fileχҦ ◒ὲᴞᵇῄỐᾰҭ￼ῄỐӡỤψ 

 serverχҦ ◒ὲᴞᵇῄỐῸחᵸ￼ῄỐӡỤψ 

 terminalχҦ ◒ὲᴞᵇίֺᴶᵙ εץὐ Telnet/SSH ζ￼ῄỐӡỤψ 

Ҩіᵺ ◒Άᵇѭἆε|ζԋ ιᴏᴵҨ ᵀӔּזεḾỀᶺѦΆᵇ￼ῄỐӡỤ ◒ζιѼᴵҨᴅ꜠ӔּזεᴱḾỀ• Άᵇ

￼ῄỐӡỤ ◒ζ  

 过滤方式 

ῄỐ ◒ΆẪѮ ֫ѭҨїѣ χ 

 contains-onlyχҦ ɒᴱץᵍɓιỴộῗχᴱ ᵍᶈץ֧ ◒ ֱ ￼ԋ Ḕ￼ῄỐӡỤιԎḜ≡ῶץᵍᶈ ◒ ֱ

￼ԋ Ḕ￼ῄỐӡỤјҺ ֧ •Ҏừ֙їιּזἋᴵ ᴱԋỌ•ҎῄỐӡỤῗᵋғּוιֱ ᴵҨᶈ ᶵі Ẕּזɒᴱץᵍɓ

ῄỐ ◒ ᶚι ℅ᵍ҃ץ ֱ￼ῄỐӡỤἑ ֹ֧ ףּ ιΆӝּ҈ז ḻ•Ҏ҆ҭῗᵋῶᴧּו  

 filter-onlyχҦ ɒᴱ ◒ɓιỴộῗχṄ ◒ὲץᵍᶈ ◒ ֱ ￼ԋ Ḕ￼ῄỐӡỤιјҺ ֧ Ҏ ◒ὲ￼ῄỐ

ӡỤ •Ҏừ֙їιẸ ֹ• Ѧ₩ᶒἔ֧‎￼ῄỐӡỤᶿᶺιᴵ ҺẬ ףּ ℅ἋᴡјԋỌזṜιћֻּא֧ ῄỐ

ӡỤ￼ῊӧιᴵҨᶈ ᶵі Ẕּזɒᴱ ◒ɓ ῄỐ ◒ ᶚιẊ ḾẔ￼ ◒ ֱιṄֻṜ￼ῄỐӡỤ ◒ὲ  

Ҩіѣ ◒ΆẪѭҊᾶԋ ιᴏᵃ Ὴ־ᴱ ◒ΆẪ  

 过滤规则 

ῄỐ ◒ ֱѮ ֫ѭҨїѣ χ 

 exact-matchχҦ ש ι Ὅ ש ιֱᵅ ￼ѕѦ ◒ εῄỐ₩ᶒᵄ ῄỐ ῄỐי ζ

і •Ҏừ֙їιּזἋᴵ ᴱỳ ◒ὲ• ⸗ḧ￼ῄỐӡỤιֱᴵҨӔּזɒ ש ɓ ֱ  

 single-matchχҦ ᴅѦש ι ὍᴅѦש ιֱᵅ ￼ѕѦ ◒ εῄỐ₩ᶒᵄ ῄỐ ῄỐי ζᴱ

ὍԎѧ￼ Ѧ •Ҏừ֙їιּזἋᴵ ỳ ◒ὲ• ᶚ￼ῄỐӡỤιֱᴵҨӔּזɒᴅѦש ɓ ֱ  

ẸּזἋ ￼ῄỐӡỤ ◒ ֱѧι ɒᴅѦש ɓ ֱᵙɒ ש ɓ ֱѧᵃῊ ҃ ‾￼₩ᶒᵄ י ἆӡỤ ι

ֱᴅѦש ￼ҸӾ ҈ ש  

相关配置 
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 设置日志信息的过滤方向 

ừ֙їιῄỐӡỤ￼ ◒Άᵇѭ allιᴏ ◒ᴞỀἍῶΆᵇ￼ῄỐӡỤ  

Ӕּז logging filter direction { all | buffer | file | server | terminal }ᵘҧᶈԅṕ ₩Ẫї ῄỐӡỤ￼ ◒ΆᵇιὝḧ

◒ᴞỀᵤ֡ѦΆᵇ￼ῄỐӡỤ  

 设置日志信息的过滤方式 

ừ֙їιῄỐӡỤ￼ ◒ΆẪѭɒᴱ ◒ɓ  

Ӕּז logging filter type { contains-only | filter-only }ᵘҧᶈԅṕ ₩Ẫї ῄỐӡỤ￼ ◒ΆẪ  

 设置日志信息的过滤规则 

ừ֙їι ᶵі ≡ῶ ῄỐӡỤ￼ ◒ ֱιјḾῄỐӡỤ ◒  

Ӕּז logging filter rule exact-match module module-name mnemonic mnemonic-name level level ᵘҧᶈԅṕ ₩Ẫї

ῄỐӡỤ￼ɒ ש ɓ ◒ ֱ  

Ӕּז logging filter rule single-match { level level | mnemonic mnemonic-name | module module-name }ᵘҧᶈԅṕ ₩

Ẫї ῄỐӡỤ￼ɒᴅѦש ɓ ◒ ֱ  

6.3.5 系统日志监控功能设置 

ἔẦῄỐ ίו ᵅι ṄḾᶹּף ὶֹ ᶵ￼ ѭ ίιẊ ẹḾẔ￼ LOG ӡỤ  

工作原理 

ᶈ ᶵі Ầᵏ ẹּזἋ︡ẹἆ ֧ LOG ӡỤᵅι ṄḾᶹּף ὶֹ ᶵ￼ ѭ ẹι ẹ￼ӡỤץὐχ︡ẹ￼ּזἋ

ᵄ ︡ẹ￼◊ᶊᶍ  

ᶈ ᶵі Ầᵏ ẹּזἋᾛӐ￼ LOG ӡỤι ṄḾӢᾡ ᶵ ￼ ѭ ẹι ẹ￼ӡỤץὐχᾛӐ￼ּזἋᵄ ᾛӐ

￼◊ᶊᶍ ᾛӐ￼ԓḳ  

相关配置 

 设置用户登录或退出 LOG 信息 

ừ֙їιּזἋ︡ẹἆ ֧ ᶵ￼Ὴӧι ᶵῗјҺ ẹ ԋ￼ Log ӡỤ  

Ӕּז logging userinfo ᵘҧᶈԅṕ ₩Ẫї /Ἃ︡ẹזּ ֧￼ Log ӡỤ ו℅ ᵅιẸᶹּף Telnet SSH HTTP

ΆẪ ὶֹ ᶵῊι ᶵṄἔ֧ḾẔ￼ Log ӡỤιΆӝ ᵔת ί ᶵ￼ ὶừ֙  

 设置用户操作的 LOG 信息 

ừ֙їιּזἋӢ ᶵ ￼Ὴӧι ᶵῗјҺ ẹ ԋ￼ᾛӐ Log ӡỤ  
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Ӕּז logging userinfo command-log ᵘҧᶈԅṕ ₩Ẫї ￼ἋᾛӐזּ Log ӡỤ ו℅ ᵅιẸῶּזἋӢᾡ ᶵ

Ὴι ṏҺἔ֧ Ẕ￼ Log ӡỤώ ᶵ ᵔת  

6.4 配置详解 

 ấ & ԋᵘҧ 

 ♠ ő ו ṟ  

service timestamps [ message-type 

[ uptime| datetime [ msec ] [ year ] ] ] 
ῄỐ￼Ὴ Ἁ⁪Ẫ 

service sysname ῄỐ⁪Ẫѧ▌ז ᵄ  

service sequence-numbers ῄỐ⁪Ẫѧ▌ז ֯ᴺ 

service standard-syslog ᶵ ῄỐ⁪Ẫѭ‰֝ῄỐ⁪Ẫ 

service private-syslog ᶵ ῄỐ⁪Ẫѭ ῶῄỐ⁪Ẫ 

ῄỐ￼Ῐ ⁪Ẫ 

service log-format rfc5424 ᶵ ῄỐ⁪Ẫѭ RFC5424 ῄỐ⁪Ẫ 

 ♠ ő ӊ׆ⱦ фו  

logging on ἔẦῄỐẦԋ 

logging count ἔẦῄỐӡỤ ו  

logging console [ level ] ῄỐӡỤӹ ֹ֧ίֺᴶ￼ ָ 
ῄỐ ֹ֧ίֺᴶ 

logging rate-limit { number | all number | 

console {number | all number } } [ except 

[ severity ] ] 

ῄỐӡỤ ꞌ וֺ  
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logging file flash:filename 

[ max-file-size ] [ level ] 

ῄỐӡỤ֒Ԅ￼ᾰҭᴠᾭεץὐᾰҭḕӴ

￼ ᶚ ᾰҭᵄ ᾰҭᶽṇ ῄỐӡỤ ζ

logging file numbers numbers ῄỐӡỤ֒Ԅᾰҭ￼Ѧᾭι Ӫѭ 16 

logging flash interval seconds ῄỐӡỤ֒Ԅᾰҭ￼ ꞌι Ӫѭ 3600

ҭ 

logging life-time level level days ῄỐӡỤ֒Ԅᾰҭ￼ӠḕῊ  

 ♠ ő Ọו Ṳ ф  

logging filter direction { all | buffer | file | 

server | terminal } 
ῄỐӡỤ￼ ◒Άᵇ 

logging filter type { contains-only | 

filter-only } 
ῄỐӡỤ￼ ◒ΆẪ 

logging filter rule exact-match module 

module-name mnemonic mnemonic-name 

level level 

ῄỐӡỤ￼ɒ ש ɓ ◒ ֱ 

ῄỐ ו◒  

logging filter rule single-match { level level 

| mnemonic mnemonic-name | module 

module-name } 

ῄỐӡỤ￼ɒᴅѦש ɓ ◒ ֱ 

 ♠ ő ῢⱦṲו ф  

logging userinfo Ầᵏ ẹּזἋ︡ẹ/ ֧￼ῄỐӡỤ 
ῄỐ ίו  

logging userinfo command-log Ầᵏ ẹּזἋᾛӐ￼ῄỐӡỤ 

 ♠ ő Ἴ г ӊṲ Ἃזּ  ԄљῄỐӡỤᵃ

ℓ ו֧  
logging synchronous ּזἋ ԄљῄỐӡỤ ֧ᵃℓו  

6.4.1 配置系统日志的显示格式 

配置效果 

 ᾯ ῄỐ￼Ῐ ⁪Ẫ  

注意事项 

 RFC3164 日志格式 

 ḅ‛Ẹׁ ᶵјḕᶈ RTC Ὴ ε ҈זּ ẹ ḾῊ ￼ ҭ ζι זּ ᶵᵏטῊ εuptime ⁪Ẫζ

ӐѭῄỐӡỤῊ Ἁι℅Ὴ ᶵῊ ῂᾦιḅ‛ ᶵḕᶈ RTC Ὴ ιֱ זּ ᶵῊ εdatetime ⁪ẪζӐѭῄ

ỐӡỤῊ Ἁ  

 ῄỐẑ֯ᴺῗ Ѧ ᾯᶚᾭӪι⅛ғּו ‍ῄỐιẑ֯ᴺṏ ᶭιӇῗּ҈יῄỐẑ֯ᴺᴱῘ 6 ӈᾯᾭιᾥẸẑ֯ᴺҡ 1

ẦḊ⅛ᶭֹז 1000000 ἆẑ֯ᴺֹ 2^32 ῊӧṏҺᴧּו ₭ ιᴏẑ֯ᴺᴡҡ 000000 ẦḊῘ  
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 RFC5424 日志格式 

 Ầᵏ RFC5424 ῄỐ⁪ẪᵅιῄỐῊ Ἁ ἄ ⁪ẪιјԜ֫ת uptime ⁪Ẫᵙ datetime ⁪Ẫ  

 RFC5424 ῄỐ⁪ẪѧῊ Ἁ⁪ẪץὐῶῊתᵙ≡ῶῊתѣ ιẸׁᴱᾟὙ≡ῶῊת￼Ῐ ⁪Ẫ  

配置方法 

 设置系统日志的时间戳格式 

 ᴵ ι ừ֙ї ῄỐ￼Ὴ Ἁ זּ datetime ⁪Ẫ  

 ῂ⸗℮ ∂ιᶈ ῄỐῊ Ἁ⁪Ẫ￼ ᶵі  

 设置系统日志格式中添加系统名称 

 ᴵ ι ừ֙ї ῄỐ￼⁪Ẫѧ≡ῶ▌ז ᵄ  

 ῂ⸗℮ ∂ιᶈ ѭῄỐ⁪Ẫѧ▌ז ᵄ ￼ ᶵі  

 设置系统日志格式中添加系列号 

 ᴵ ι ừ֙ї ῄỐ￼⁪Ẫѧ≡ῶ▌ז ֯ᴺ  

 ῂ⸗℮ ∂ιᶈ ѭῄỐ⁪Ẫ▌זẑ֯ᴺ￼ ᶵі  

 设置系统日志格式为标准日志格式 

 ᴵ ι ừ֙ї ῄỐ￼⁪Ẫѧѭ ⁪Ẫ  

 ῂ⸗℮ ∂ιᶈ Ӕּז‰֝ῄỐ⁪Ẫ￼ ᶵі  

 设置系统日志格式为私有日志格式 

 ᴵ ι ừ֙ї ῄỐ￼⁪Ẫѧѭ ⁪Ẫ  

 ῂ⸗℮ ∂ιᶈ Ӕּז ῶῄỐ⁪Ẫ￼ ᶵі  

 设置系统日志格式为 RFC5424 日志格式 

 ᴵ ι ừ֙ї ԋ RFC5424 ῄỐ⁪Ẫ  

 ῂ⸗℮ ∂ιᶈ Ӕּז RFC5424 ῄỐ⁪Ẫ￼ ᶵі  

检验方法 

 ᴧ ғּו ‍ῄỐӡỤιּ҈ז‬ ᵅ￼ ῄỐ￼Ῐ ⁪Ẫ  

相关命令 

 设置系统日志的时间戳格式 
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ᵘҧ⁪Ẫ  service timestamps [ message-type [ uptime | datetime [ msec ] [ year ] ] ] 

ᴠᾭ ῎  message-typeχῄỐ ᶚιῶѣ log ᵙ debug 

uptimeχ ᶵᵏטῊ ι⁪Ẫχ*ᶾ*ṇῊ*֫* ιӕχ07:00:10:41 

datetimeχẸׁ ᶵῄῼι⁪Ẫχῴ ῄῼ Ὴχ֫χ ιӕχJul 27 16:53:07 

msecχẸׁ ᶵῄῼᾟὙ← Ῐ  

yearχẸׁ ᶵῄῼᾟὙẉҰῘ  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ῄỐ￼Ὴ Ἁ⁪Ẫῶѣ χ ᶵᵏטῊ (uptime)⁪Ẫἆ ᶵῄῼ(datetime)⁪ẪιּזἋᴵҨ⁞Ὧ

Ὅјᵃ ᶚ￼Ὴ Ἁ⁪Ẫ  

 设置系统日志格式中添加系统名称 

ᵘҧ⁪Ẫ  service sysname 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ᴵҨᶈῄỐӡỤѧ ᵄ ιזі ᵄ Ҩᵅι ῄỐᴧ ֹῸחᵸᵅιᶈῸחᵸіιᴵҨ▐₣ᶊ ῄ

ỐӡỤ‎ ᵤѦ ᶵ  

 设置系统日志格式中添加系列号 

ᵘҧ⁪Ẫ  service sequence-numbers 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ᴵҨᶈῄỐӡỤѧזіẑ֯ᴺιẑ֯ᴺҡ 1 ẦḊ іẑᴺҨᵅιṏᴵҨז Ẃ▐₣ᶊ ῄỐӡỤῶ≡ῶѢ

᷂ιҨᴣῄỐғּו￼Ӿᵅ ẑ  

 设置系统日志格式为标准日志格式 

ᵘҧ⁪Ẫ  service standard-syslog 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ừ֙їι ᶵі ￼ῄỐӡỤῘ ⁪Ẫḅїε ⁪Ẫζχ 


WLPHVWDPS���PRGXOH�OHYHO�PQHPRQLF��FRQWHQW 

Ә₭ῗχ 


Ὴ Ἁ���₩ᶒᵄ� י�ָ ��ῄỐᾰ  �

ἔẦ‰֝ῄỐ⁪ẪῘ ו ι ᶵі ￼ῄỐӡỤῘ ⁪Ẫḅїχ 

WLPHVWDPS��PRGXOH�OHYHO�PQHPRQLF��FRQWHQW�

љ ừ֙ ⅝ι‰֝ῄỐ⁪Ẫ￼Ὴ Ἁѧׁ Ṉ҃ ѦɎ * ɏ ᵅ Ṉ҃ ѦɎ:’ 

 设置系统日志格式为私有日志格式 

ᵘҧ⁪Ẫ  service private-syslog 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ừ֙їι ᶵі ￼ῄỐӡỤῘ ⁪Ẫḅїε ⁪Ẫζχ 
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WLPHVWDPS���PRGXOH�OHYHO�PQHPRQLF��FRQWHQW 

Ә₭ῗχ 


Ὴ Ἁ���₩ᶒᵄ� י�ָ ��ῄỐᾰ  �

ἔẦ‰֝ῄỐ⁪ẪῘ ו ι ᶵі ￼ῄỐӡỤῘ ⁪Ẫḅїχ 

WLPHVWDPS�PRGXOH�OHYHO�PQHPRQLF��FRQWHQW�

љ ừ֙ ⅝ι ῶῄỐ⁪Ẫ￼Ὴ Ἁѧׁ Ṉ҃ Ѧ’*’ ᵅ Ṉ҃ Ѧ’:’ι₩ᶒᵄׁ Ṉ҃ Ѧ’%’ 

 设置系统日志格式为 RFC5424 日志格式 

ᵘҧ⁪Ẫ  service log-format rfc5424 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  
֬Ὥἄ RFC5424 ῄỐ⁪ẪᵅιῇῄỐ⁪Ẫѧ￼ᵘҧ service sequence-numbersǃservice sysnameǃservice 

timestampsǃservice private-syslogǃservice standard-syslog ṄҺ᷂ᾦẊ ὲ  

ᶈᾺῇῄỐ⁪Ẫ֬Ὥѳᵅιshow logging ᵙ
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 设置日志写入的内存缓冲区的参数 

 ᴵ ι ừ֙ї ҺṄῄỐӡỤ֒Ԅֹԓḕ ιћת֗ ָѭ debuggingε7 ζ  

 ῂ⸗℮ ∂ιᶈ ῄỐ֒Ԅԓḕ ת֗ ָ￼ ᶵі  

检验方法 

 show logging config ᵘҧᴵҨ‬ ￼ӹ ֒Ԅԓḕ ῄỐ￼ת֗ ָᴠᾭ  

 show logging ᵘҧᴵҨ‬ ֒Ԅԓḕ ῄỐӡỤ￼ת֗  

相关命令 

 设置日志写入的内存缓冲区的参数 

ᵘҧ⁪Ẫ  logging buffered [ buffer-size ] [ level ] 

ᴠᾭ ῎  buffer-sizeχԓḕ ֗￼ᶽṇ 

levelχӹ ֒Ԅֹԓḕ ӡỤ￼ת֗ ָ 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ֒Ԅԓḕ ῄỐӡỤ￼ת֗ ָѭ debuggingε7 ζ  

ᴵҨ ⸗ ᵘҧ show logging ‎‬ ӹ ֒Ԅԓḕ ῄỐӡỤ￼ת֗ ָᵙ ֗￼ᶽṇ ᴠᾭӡỤ  

配置举例 

 配置系统日志写入到内存缓冲区的参数 

ᶫע  Ӭ ᶫѧιῶҨїῄỐӡỤ֒Ԅֹԓḕע ת֗ ∂χ 

1 ῄỐԓḕ ᶽṇѭ￼ת֗ 128Kε131072 Ḕ ζψ 

2 ӹ ֒Ԅֹԓḕ ῄỐӡỤ￼ת֗ ָѭ
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ᶫע  Ӭ ᶫѧιῶҨїῄỐӡỤ֒Ԅֹԓḕע ת֗ ∂χ 

1 ῄỐԓḕ ᶽṇѭ￼ת֗ 128Kε131072 Ḕ ζψ 

2 ӹ ֒Ԅֹԓḕ ῄỐӡỤ￼ת֗ ָѭ informationalε6 ζ  

  

Ά│   ᶈ ᶵі ῄỐ֒Ԅֹԓḕ  ᴠᾭӡỤת֗

 5XLMLH��FRQILJXUH�WHUPLQDO�

5XLMLH�FRQILJ���ORJJLQJ�EXIIHUHG��������LQIRUPDWLRQDO�

  

₅ Ά│   show logging ᵘҧᴵҨ‬ Ἃזּ ￼ ԋᴠᾭӡỤᴣ ῳ ғּו￼ῄỐӡỤ  

��7LPHVWDPS�GHEXJ�PHVVDJHV��GDWHWLPH�

��7LPHVWDPS�ORJ�PHVVDJHV��GDWHWLPH�

��6HTXHQFH�QXPEHU�ORJ�PHVVDJHV��HQDEOH��

��6\VQDPH�ORJ�PHVVDJHV��HQDEOH��

��&RXQW�ORJ�PHVVDJHV��HQDEOH��

��7UDS�ORJJLQJ��OHYHO�LQIRUPDWLRQDO������PHVVDJH�OLQHV�ORJJHG���IDLO��

/RJ�%XIIHU��7RWDO��������%\WHV���KDYH�ZULWWHQ������

��������
-XQ�����������������������5XLMLH��6<6���&21),*B,��&RQILJXUHG�IURP�FRQVROH�E\�DGPLQ�RQ�

FRQVROH�

��������
-XQ�����������������������5XLMLH��6<6���&21),*B,��&RQILJXUHG�IURP�FRQVROH�E\�DGPLQ�RQ�

FRQVROH�

��� ԎḜῄỐӡỤιḭἋצּ VKRZ�ORJJLQJ ῊҨḫ ѭ֝ �

6.4.5 配置系统日志发送往日志服务器 

配置效果 

 ᴵҨṄ ғּו￼ῄỐӡỤᴧ ỀῄỐῸחᵸιΆӝ ᵸіחᵔᶈῸת ί ᶵ￼ῄỐӡỤ  

注意事项 

 ṄῄỐӡỤᴧ ῄỐῸחᵸιọ ἔẦῄỐӡỤ￼Ὴ ἉẦԋἆẑ֯ᴺẦԋιᵋֱῄỐӡỤṄјҺᴧ ῄỐῸחᵸ  

配置方法 

 设置日志发往指定的日志服务器 

 ọ ι ừ֙ї ғּו￼ῄỐӡỤјҺᴧ ῄỐῸחᵸ  

 ῂ⸗℮ ∂ιẔᶈ⅛ᴶ ᶵі  

 设置日志信息允许发往日志服务器的级别 
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 ᴵ ι ừ֙ї ᴧỀῄỐῸחᵸ￼ῄỐ ָѭ informationalε6 ζ  

 ῂ⸗℮ ∂ιᶈ ῄỐӡỤӹ ᴧỀῄỐῸחᵸ ָ￼ ᶵі  

 设置发往服务器的日志信息的系统设备值 

 ᴵ ιᶈ≡ῶẦᵏ RFC5424 ῄỐ⁪Ẫ￼ừ֙їιῄỐӡỤᴧỀῸחᵸ￼ ᶵӪ ѭ local7ε23ζψᶈẦᵏ

RFC5424 ῄỐ⁪Ẫ￼ừ֙їιῄỐӡỤᴧỀῸחᵸ￼ ᶵӪ ѭ local0ε16ζ  

 ῂ⸗℮ ∂ιᶈ ᴧỀῸחᵸ￼ῄỐӡỤ￼ ᶵӪ￼ ᶵі  

 设置发往服务器的日志信息的源接口 

 ᴵ ι ừ֙їᴧỀῄỐῸחᵸ￼ῄỐἵᾰ◊ᶊᶍѭᴧ ἵᾰὶᴭ￼ IP ᶊᶍ  

 ῂ⸗℮ ∂ιᶈ ᶵᴧỀῸחᵸ￼ῄỐӡỤ￼◊ὶᴭ￼ ᶵі  

 设置发往服务器的日志信息的源地址 

 ᴵ ι ừ֙їᴧỀῄỐῸחᵸ￼ῄỐἵᾰ◊ᶊᶍѭᴧ ἵᾰὶᴭ￼ IP ᶊᶍ  

 ῂ⸗℮ ∂ιᶈ ᴧỀῸחᵸ￼ῄỐӡỤ￼◊ᶊᶍ￼ ᶵі  

检验方法 

 show logging config ᵘҧᴵҨ‬ ￼ῄỐῸחᵸᴠᾭӡỤ  

相关命令 

 设置日志发往指定的日志服务器 

ᵘҧ⁪Ẫ  logging server { ip-address } [ udp-prot port ]  

ἆ logging { ip-address } [ udp-prot port ]  

ᴠᾭ ῎  ip-addressχὶᾠῄỐӡỤ￼Ѯ  IP ᶊᶍ 

udp-port portχὝḧῄỐѮ ￼ ᴭᴺε ᴭᴺѭ 514ζ 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ᵘҧּ҈זὝḧὶᾠῄỐӡỤ￼ῄỐῸחᵸᶊᶍιI ҨᵃῊὝḧᶺѦῄỐῸחᵸιῄỐӡỤṄ ᵃῊ֫

￼Ἅῶ￼ῄỐῸחᵸ  

 ₁Ѱ ᵟ 5Ṥ Ḏ ¢ 

 设置日志信息允许发往日志服务器的级别 

ᵘҧ⁪Ẫ  logging trap [ level ] 

ᴠᾭ ῎  levelχῄỐӡỤ￼ ָ 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ᴧ ỀῄỐῸחᵸ￼ῄỐӡỤ ָѭ informationalε6 ζ  

ᴵҨ ⸗ ᵘҧ show logging config ‎‬ ӹ ᴧ ỀῄỐῸחᵸ￼ ָ  
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 设置发往服务器的日志信息的系统设备值 

ᵘҧ⁪Ẫ  logging facility facility-type 

ᴠᾭ ῎  facility-typeχῄỐӡỤ ᶵӪ 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ᶈ≡ῶẦᵏ RFC5424 ῄỐ⁪Ẫ￼ừ֙їιῄỐӡỤᴧỀῸחᵸ￼ ᶵӪ ѭ local7ε23ζψᶈẦᵏ

RFC5424 ῄỐ⁪Ẫ￼ừ֙їιῄỐӡỤᴧỀῸחᵸ￼ ᶵӪ ѭ local0ε16ζ  

 设置发往服务器的日志信息的源接口 

ᵘҧ⁪Ẫ  logging source [ interface ] interface-type interface-number 

ᴠᾭ ῎  interface-typeχὶᴭ ᶚ 

interface-numberχὶᴭ ᴺ 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ừ֙їιᴧ Ὸחᵸ￼ῄỐἵᾰ◊ IP ᶊᶍῗἵᾰᴧ ὶᴭ￼ IP ᶊᶍ  

ѭ҃ӝ҈ ιIת ҨӔּז ᵘҧṄἍῶῄỐἵᾰ￼◊ IP ᶊᶍᶁḧѭ•Ѧὶᴭ￼ IP ᶊᶍι ‾ ᵔṏת

ᵪ ᶊᶍ ָҡᵤᴶ ᶵᴧ ֧‎￼ῄỐἵᾰιӦ ᶵі῾ ◊ὶᴭἆ◊ὶᴭі῾ IP ᶊᶍιֱ

ῄỐἵᾰ◊ IP ᶊᶍҠѭἵᾰᴧ ὶᴭ￼ IP ᶊᶍ  

 设置发往服务器的日志信息的源地址 

ᵘҧ⁪Ẫ  logging source { ip ip-address } 

ᴠᾭ ῎  ip ip-addressχὝḧᵇ IPV4 ῄỐѮ ᴧ ῄỐἵᾰ￼◊ IPV4 ᶊᶍ 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ừ֙їιᴧ Syslog Server ￼ῄỐἵᾰ◊ IP ᶊᶍῗἵᾰᴧ ὶᴭ￼ IP ᶊᶍ  

ѭ҃ӝ҈ ιIת ҨӔּז ᵘҧṄἍῶῄỐἵᾰ￼◊ IP ᶊᶍᶁḧѭ•Ѧ IP ᶊᶍι ‾ ᵔṏת ᵪ

ᶊᶍ ָҡᵤᴶ ᶵᴧ ֧‎￼ῄỐἵᾰιӦ ᶵі῾ IP ᶊᶍιֱ ῄỐἵᾰ◊ IP ᶊᶍҠѭἵᾰᴧ

ὶᴭ￼ IP ᶊᶍ  

配置举例 

 配置系统日志发送往日志服务器 

ᶫע  Ӭ ᶫѧιῶҨїῄỐӡỤᴧע ỀῄỐῸחᵸ ∂χ 

1 ῄỐῸחᵸ IPv4 ᶊᶍχ10.1.1.100ψ 

2 ӹ ᴧ ֹῄỐῸחᵸ￼ῄỐӡỤ ָѭ debuggingε7 ζψ 

3 ᴧỀῄỐῸחᵸ￼ῄỐӡỤ￼◊ὶᴭѭ Loopback 0  

  

Ά│   ᶈ ᶵі ῄỐᴧ ỀῄỐῸחᵸ 

 5XLMLH��FRQILJXUH�WHUPLQDO�

5XLMLH�FRQILJ���ORJJLQJ�VHUYHU������������

5XLMLH�FRQILJ���ORJJLQJ�WUDS�GHEXJJLQJ�

5XLMLH�FRQILJ���ORJJLQJ�VRXUFH�LQWHUIDFH�/RRSEDFN���
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 ᴵ ι ừ֙ї ῄỐ֒Ԅֹᾰҭ￼Ὴ ѭ⅛ṇῊ֒ ₭  

 ῂ⸗℮ ∂ιᶈ ῄỐӡỤ֒Ԅᾰҭ￼Ὴ ￼ ᶵі  

 设置日志信息写入文件的保存时间 

 ᴵ ι ừ֙ї ḾῄỐᾰҭ￼ӠḕῊ ῗ≡ῶ ֺ￼  

 ῂ⸗℮ ∂ιᶈ ᶵῄỐӡỤ֒Ԅᾰҭ￼ӠḕῊ ￼ ᶵі  

 设置将缓冲区当中的日志信息立即写入到日志文件中 

 ᴵ ι ừ֙ї ᶵғּו￼ῄỐӡỤҺӾ ḕᶈ ῄỐ ѧιEת֗ ῶẸ ἆḧῊᵸֹῼᵅιἑҺṄ◑ת֗ ֗

ѧ￼ῄỐӡỤ֒ԄֹῄỐᾰҭѧת  

 ῂ⸗℮ ∂ιẔᶈּזἋᾠ ῄỐᾰҭ￼Ὴӧ ιћ ᵘҧ ₭Ӑּז ₭ι ᵅ ᴏṄḕᶈ ѧ￼ῄỐת֗

ӡỤ֒ԄֹῄỐᾰҭѧ  

检验方法 

 show logging config ᵘҧᴵҨ‬ ￼ῄỐῸחᵸᴠᾭӡỤ 

相关命令 

 设置日志信息写入的日志文件参数 

ᵘҧ⁪Ẫ  logging file { flash:filename | } [ max-file-size ] [ level ] 

ᴠᾭ ῎  flashχῄỐᾰҭ ὍӠḕᶈἛṝ FLASH Ẹѧ  

filenameχῄỐᾰҭᵄιј ᾊṾᾰҭ ᶚᵅ ιᶁḧѭ txt ᶚ  

max-file-sizeχῄỐᾰҭ￼ῳᶽӪ ҡ 128K ֹ 6M bytesι ᶽṇѭ 128K  

levelχӹ ֒ԄֹῄỐᾰҭ￼ӡỤ ָ  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ᵘҧṄᶈὝḧ￼ᾰҭḕӴ ᶵі⁞ὯὝḧ￼ᾰҭᵄֳấᾰҭּ҈זӴḕῄỐιᾰҭᶽṇҺ ῄỐᶭז ᶭזι

ӇԎі Ҩ ￼ max-file-size ѭ֝ι ≡ῶὝḧ max-file-sizeιֱῄỐᾰҭ￼ᶽṇ ѭ 128K  

ᵘҧᵅι ṄῄỐӡỤӠḕֹᾰҭѧιῄỐᾰҭᵄј Ṿᾰҭ ᶚ￼ᵅ ᵄ ῄỐᾰҭᵅ ѭᶁḧѭ

txt ᶚι ᾰҭᵅ ᵄṄ ὁ  

҃ῄỐ֒ᾰҭו ᵅιῄỐӡỤṄ 1 ṇῊι֒ԄֹᾰҭẸѧι ῄỐᾰҭ￼ᵄ εӬ ℅₭Ṱ
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ӢᾡῄỐᾰҭ￼Ѧᾭι јҺֵ Ṱ ғּו￼ῄỐᾰҭιᵼ℅ιḅ‛ѭ҃ Ἓṝ FLASH ￼ ιּזἋ

ἐֵט Ṱ ғּו￼ῄỐᾰҭεֵ ѳׁᴵҨӾ tftp ṄῄỐᾰҭҽ ֹᶹּףῸחᵸζ ӕḅχ

ẦᵏῄỐ֒ᾰҭו ᵅι Һ֒ 16 ѦῄỐᾰҭιẊћӬ ᶵṰ ғּ҃ו 16 ѦῄỐᾰҭι℅ῊỳӢᾡῄ

Ốᾰҭ￼Ѧᾭѭ 2 Ѧι ғּו￼ᾺῄỐӡỤṄᶈ ẬӪѭ 0 ᵙ 1 ￼ѣѦῄỐᾰҭѧ јᾸ￼Ỉע

֒ιӇῗѳׁṰ ғּו￼ ẬӪѭ 2 ֹ 16 ￼ῄỐᾰҭ ῗҺӠּפι јҺֵ ιּזἋᴵҨ⁞Ὧ ἐֵט

ῄỐᾰҭ  

 设置日志信息写入文件的时间间隔 

ᵘҧ⁪Ẫ  logging flash interval seconds 

ᴠᾭ ῎  secondsχῄỐӡỤ֒Ԅֹ FLASH ᾰҭ￼Ὴ ι ᶀχ1~51840ιᴅӈχ  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ℅ᵘҧ ῄỐӡỤӠḕֹᾰҭѧ￼Ὴ ιћҡᵘҧ ᵅẦḊ Ὴ  

 设置日志信息写入文件的保存时间 

ᵘҧ⁪Ẫ  logging life-time level level days 

ᴠᾭ ῎  levelχῄỐӡỤ￼ ָ  

daysχῄỐӡỤӠḕῊ ᴅӈχᶾ ӠḕῊ јṇ҈ 7 ᶾ  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ ἋẦᵏ҃ᶢ҈Ὴזּ  ￼ῄỐӠḕו ι Ḿᵃ ָ ᵃ ᶾԓғּו￼ῄỐӡỤι֒Ԅֹᵃ ѦῄỐᾰҭ

ѧιῄỐᾰҭ￼ᵄ ẻḅɒyyyy-mm-dd_filename_level.txtɓιԎѧχyyyy-mm-dd ѭῄỐӡỤғּו￼Ẹᶾ Ḿ

Ὴ ψfilename ѭ logging file flash ᵘҧ ￼ῄỐᾰҭᵄ ιlevel ѭḾẔ￼ῄỐӡỤ ָ  
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ᶫע  Ӭ ᶫѧιῶҨїῄỐӡỤ֒ԄֹῄỐᾰҭע ∂χ 

1 ῄỐᾰҭᵄ ѭ
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o¬�x�X���”o­ logging filter direction { all | buffer | file | server | terminal } 

o¬�@�ƒ
ª�¢o­ all�y�W
n���¡�ª�ñ�Ä�•�g	��™�º�’�Îož 
buffer�y�W
n���¡�ª�™�º	Ù�Ï��	��™�º�’�Î�g�/show logging�ª	P�ß�Û	��™�º�’�Î�h�z 

fileχҦ ᴱ ◒ỀῄỐᾰҭ￼ῄỐӡỤψ
server�y�W
n�Q���¡�ª�™�º�Æ���˜	��™�º�’�Î�z 

terminal�y�W
n���¡�ª�O�ò�V�yVTY	Ä	€�g���,Telnet/SSH	ˆ�h	��™ �º�’�Îož 
ᵘҧ₩Ẫ ԅṕ ₩Ẫ

ӔּזὝṀ ѭ ιᴏ ◒ἍῶΆᵇ￼ῄỐӡỤ
default logging filter direction�x�X�Ê�Ö�™�º�’�Î	����¡�•�g��allož �Ì 
f	´�z�¹�‘54�é
Ú�‚�q�“ 

o¬�x�X���”o­ logging filter type { contains-only | filter-only } 

o¬�@�ƒ
ª�¢o­ contains-only
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ὲ￼ῄỐӡỤ  

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ῄỐ ◒ΆẪ֫ѭɒᴱץᵍɓᵙɒᴱ ◒ɓѣ ΆẪ ѭ filter-onlyιᴏɒᴱ ◒ɓ  

 设置日志信息的过滤规则 

ᵘҧ⁪Ẫ  logging filter rule { exact-match module 
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ᶫע  Ӭ ᶫѧιῶҨїῄỐӡỤע ו◒ ∂χ 

1 ῄỐӡỤ￼ ◒Άᵇѭ terminal server ѣѦΆᵇψ 

2 ῄỐӡỤ￼ ◒ΆẪѭɒᴱ ◒ɓψ 

3 ᶵῄỐӡỤ￼ ◒ ֱѭɒᴅѦש ɓιẊћ₩ᶒᵄץᵍ SYS ￼ῄỐӡỤ ◒ὲ  

  

Ά│   ᶈ ᶵі ῄỐ￼ ו◒  

 5XLMLH��FRQILJXUH�WHUPLQDO�

5XLMLH�FRQILJ���ORJJLQJ�ILOWHU�GLUHFWLRQ�VHUYHU�

5XLMLH�FRQILJ���ORJJLQJ�ILOWHU�GLUHFWLRQ�WHUPLQDO�

5XLMLH�FRQILJ���ORJJLQJ�ILOWHU�W\SH�ILOWHU�RQO\�

5XLMLH�FRQILJ���ORJJLQJ�ILOWHU�UXOH�VLQJOH�PDWFK�PRGXOH�6<6�

  

₅ Ά│   show running-config | include loggging ᵘҧᴵҨ‬ Ἃזּ ￼ ԋᴠᾭӡỤ  

 Ԅ/ ֧ԅṕ ₩Ẫι ḻ ῗᵋҺ ֧ῄỐӡỤ  

5XLMLH�VKRZ�UXQQLQJ�FRQILJ�_�LQFOXGH�ORJJLQJ�

ORJJLQJ�ILOWHU�GLUHFWLRQ�VHUYHU�

ORJJLQJ�ILOWHU�GLUHFWLRQ�WHUPLQDO�

ORJJLQJ�ILOWHU�UXOH�VLQJOH�PDWFK�PRGXOH�6<6�

6.4.8 配置系统日志监控功能 

配置效果 

 ẹּזἋ︡ẹ/ ֧￼ῄỐӡỤ Ầᵏ ẹּזἋ︡ẹ/ ֧￼ῄỐӡỤᵅιẸᶹּף Telnet/SSH ὶֹ ᶵῊι ᶵṄ

ἔ֧ḾẔ￼ Log ӡỤιΆӝ ᵔת ί ᶵ￼ ὶừ֙  

 ẹּזἋӢ ᶵ ￼ῄỐӡỤ Ầᵏ ẹּזἋᾛӐ￼ῄỐӡỤᵅιẸּזἋӢ ᶵ ￼Ὴӧι ᶵṄἔ֧ḾẔ￼

Log ӡỤιΆӝ ᵔת ί ᶵ￼ Ӣ ừ֙  

注意事项 

 ᶵі ᵃῊ logging userinfo ᵙ logging userinfo command-logιֱ show running-config ‬ Ὴιᴱ

ҺῘ logging userinfo command-log  

配置方法 

 开启记录用户登录/退出日志信/
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 开启记录用户操作的日志信息 

 ᴵ ι ừ֙їּזἋ ԄљῄỐӡỤ ֧ᵃℓו ῗԋ ￼  

 ῂ⸗℮ ∂ιẔᶈ ᶵᴿѦ і  

检验方法 

 show running ᵘҧᴵҨ‬ Ἃזּ￼ Ԅᵃℓ ו֧ ᴠᾭӡỤ 

相关命令 

 开启记录用户登录/退出日志信息 

ᵘҧ⁪Ẫ  logging userinfo 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  ừ֙їιּזἋ︡ẹ/ ֧ ᶵ￼Ὴӧι ᶵῗјҺ ẹ ԋ￼ Log ӡỤ  

 开启记录用户操作的日志信息 

ᵘҧ⁪Ẫ  logging userinfo command-log 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ԅṕ ₩Ẫ 

ӔּזὝṀ  Ἒ ᵘҧῊι ẹּזἋᾛӐ￼ Log ӡỤ ừ֙їιּזἋӢ ᶵ ￼Ὴӧι ᶵῗјҺ ẹ

ԋ￼ᾛӐ Log ӡỤ  

配置举例 

 配置系统日志监控功能 

ᶫע  Ӭ ᶈ ᶫẸѧιῶҨїῄỐӡỤע ίו ∂χ 

1 Ầᵏ ẹּזἋ︡ẹ/ ֧ῄỐӡỤψ 

2 Ầᵏ ẹּזἋᾛӐ￼ῄỐӡỤ  

  

Ά│   ᶈ ᶵі ῄỐ ίו  

 5XLMLH��FRQILJXUH�WHUPLQDO�

5XLMLH�FRQILJ���ORJJLQJ�XVHULQIR�

5XLMLH�FRQILJ���ORJJLQJ�XVHULQIR�FRPPDQG�ORJ�

  

₅ Ά│   show running-config | include logging ᵘҧᴵҨ‬ Ἃזּ ￼ ԋᴠᾭӡỤ  

 ᶈ ᶵԅṕ ₩Ẫ ‍ᵘҧι ᴧ ғּזּוἋᾛӐ￼ῄỐӡỤ  

 5XLMLH�FRQILJXUH�WHUPLQDO�

(QWHU�FRQILJXUDWLRQ�FRPPDQGV��RQH�SHU�OLQH���(QG�ZLWK�&17/�=��
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ᶫע  Ӭ ᶈ ᶫẸѧιῶҨїῄỐӡỤע ίו ∂χ 

1 Ầᵏ ẹּזἋ︡ẹ/ ֧ῄỐӡỤψ 

2 Ầᵏ ẹּזἋᾛӐ￼ῄỐӡỤ  

  

Ά│   ᶈ ᶵі ῄỐ ίו  

 5XLMLH��FRQILJXUH�WHUPLQDO�

5XLMLH�FRQILJ���ORJJLQJ�XVHULQIR�

5XLMLH�FRQILJ���ORJJLQJ�XVHULQIR�FRPPDQG�ORJ�

  

₅ Ά│   show running-config | include logging ᵘҧᴵҨ‬ Ἃזּ ￼ ԋᴠᾭӡỤ  

 ᶈ ᶵԅṕ ₩Ẫ ‍ᵘҧι ᴧ ғּזּוἋᾛӐ￼ῄỐӡỤ  

5XLMLH�FRQILJ��LQWHUIDFH�JLJDELW(WKHUQHW������


-XQ���������������&/,���(;(&B&0'��&RQILJXUHG�IURP�FRQVROH�E\�DGPLQ�FRPPDQG��LQWHUIDFH�

*LJDELW(WKHUQHW�����

5XLMLH�VKRZ�UXQQLQJ�FRQILJ�_�LQFOXGH�ORJJLQJ��

ORJJLQJ�XVHULQIR�FRPPDQG�ORJ�

6.4.9 配置用户输入与日志信息同步输出功能 

配置效果 

 ừ֙їιּזἋ ԄљῄỐӡỤ ֧јᵃℓ Ԅᵃℓו ᵅιᴏӔᶈּזἋ Ԅ￼ ѧἔᴍῄỐιᶈἔᴍ ​ᵅ

ҠⱡҺṄּזἋѳׁ￼ ԄῘ ֧‎ιҡ Ӡ Ԅ￼Ḣᾯớᵙ ớ  

注意事项 

 ᵘҧ ᶈ ₩Ẫї ιẊћᶈ⅛Ѧ Ầᵏ℅ו ￼ і ᶎ  

配置方法 

 设置用户输入与日志信息输出同步功能 

 ᴵ ι ừ֙їּזἋ ԄљῄỐӡỤ ֧ᵃℓו ῗԋ ￼  

 ῂ⸗℮ ∂ιẔᶈ ᶵᴿѦ Ầᵏ℅ו ￼ і  

检验方法 

 show running ᵘҧᴵҨ‬ Ἃזּ￼ Ԅᵃℓ ו֧ ᴠᾭӡỤ 

相关命令 
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 设置用户输入与日志信息输出同步功能 

ᵘҧ⁪Ẫ  logging synchronous 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ₩Ẫ 

ӔּזὝṀ  ℅ᵘҧἔẦּזἋ ԄљῄỐӡỤ ֧ᵃℓו ιᴵҨ Ἃ⃰ᶈזּ₿ Ԅ￼Ḕ Ὴ ἔᾸ  

配置举例 

 配置用户输入与日志信息输出同步功能 

ᶫע  Ӭ ᶈ ἋזᶫẸѧιῶҨїּע Ԅᵃℓ ו֧ ∂χ 

1 Ἃזּ ԄљῄỐӡỤᵃℓ ו֧  

  

Ά│   ᶈ ᶵі  Ἃזּ

 5XLMLH��FRQILJXUH�WHUPLQDO�

5XLMLH�FRQILJ���OLQH�FRQVROH���

5XLMLH�FRQILJ�OLQH���ORJJLQJ�V\QFKURQRXV��

  

₅ Ά│   show running-config | begin line ᵘҧᴵҨ‬ Ἃזּ ￼ ԋᴠᾭӡỤ  

 5XLMLH�VKRZ�UXQQLQJ�FRQILJ�_�EHJLQ�OLQH�

OLQH�FRQ���

�ORJJLQJ�V\QFKURQRXV�

�ORJLQ�ORFDO�

ḅїἍ ιẸּזἋᾮԄɒvlanɓᵅὶᴭ 0/1 ᴧּוꜛỗᾡᴪιἔᴍῄỐιἔᴍ ​ᵅῄỐ₩ᶒҺ ἋṰזἫּט

Ԅ￼ɒvlanɓἔᴍ֧‎ιӔệּזἋᴵҨ Ԅχ 

5XLMLH�FRQILJ��YODQ��


$XJ���������������/,1.���&+$1*('��,QWHUIDFH�*LJDELW(WKHUQHW������FKDQJHG�VWDWH�WR�XS�


$XJ���������������/,1(35272���83'2:1��/LQH�SURWRFRO�RQ�,QWHUIDFH�*LJDELW(WKHUQHW������FKDQJHG�VWDWH�

WR�XS�

5XLMLH�FRQILJ��YODQ�

6.5 监视与维护 

清除各类信息 

 ϐ ỌҠ clear ő♠ ᴩ ᵷׅ ᵎ¢ 

Ӑּז ᵘҧ 

▐ ԓḕ  ѧ￼ῄỐӡỤ clear loggingת֗
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7 PoE 

7.1 概述 

Power over Ethernetι PoEιῗ ѦᴵҨᶈҨᶿ ѧ ᴥ ‎ҽ љᾭὯֹדכּ і￼Ἡ  Ἡ ץ

ὐ כּ WIFI AP ᾋẽ  ᵸ כּ ὶҡᴥ іệֹּדכ  

PoE ҐὭ ӗּכ￼ῳ ὟⱢ‰֝ѭ 100m ᾟὙ PoE ￼ҐὭ ᴵḾ⅛Ѧ ᴭҨᴣᾯѦ ᶵ￼ӗּכừ֙ ι ‬

ᵘҧ Ῐ  

协议规范 

ׁ PoE ῶ‰֝ IEEE 802.3af IEEE 802.3atι ѣѦ‰֝￼Ѯ ⸗ớᴣָתḅї Ἅ χ 

ᴠᾭ 802.3af 802.3at 

PD ᴵּוזꞌ 12.95W 25.50W 

PSE ώӗ￼ῳᶽוꞌ 15.4W 30W 

PSE ᴙכּ ᶀ 44.0-57.0V 50.0-57.0V 

PD ᴙכּ ᶀ 37.0-57.0V 42.5-57.0V 

ῳᶽ ἰ 20 Ω 12.5 Ω 

◊כּ ΆẪ ᶈת ִḊק￼Ὴӧּ֮֫כ◊ ָ ᶈ ִḊק￼Ὴӧ֮֫ѭ 4 Ѧ ָἆ Ҩ 0.1W ѭᴅ

ӈӮטỗ ᾯ 

ᾟὙ￼  3 ἆ 5 ᴥ  5 ᴥ  

	 • � E �
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ᶃ 7-1 

 

功能部署 

 ᶈ ừ֙їιPoE
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ו ⸗ớ Ӑּז 

P( )Tj
/C2_0 1 Tf
0 T2.133 0 6 T[<09A909CF
<088104>-7<099208F2>]TJTj
E9 56.7 1.35.2 .2624 54.6 re
f
BT
0.199 g
/TT0 1 Tf
9 0 0 121696.7 692.0E Tm ( )Tj
/C2_0 1 T5 0.00 6 T[<099208F209A909CF
<088104098C810B036B>227<05F20<088104082506940988036B>227<0563079E0779E508D42B>]TJTg
/TT0 1 T
-0.08
0 T256093 0 6 Tm
(P( )Tj
/C2_0 1 Tf
0 T2.14 0 6 T[<09A909CF
<08810409190921074F099208F2036B>227<05F209A909CF
5730A850A4A09BF6F9D>]TJTg
/TT0 1 Tf
-0.08
0 T17 547 0 6 Tmtrap( )Tj
/C2_0 1 Tf
0 T-4390.48 .733 6 T<05470B1F
<05050A074F04F209886F9E00>Tj
/TT0 1 Tf
( )Tj
ET
0.75 g
51.180584 119.04 0.24 re
f
q
1 0 0 1 170.22 705.28 cm
0 0 m
390.48 0 l
390.48 -0.24 l
0 -0.24 l
f
Q
560.70584 0.24 0.24 re
f
51.162 .824 0.231.2.6 re
f
169.962 .824 0.231.2.6 re
Q
560.62 .824 0.231.2.6 re
f
BT
/CS0 cs 0 0 1  scn
/TT0 1 Tf
-0.0016 Tc 9 0 0 9 56.76270.2E Tm
(P( )Tj
/C2_0 1 Tf
0 T2.133 0 6 T[<0980054D
<088104>-7<099208F2>]TJTj
E9 56.759.88.2 .2624 54.6 re
f
BT
0.199 g
/TT0 1 Tf
9 0 0 121696.76270.2E Tm ( )Tj
/C2_0 1 T5 0.00 6 T<099208F2> )Tj
/TT0 1 Tf
-0.0016 T27047 0 6 Tm
(P( )Tj
/C2_0 1 Tf
0 T2.133 0 6 T[<0980054D>-7<0<088104098C810B036B05F20980054D
<05050A036B0<088104046104AF09B409886F9E0]TJTg
/TT0 1 Tf
( )Tj
ET
0.75 g
51.162 .8.56 119.04 0.24 re
f
q
1 0 0 1 170.262 .828 cm
0 0 m
390.48 0 l
390.48 -0.24 l
0 -0.24 l
f
Q
560.62 .8.54 0.24 0.24 re
f
51.1657696.4 0.24 15.6 re
f
169.9657696.4 0.24 15.6 re
Q
560.657696.4 0.24 15.6 re
f
BT
/CS0 cs 0 0 1  scn
/TT0 1 Tf
-0.0016 Tc 9 0 0 9 56.74639.38 Tm
(P( )Tj
/C2_0 1 Tf
0 T2.133 0 6 T[<09A909CF
AFC0509>-7<0<05050A>]TJTj
E9 56.78 49.02 .2624 54.6 re
f
BT
0.199 g
/TT0 1 Tf
9 0 0 121696.74639.38 Tm ( )Tj
/C2_0 1 T5 0.00 6 T<0AFC050909A909CF
<088104099208F20<05050A036B05F209A909CF
9190<0508E4
5730A850A4A09BF036B0980054D
919> )Tj
/TT0 1 Tf
-0.2.00 T257047 0 6 Tm
D( )Tj
/C2_0 1 Tf
0 T1.633 0 6 T[<00.70B1A0985>-7<0<0B4609E9886F9E0]TJTg
/TT0 1 Tf
( )Tj
ET
0.75 g
51.165761.76 119.04 0.24 re
f
q
1 0 0 1 170.2657696.8 cm
0 0 m
390.48 0 l
390.48 -0.24 l
0 -0.24 l
f
Q
560.65761.74 0.24 0.24 re
f
51.164235.14 0.24 15.6 re
f
169.964235.14 0.24 15.6 re
Q
560.64235.14 0.24 15.6 re
f
BT
/CS0 cs 0 0 1  scn
/TT0 1 Tf
-0.2816 Tc 9 0 0 9 56.734 54.8 T[(LLD)-7(P)]TJTg
/C2_0 1 Tf
0 T2.747 0 6 T<0<E309B40<05050A> )Tj
E9 56.72839.3
560824 54.6 re
f
BT
0.199 g
/TT0 1 Tf
-0.2.00 T6.f
10 1wTc 9 0 0 117 0.4734 54.8 T( 
D( )Tj
/C2_0 1 Tf
0 T0 1wT821.00 6 T[<09 504510B2A0B0B>-7<0<79>]TJTg
/TT0 1 Tf
-0.0.00 T57053 0 6 Tm
SP( )Tj
/C2_0 1 Tf
0 T2.053 0 6 T<
919> )Tj
/TT0 1 Tf
-0.2816 T17047 0 6 T[(LL)-7(D)-7(P)]TJTg
/C2_0 1 Tf
0 T2.753 0 6 T[<0019E5860441043B036B>-7<0<08D4010AB2E5850<0508E4
<E30<0B0]TJTg
/TT0 1 Tf
( )Tj
ET
0.75 g
51.1641.88.6 119.04 0.24 re
f
q
1 0 0 1 170.264235.18 cm
0 0 m
390.48 0 l
390.48 -0.24 l
0 -0.24 l
f
Q
560.641.88.4 0.24 0.24 re
f
51.162579814 0.24 1924 re
f
51.162579814 11824 0.24 re
f
169.962579814 0.24 1924 re
f
q
1 0 0 1 170.262670.28 cm
0 0 m
390.48 0 l
390.48 -0.24 l
0 -0.24 l
f
Q
560.62579814 0.24 1924 re
f
560.62579814 0.24 0.24 re
f
BT
37199 g
/2T0 1 Tf
-0.0116 T12
1 0 02 9 56.51019.08 T(7.3.1
( )Tf
-0.0416 T3.07 0 6 Tm
(P( )Tj
/C1T0 1 T
-0.08
0 T1.94 0 6 T<
978819E048708D4096108C2> )Tj
/2_0 1 Tf
0 Tm ( )Tj
/CS0 cs.3124 5124 740 1  scn
/C1T0 1 T14 5
1 0 04 5
9 56.5f
558.5 Tm
6f
5480053C08C2> )Tj
/2_0 1 Tf
( )Tj
E5570 538.68 12160.0090.46 re
f
BT
0.199 g
/TT0 1 Tf
-0.0016 Tc 9 0 0 9 56.5 1154.8 T(
(P( )Tj
/C2_0 1 Tf
0 T2.133 0 6 T[<09A909CF
<088104>-7<099208F20779E508D379>]TJTg
/TT0 1 Tm ( )Tj
/C2_0 1 T-2.133 -27047 6 T<
90.06EF09 5045104E4
7450<0881040825069400>Tj
/TT0 1 Tf(( )Tj
/C2_0 1 T<0<1E0A9705D50B19E54E
919> )Tj
/TT0 1 Tf
-0.2.00 T16.613 0 6 Tm
D( )Tj
/C2_0 1 Tf
0 T1.667 0 6 T<0<E30<0B4<0508E4
9190790.69400>Tj
/TT0 1 Tf)( )Tj
/C2_0 1 T<036B> )Tj
/TT0 1 Tf
-0.0016 T170.9.38wTm 
(P( )Tj
/C2_0 1 Tf
0 T0 1wT11 0 6 T<0<41
74507D10779E508D9190<088104099208F20825069407C40A180<08D82506940367> )Tj
/TT0 1 T
-0.2216 T170.238wTmAuto mode( )Tj
/C2_0 1 Tf
0 T0 1wT23.053 0 6 T[<0368>500<6F9D0A2D>]TJT-52.333 - .733 6 T<0A08D82506940367> )Tj
/TT0 1 T-
-0.08
0 T
-0.4 1wT[(Energ)-6(y)5(-sav)-8(in)-6(g mode(]TJTg
/C2_0 1 Tf
0 T0 1wT13.167 0 6 T<03680<790BB2E401082506940367> )Tj
/TT0 1 T-
-0.0
0 T
-0.32 1wT[(S)46(t)10(atic mode(]TJTg
/C2_0 1 Tf
0 T0 1wT127013 0 6 T[<0368>493<6F9E0]TJTg
/TT0 1 Tf
( )Tj
/C2_0 1 T-2539.3-2.053 6 T<0A180<08D8250694040A036B00>Tj
/TT0 1 Tf
( )Tj
/C2_0 1 T6 5
1 6 T<07FF
7470812087904DF
9190980054D> )Tj
/TT0 1 Tf
-0.2.00 T839.7 0 6 Tm
D( )Tj
/C2_0 1 Tf
0 T1.773 0 6 T<0<E309B4099D05BA07DB0<E30<0B4<0508E46F9E00>Tj
/TT0 1 Tf
( )Tj
/C2_0 1 T14 5
1 6 T<0A9705D5062B> )Tj
/TT0 1 Tf
-0.2816 T339.7 0 6 T[(0~)-5(4)]TJTg
/C2_0 1 Tf
0 T2.1.00 6 T<099D0919> )Tj
/TT0 1 Tf
-0.2.00 T239.7 0 6 Tm
D( )Tj
/C2_0 1 Tf
0 T1.773 0 6 T[<0A97>7<0<D507A907370451040A04BC09A907DB0<E30<0B4<0508E4
9190379>]TJTg
/TT0 1 T-
-0.0216 T(Class0( )Tj
/C2_0 1 Tf
0 T-3 56.7 - .733 6 T<0<1E> )Tj
/TT0 1 T-
-0.08
0 T17093 0 6 T[(4 14W)-5( )]TJTg
/C2_0 1 Tf
0 T339.7 0 6 T<036B> Class1( )Tj
/C2_0 1 Tf
0 T4.347 0 6 T<0<1E> 
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 配置系统的保留功率 

ừ֙їι Ӡּופꞌѭ 0  

Ӕּז poe reserve-power int ᵘҧ ￼Ӡּופꞌ ᶈ ֬Ὥֹ ₩ẪῊιӠּופꞌ ᾦוּ  

 热启动不间断供电功能 

ừ֙їι ԋ ♬ᵏטј Ᾰӗּוכ  

Ӕּז poe uninterruptible-power ᵘҧ ♬ᵏטј Ᾰӗּוכ ιӠḕ ᵅּוᾦ ♬ᵏטιᵏט ѧιPoE

ѭ PD ώӗ ḧӗּכ  

7.3.2 PoE端口供电管理 

工作原理 

PoE ᴭӗּכ  ᾟὙχת

ἋᴵҨӔזּ ἆ ԋ ᴭ￼ PoE ו  

ἋᴵҨזּ PoE ҐὭ ￼ ᴭӗּכҸӾ ҸӾ ҡ ֹӉӘ₭ѭχCritical High ᵙ Low ᶈ Ẫᵙ₩ט ₩Ẫїι

ҸӾ ￼ ᴭҸӾệֹӗּכ ᶈ PoE ҐὭ ᾯ וꞌј ￼ῊӧιӉҸӾ ￼ ᴭӾὲּכ ᴭ￼ ҸӾ ԅ ѭӉ  

ᵃҸӾ ￼ ᴭҸӾ ὟⱢ ᴭᴺ ẑὴ֯ι ᴭᴺṇ￼ҸӾ ι⅝ḅ ᴭ 1 ￼ҸӾ ṏ⅝ ᴭ 2 ᵙ 3  

ᵃҸӾ ᴭιᾺᾀԄ￼ ᴭιјἳᴉṰ ᶴ҈ӗּכꜛỗ￼ ᴭψјᵃҸӾ ￼ ᴭι ҸӾ ᴭᴵҨἳᴉӉҸӾ ￼

ᴭ  

ἋᴵҨזּ ҐὭ ὟⱢῊ ⅎ Ѧ•ת ᴭ￼іїּכ Ὴ ⅎ ԅṕ ₩Ẫї￼ time-range Ḣἄ  

ἋᴵҨזּ ᴭ￼ῳᶽוꞌι‎ ֺ ᴭ￼ῳᶽ ꞌӪו֧ ᶈ Ẫᵙ₩ט ₩Ẫїι ῳᶽוꞌᴵҨ ֺ ᴭ￼

ῳᶽ ꞌιẸו֧ ᴭ￼וꞌὙ ￼ῳᶽוꞌ 10 ᵅι ᴭ￼ӗּכӯ₿ι ᴭі￼ ᶵїּכιlog ώ ᴭוꞌ ι

ᴭ￼ LED ♂Ῐ ѭ 10 ᵅι ᴭҺԜ₭ іּכιḅ‛ ᴭ￼וꞌӘⱡὙ ῳᶽוꞌ 10 Ҩіι ᴭҺԜ₭

їּכẊјᾸỈע Ѧ  

PoE ׁ῞ Ẕּז ўԓ‰֝ IEEE 802.3af ᵙ 802.3atιᶈḫ Ẕּזѧ PD ᶵẻẻ ι ԁῶј ᵀ‰֝￼ PoE ᶵ

ὰҐὭ ώӗ҃ PoE ԒḳᵘҧιᴵҨԒḳ ֫ ‰֝￼ PoE ᶵ  

相关配置  

 端口供电使能控制 

ừ֙їι ᴭἔẦ PoE ӗּוכ  

Ӕּז no poe enable ᵘҧᴵҨԋ ᴭ￼ PoE ו  

 配置端口供电优先级 

ừ֙їι ᴭӗּכҸӾ ѭ Low  
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Ӕּז poe priority { low | high | critical }ᵘҧ ᴭӗּכҸӾ ᶈוꞌј ừ֙їι ҸӾ ᴵἳᴉӉҸӾ ιᴵ א֧

֫ӉҸӾ ᴭᵼוꞌј їּכ￼ừ֙  

 

 配置端口的最大供电功率 

ừ֙їι ᴭῂῳᶽוꞌ ֺ  

Ӕּז poe max-power int ᵘҧ ᴭ￼ῳᶽӗּוכꞌ ᶈ ỗ₩Ẫїι ᴭῳᶽӗּוכꞌ јּוᾦ ḅ ᴭῳᶽӗּכ

ꞌѭו 15.4Wι ᴭ ὶ PD ᶵ╦ ꞌᶽ҈ו ῳᶽוꞌ￼ 1.1 Ӥι ᴭ֧א א╙  

 配置端口的定时断电功能 

ừ֙їι ᴭῂḧῊᾸּוכ  

Ӕּז poe power-off time-range range-name ᵘҧ ᴭ￼ḧῊᾸּוכ ᶈ time-range Ὴ ᵕῼԓιPoE јѭ ὶ￼ PD

ӗּכ  

 配置非标准 PD 设备兼容功能 

ừ֙їι ᴭјԒḳ ‰֝ PD ᶵ  

Ӕּז poe legacy ᵘҧ Ӕ ‰֝ PD ᶵԒḳו  

7.3.3 PoE供电辅助功能 

工作原理 

PoE ‰֝ MIBιRFC3621 ѧώӗ҃ pethMainPseUsageThreshold ‎ ꞌᵓו￼ ↨  

PoE ҐὭ Ѽώӗ҃ CLI ‎ ѦӪ Ѧ CLIιו ᵙ pethMainPseUsageThreshold MIB ᵃι

ꞌᵓו￼ ↨ ḅ‛ᶈ MIB іᵃῊẦᵏ҃ pethNotificationControlEnable ẦԋιMIB ṏᴵҨᾠֹᵓ ￼ꞌו ᵓ  

ᶈḫ Ẕּזѧ ίֺ ᶈוꞌᴪקᵙ ᴭіїּכῊῗᵋ ᴧ trap ᵓ PoE ‰֝ MIB RFC3621 ѧώӗ҃

pethNotificationControlEnable ‎ ῗᵋ ᴧ і trap ᵓ  

ᶈḫ ẔּזѧẂẂ ẹὝḧ PoE ᴭіὶԄ￼ PD ᵄḔιRFC3621 ѧώӗ҃ pethPsePortType ‎ ᴭ￼ PD ὼ  

PoE ҐὭ Ѽώӗ҃ CLI ‎ ѦӪ  

相关配置  

 配置系统的功率告警水线 

ừ֙їι ꞌᵓו ↨ ѭ 99  

Ӕּז poe warning-power int ᵘҧ ꞌᵓו￼ ↨  

 配置系统的 trap 发送开关 
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ừ֙їι ԋ trap ᴧ Ầԋ  

Ӕּז poe notification-control enable ᵘҧ ￼ trap ᴧ Ầԋ  

 配置端口的 PD 描述符 

ừ֙їι ᴭῂ PD ὼ ӡỤ  

Ӕּז poe pd-description pd-name ᵘҧ ᴭ￼ PD ὼ  

7.3.4 LLDP分级功能 

工作原理 

ὟⱢ IEEE 802.3at ‰֝ιᾟὙ 802.3at ￼ PD ᶵọ ῃᾟὙ ҭ҇₭֫ ε‰֝ѧ ѭχ2-Event Physical Layer classificationζ

ѼᾟὙ LLDP ֫ ε‰֝ѧ ѭχData Link Layer classificationζɋɋPD ᴵҨ ᵙ PSE ￼ LLDP ἵᾰҐҊι‰ ῗ

Class 4 ᶵ￼ Type ᶚ PSE ӗּכ ᶵᴱ ᾟὙԎѧ ὰҐὭ ᾟὙ LLDP ֫ ו  

Class 4 Type2 ￼ PD ᶵᾀԄ PoE ҐὭ Ҩᵅι Ӿ ₅╜ᵙ֫ ιⱡᵅ PD ᶵệֹӗּכ PoE ҐὭ  ָ ᶵ

ѭ Type 1 ᶵιẊώӗῳᶽ 13W ꞌו￼ ᶈ LLDP ֫ ҨᵅιPD ᶵᴵҨ ָѭ Type2 ᶵιḅ‛ PoE ҐὭ וꞌ

ᶼι ѱ PD ᴵҨệֹῳᶽ 25.5W ꞌו￼ ḅ‛ PoE ҐὭ Ṱ ῂ│֫ ῭ᶺ￼וꞌι ѱ PD ᶵҺјᾸ￼ᴧ LLDP

ꞌו ∂ἵᾰι ꞌ֫ו∂  

⅛Ѧ ָ￼ PD ᶼ ∂￼ῳᶽוꞌѭχ 

֫  ᶚ ῳᶽוꞌ(W) ӗּכ ֫ת  ꞌ(W)ו

Class 0 Type 1 13 15.4 

Class 1 Type 1 3.9 4 

Class 2 Type 1 6.5 7 

Class 3 Type 1 13 15.4 

Class 4 Type 1 13 15.4 

Class 4 Type 2 25.5 30 

ᵼѭ PSE ώӗ￼וꞌ Ἑὲ Ὣ ιἍҨӗּכ ֫ת ⅝ꞌו￼ PD ∂￼ῳᶽוꞌּצᶽ  

ו Ầᵏћᴱᶈӗּכ Ẫѭ₩ת ᾦוẪῊּ₩ט  

相关配置  

 配置 LLDP 分级功能 

ừ֙їι ԋ LLDP ֫ ו  

Ӕּז
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7.4 配置详解 

 ấ  & ԋᵘҧ 

 ϰ őẫ ו PoEṵᴈ 

poe mode ӗּכ  Ẫ₩ת

poe reserve-power ￼Ӡּופꞌ 

PoE ӗּכ 

poe uninterruptible-power ♬ᵏטј Ᾰӗּוכ  

 ϰ őẫ ║ ᵊⱨו PoEṵᴈ 

poe enable ᴭӗּכӔ ίֺ 

poe priority ᴭ￼ӗּכҸӾ  

poe max-power ᴭ￼ῳᶽוꞌ 

poe power-off time-range name ᴭ￼ḧῊᾸּוכ  

PoE ᴭӗּכ 

poe legacy ‰֝ PD ᶵԒḳו  

 ♠ őᶚϻ Ἴᵓ PoE ẫו  

poe warning-power ￼וꞌᵓ ↨  

poe notification-control enable ￼ trap ᴧ Ầԋ 

PoE ӗּכ וי  

poe pd-description ᴭ￼ PD ὼ  

 ♠ őẫ PoE ϐ PDῦו LLDPᶳᾳṲ  
Ӕ LLDP ֫ ו  

poe class-lldp enable Ӕּז LLDP ֫ ו  

7.4.1 配置PoE系统供电 

配置效果 

 modeι ι

ᾇῺ
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 ӗּכ Ẫ֬ὭιἍῶ₩ת PoE ᴭїּכι ᴭὟⱢᾺ￼ӗּכ Ẫ₩ת Ὰіּכ 

 ṸῺ PoE ҐὭ ᴵҨ ῭ᶺ￼ ᴭӗּכιᴵ זּ energy-saving ₩Ẫι ᴭ֫ ꞌ⁞Ὧḫו ╦ ꞌו  

 ᾟὙԅṕ Ҩᴣᴅ ᴭ꜠  

 配置系统的保留功率 

 ọ ιҝᶈ energy-saving ₩Ẫїּוᾦ  

 ӠּופꞌᵘҧιᴱῶᶈẸׁ PoE ҐὭ ￼ӗּכ Ẫѭ₩ת ₩Ẫ￼ῊӧἑᴧּוӐּז  

 ᶈ ₩Ẫ Ӡּופꞌιᴵ ҺṀ Ṱіּכ￼ ᴭїּכ  

 ᾟὙԅṕ  

 热启动不间断供电功能 

 ᴵ ι ԋ  

 ᶈḫ Ẕּזѧḅ‛ ᵏҐὭ ι⅝ḅ״ PoE ҐὭ  ת ҭᵅ Ὰᵏט PoE ҐὭ ιᴵῗ ѦῊӧ PoE ҐὭ 

іῶ ᶺ PD ᶵ⃰ᶈ⃰Ẃӗּכѧιḅ‛ ὶ ᵏιҺ ἄ⃰ᶈṪӐ￼ PD ᶵїּכⱡᵅԜіּכιPD ᶵҺῶ ⅎῊ

ѧᾸṪӐ  

 Ầᵏἆԋ ו ᵅọ Ӡḕ ἑ Ӡ ᶈї ₭￼ᶶӈѧּוᾦ ḅ‛ּזἋố ҃Ӡḕ ιἆ ᶈӠḕ ᵅᴡᾡט

҃ PoE ι ṄҺώ ἋӠḕזּ  

 ᾟὙԅṕ  

检验方法 

‬ PoE ￼ӗּכꜛỗι₅‬ ῗᵋ⃰ ι ῗᵋḾӗּוּכᾦ  

相关命令 

 配置供电管理模式 

ᵘҧ⁪Ẫ  poe mode { auto | energy-saving } 

ᴠᾭ ῎  { auto | energy-saving }: Ẫ₩ט ₩Ẫ 

ᵘҧ₩Ẫ  ԅṕ₩Ẫї 

ӔּזὝṀ  - 

 配置系统的保留功率 

ᵘҧ⁪Ẫ  poe reserve-power int 

ᴠᾭ ῎  IntχӠּופꞌ￼︣֫⅝ <0~50> 

ᵘҧ₩Ẫ  ԅṕ₩Ẫї 

ӔּזὝṀ  - 

 热启动不间断供电功能 
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������������36(�SRZHUHG�SRUW�������������������������

 

常见错误 

- 

7.4.2 配置PoE端口供电 

配置效果 

 time-rangeιᶈ time-range Ὴ ԓι ᴭїּכ  

 ᴭ priorityιᶈוꞌј ừ֙їι ҸӾ ᴭᴵἳᴉӉҸӾ ᴭוꞌιᵃҸӾ јἳᴉ  

 legacyιԒḳᾟὙ ‰֝ PD ᶵ  

 ᴭ max-powerι ᴭ╦ ꞌᶽ҈ו max-power ￼ 1.1 Ӥι ᴭїּכι Ԅ 10 ￼Ự Ὴ ιᵅ Ὰᵏטіּכ

╙  

 ᴭ alloc-powerιᶈ static ₩Ẫїι⁞Ὧ alloc-power ֫ ᴭוꞌ  

注意事项 

- 

配置方法 

 端口供电使能控制 

 ọ ι ἔẦ  

 ᶈἔẦἆԋ Ѧ ᴭ￼ PoE ו Ὴι ᴭӗּכӔ ίֺ  

 ừ֙їιὶԄ∆ ҐὭ  ᴭ￼ PoE ו ѭẦᵏꜛỗι⁄ỌҐὭ ￼ PoE ו ѭԋ ꜛỗ  

 ḅ‛Ӕּז interface range ᵘҧἥ ᴭ￼ PoE ו ιּ҈י range ᵘҧῗ Ѧὶ Ѧ ᴭ ￼ι Ѧ ᴭ PoE ו

￼Ầᵏἆԋ ιҺẽᵠֹ ᶵԅṕ￼ӗּכ ת ἍҨᴵ ᶈ ￼ ѧҺ֧א ᴭіּכᴡїּא￼כ ι Ṟ҈⃰Ẃא

 

 ᾟὙᴅ ᴭ꜠  

 配置端口的定时断电功能 

 ᴵ  

 ᶈ ᴭӔ ӗּכ￼ ừ֙їι time-range, ὟⱢ range-name ḧ￼Ὴ ⅎ Ѧ•ת ᴭ￼іїּכ  
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 PoE ᴭ￼ḧῊӗּוכ Ὴ ẙѭ 1 ֫ 30  

 PoE ᴭ￼ḧῊᾸּוכ ιɒrange-nameɓιᴏῊ ᶀ￼ᵄḔῳ ѭ 32 ѦḔ  

 ᾟὙᴅ ᴭ꜠  

 配置端口的供电优先级 

 ọ ι ᴭ low ҸӾ  

 ᶈוꞌј ￼ᶋ῟ѧι ѭ ֫ ᴭҸӾ ḧӗּכιᴵ ᴭҸӾ ḫא  

 ᵘҧᶈӗּכ Ẫѭ₩ת ỗ₩Ẫ￼Ὴӧῗ≡ῶỴѲ￼ιᵼѭᶈ ỗ₩Ẫї ᴭ￼וꞌὟⱢּזἋ Ặֺ֫ ιҐὭ ј

Ӯ ט ὍιἍҨ ᵘҧᶈ ỗ₩Ẫїјּוᾦ ḅ‛ᶈ֬Ὥֹ ỗ₩Ẫׁ ᴭṰ ҃ ᴭ￼ҸӾ ι ѱ ᵘҧҺ

Ῐ ֧‎ιᴵῗјּוᾦ  

 ᾟὙԅṕ Ҩᴣᴅ ᴭ꜠  

 非标准 PD ਀ PoE3 0 • 
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ᵘҧ⁪Ẫ  poe enable 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ὶᴭ₩Ẫї 

ӔּזὝṀ  - 

 配置端口的定时断电功能 

ᵘҧ⁪Ẫ  poe power-off time-range name 

ᴠᾭ ῎  name: time-range ὼ  

ᵘҧ₩Ẫ  ὶᴭ₩Ẫї 

ӔּזὝṀ  - 

 配置端口供电优先级 

ᵘҧ⁪Ẫ  poe priority { low | high | critical } 

ᴠᾭ ῎  { low | high | critical }χҸӾ ιῶ Low High Critical ᴵҨ Ὅ 

ᵘҧ₩Ẫ  ὶᴭ₩Ẫї 

ӔּזὝṀ  - 

 配置非标准 PD 设备兼容功能 

ᵘҧ⁪Ẫ  poe legacy 

ᴠᾭ ῎  - 

ᵘҧ₩Ẫ  ὶᴭ₩Ẫї 

ӔּזὝṀ  - 

 配置端口的最大功率 

ᵘҧ⁪Ẫ  poe max-power int 

ᴠᾭ ῎  Intχῳᶽוꞌιᴅӈѭ Wι ᶀѭ<0-30>ιᶈᴱᾟὙ 802.3af ￼ і ᶀѭ<0-15.4> 

ᵘҧ₩Ẫ  ὶᴭ₩Ẫї 

ӔּזὝṀ  - 

配置举例 

 配置端口供电管理策略 

ᶫע  

 

 ᴭ g0/1 ∂ ḧӗּכιṓ јᴩ ᶫẽᵠע  

 ᴭᶈ⅛ῄ 8 1	l  

�	€�M  ᴭ  
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5XLMLH�FRQILJ�WLPH�UDQJH���H[LW�

5XLMLH�FRQILJ���LQWHUIDFH�JLJDELW(WKHUQHW������

5XLMLH�FRQILJ�LI���SRH�SRZHU�RII�WLPH�UDQJH�SRH�WLPH�

5XLMLH�FRQILJ�LI���SRH�SULRULW\�FULWLFDO�

5XLMLH�FRQILJ�LI���SRH�PD[�SRZHU������

₅ Ά│  show poe interface gigabitEthernet 0/1 ᴵҨ‬ ֹ ӡỤҨᴣӗּכӡỤ  

 5XLMLH�VKRZ�SRH�LQWHUIDFH�JLJDELW(WKHUQHW�����

,QWHUIDFH�����������������JL����������

3RZHU�HQDEOHG�������������HQDEOH�������

3RZHU�VWDWXV��������������RQ�������

0D[�SRZHU���������������������:���

$OORFDWH�SRZHU������������1�$���

&XUUHQW�SRZHU������������������:���

$YHUDJH�SRZHU������������������:���

3HDN�SRZHU���������������������:���

//'3�UHTXHVWHG�SRZHU��������:�

//'3�DOORFDWHG�SRZHU��������:�

9ROWDJH������������������������9���

&XUUHQW�����������������������P$��

3'�FODVV��������������������

7URXEOH�FDXVH�������������1RQH�

3ULRULW\������������������FULWLFDO�������

/HJDF\��������������������RII�������

3RZHU�RII�WLPH�UDQJH������SRH�WLPH�������

3RZHU�PDQDJHPHQW����������DXWR�������

常见错误 

- 

7.4.3 配置PoE供电辅助功能 

配置效果 

 warning-powerιẸ Ӕּוזꞌ ֧ᵓ ↨ Ὴιᵓ ώ  

 notification-controlιίֺ ᶈוꞌᴪקᵙ ᴭіїּכῊῗᵋ ᴧ trap ᵓ  

 pd-descriptionιẁי ָԏӌ ᴭ PD ᶵ  

注意事项 
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- 

配置方法 

 配置系统的功率告警水线 

 ọ ι ѭ 99ιљ RFC3621 MIB ѧ ḧ￼  

 ￼וꞌᵓ ↨ ιᶈ Ӕּוזꞌ ֧↨ ῊιҺῶᵓ ӡỤώ  

 ḅ‛ MIB pethMainPseUsageThreshold ꞌᵓו￼ ↨ ι ѱ Ѧ CLI ѼҺ  

 ᾟὙԅṕ  

 配置系统的 trap 发送开关 

 ọ ι ԋ  

 ἔẦ trap ᴧ ẦԋιἔẦᵙԋ ᵓ ꞌו ᵓᵙ ᴭіїּכ ᵓ Һᴧ trap ӡỤ  

 ℅ CLI ᵘҧᴱ ίֺ RFC3621 ѧḧѲ￼ trap ᴧ ιḾ҈ RFC3621 ѧḧѲ￼ trap ᴧ ίֺјּוᾦ  

 ἔẦRFC3621ѧḧѲ￼ trapᴧ ו ῊιẸᵓ ꞌҡṇ҈ἆו ҈ ꞌ￼ꜛỗᴪѭᶽ҈ו ꞌ￼Ὴӧו ᵓ ₭ι

ḅ‛ᵅ ᵓ ꞌו ᶽ҈ ꞌιֱו јԜᴧ trapψẸᵓ ꞌҡᶽ҈ἆו ҈ ꞌ￼ꜛỗᴪѭṇ҈ו ￼ꞌו

Ὴӧ ᵓ ₭ιḅ‛ᵅ ᵓ ꞌו ṇ҈ ꞌιֱјԜᴧו trap  

 ᾟὙԅṕ Ҩᴣᴅ ᴭ꜠  

 配置端口的 PD 描述符 

 ᴵ ι ᴭῂ PD ὼ  

 ᴭ￼ PD ὼ ιΆӝ҈ ת ָ ᴭі￼ PD ᶵ  

 ḅ‛ MIB pethPsePortType ᴭὼ ι ѱ Ѧ CLI ѼҺ  

 ᾟὙᴅ ᴭ꜠  

检验方法 
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  0 1 T0 TwT14
f
7 Tc-3.   
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 class-lldpιᾟὙ PoE ҐὭ љ PD ᶵ LLDP ᴃ ιᴃᵬӗּכ Ҩᴣӗּוכꞌ  

注意事项 

配置方法 

 使用 LLDP 分级功能 

 ᴵ ι ԋ  

 ֬Ὥᶈ auto ₩Ẫψԅṕ Ӕ LLDP ֫ ו ψᵃῊ ᴭіῂ max-power  

 ḅ‛ ᴭ ҃ Max-power ᵘҧ ֺῳᶽוꞌι ѱ Ѧ ᴭі￼ LLDP ꞌו ᾯו ᷂ᾦ  

 PoE ҐὭ јӹ PD ᶵ LLDP ἵᾰ ∂ ᾯ ￼ҸӾ ι ᴭ￼ҸӾ יּ PoE ҐὭ  ת  

 ᾟὙ ᴭ꜠  

检验方法 

뤬�쌉뜜ᰉ럺໔塢Ϣ 

Ä用 LLDP 分级功能 ­↔ҧ   偄
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0D[�SRZHU���������������������:���

$OORFDWH�SRZHU������������1�$���

&XUUHQW�SRZHU������������������:���

$YHUDJH�SRZHU������������������:���

3HDN�SRZHU���������������������:���

//'3�UHTXHVWHG�SRZHU��������:�

//'3�DOORFDWHG�SRZHU��������:�

9ROWDJH������������������������9���

&XUUHQW�����������������������P$��

3'�FODVV��������������������7\SH���

7URXEOH�FDXVH�������������1RQH�

3ULRULW\������������������FULWLFDO�������

/HJDF\��������������������RII�������

3RZHU�RII�WLPH�UDQJH������SRH�WLPH�������

3RZHU�PDQDJHPHQW����������DXWR�������

常见错误 

- 

7.5 监视与维护 

清除各类信息 

- 

查看运行情况 

Ӑּז ᵘҧ 

‬ Ὕḧ ᴭ￼ PoE ᵙꜛỗӡỤ show poe interface 

‬ Ἅῶ ᴭ￼ PoE ꜛỗἆ  show poe interfaces 

查

看

运

行

情

况
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8 PKG_MGMT 

8.1 概述 

Package Management ῗ RGOS ץ￼ ״ᴣת ₩ᶒι Ḿ ᶵԓᴿѦ ҭḠ ״ ‬ ἴιԎѧ״ ῗ

Ѯ ו Ḿ ᶵ￼ ҭ ״ ιּזἋᴵҨᶈ іḠ ז῭ ḧ￼ἆᵍῶ῭ᶺ￼⸗ớ￼ ҭⱱ ιRGOS ₩זּ

ᶒק￼‗ἄΆẪι ῃᴵҨ ᾯӌ״ ᵙḒ ״￼ ιѼᴵҨ ᴿѦו ꜠￼ץ ״  

 ϖ ו   ᾳỚḵ ϐו   ᾳő ϖ ᵓ 11.0 Ἢוṥ őб ᾭ 11.0 ᾳ׆ 11.0

Ἢ ¢ 

协议规范 

ῂ 

8.2 典型应用 

ԐᶚẔּז 
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ᶵ ҭּי ẇו ҭ ἄι⅛Ѧו ҭ ῗ Ѧ꜠ ו￼ ₩ᶒ ״ ꜠ ו￼ ҭץιᶈḢἄ״ ᵅҝ Ḡ Ḿץ

Ẕו ₩ᶒ￼ ệֹ҃Ӣ ἆ ו ҭệֹ҃ᶭẶιԎḜו ҭӠὙјᴪ  

״ ᶋ῟￼⸗♇ῗχו ҭץ Ẃ ṇι״ ẙ ồι״ ḢἄᵅҝḾẔ￼ו ₩ᶒệֹᾡᵱιԎḜו ₩ᶒӠὙјᴪ  

功能部署 

״ ו ҭׁץιᴵҨṄԎḕᾣᶈ TFTP Ὸחᵸ￼⁞ ẹι ї Ḡ ֹ ᶊḢἄ״  

8.3 功能详解 

基本概念 

 子系统 

Ḓ Ҩῑӵ￼ΆẪḕӴ҈ ᶵιRGOS ￼Ḓ   ὐχץ

 bootχ ᶵіּכᵏט Ӿז boot ιḜ ᶵ￼ᶢ ִḊקιז Ẋ ῑӵ  

 kernelχḜῗ ￼ OS ⁄Ọ ֫ι Ṝ ￼ ҭ‗ἄ Ẕּז ẑώӗἺ ￼ ᶫע  

 rootfsχḜῗ ѧẔּז ẑ￼ ᵀ  

 main 安装包 

Ẫ ᶵḒ ״ ῊỀỀӔּז main Ḡ ιץ ῗץ bootιkernel ᵙ rootfs Ḓ ￼ᵀẊץ ‎ḢἄזᴵҨּץ ᾯӌ

״  

 RGOS 的功能组件包 

RGOS ו￼ ҭֱץῗὝḫא•Ѧו ￼ ᵀιᶈ ᶵ֧ᴔῊιἍῶṰᾟὙ￼ו ᶎṰץᵍᶈ rootfs Ḓ ѧι ״ ᴅ

Ѧו ҭץᴵҨᴱ῭Ὰ ԓ⸗ḧו ἆ⸗ớ  

 ϖ ͛¯ו ε°╫ εộ ᾑṲ ͛וꜘ  ¢ 

功能特性 

ו ⸗ớ Ӑּז 
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工作原理 

 升降级 

ᴿḒ ᶈ ᶵԓḕᶈ￼ẻẪᴿῶјᵃιᵼ℅ḾḒ ״￼ ΆẪѼᴿῶṮָχ 

 bootχ Ḓ ҨῑӵẻẪḕᶈ҈ norflash ᶵԓιἍҨ Ḓ ״￼ ṏῗṄῑӵ֒Ԅ norflash ᶵ  

 kernelχ Ḓ ҨᾰҭẻẪḕᶈ҈⸗ḧ֫תιἍҨ Ḓ ״￼ ṏῗᾰҭ￼֒Ԅ  

 rootfsχ Ḓ ҨῑӵẻẪḕᶈ҈ nandflash ᶵԓιἍҨ Ḓ ״￼ ṏῗṄῑӵ֒Ԅ nandflash ᶵ  

 管理 

‬ ẸׁῶᵤҎḒ ҭᴵּזιѳᵅӘὯḫ ∂ιῶ Ὅớ￼ז Ḓ ҭ  

ᴿḒ ҭ ᵍ֑ӎץ ιᶈ״ ѧχ 

 bootχḊ ḕᶈѮ ҡѣѦ bootι״ ᴱ╧ᴣѮ bootιҡ boot Ḋ ֑ӎ  

 kernelχ Ṉḕᶈ Ѧ֑ӎᶵҰι ᶼᴵḕᶈᶺѦ֑ӎ  

 rootfsχḊ ḕᶈ Ѧ֑ӎᶵҰ  

Ḿ҈ boot ҭᵼѭ ѭ⸗℮ιẊјṄ ҭ ԄḒ ￼ת קּ ᶈ״ kernel ἆ rootfs Ḓ ҭῊ״ ₩ᶒỞῗᶈ

ᾰҭ ẹẸׁӔּז￼Ḓ ҭᵙ֑ӎ￼Ḓ ҭҨᴣᴿ ⱱ  ӡỤת  

相关配置 

 升级 

 Ṅ״ ᾰҭḕᾣᶈ ᶵ ᶊᵅιӔּז upgrade ᵘҧ״  

8.3.2 功能组件升降级及管理 

工作原理 

ו ҭ״ ￼ᴝתḫ іṏῗ ҭᾰҭ￼ῲὭ ιᴏץԓ￼ ҭᾰҭῲὭ ᶵѧ￼ ҭᾰҭ  

ו ҭ￼ּזḠ ҭιῘ ҭӡỤιᴓ ҭḫ іṏῗᾭὯẓ▌זι‬ ιֵ

￼ ‛  

相关配置 

 升级 

 Ṅ״ ᾰҭḕᾣᶈ ᶵ ᶊᵅιӔּז upgrade ᵘҧ״  
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相关命令 

 升级安装包 

ᵘҧ⁪Ẫ  upgrade url [ force ] 

ᴠᾭ ῎  urlχurl ѭḠ ḕᾣ￼ ᶊץ Ể ᵘҧּ״҈ז ᶵԓḕᾣ￼Ḡ ץ  

forceχ Ặֺ״  

ᵘҧ₩Ẫ  ⸗ ₩Ẫ 

ӔּזὝṀ   ḱ Ҫṥ  ͛ εőṲ  ͛ ε¢ ḱ ő copy Ṳ‏ ε☺ ϐ

  ¢ 

ẸӔּז ᵘҧ јὝḧ ᶀᴠᾭῊι״ ו ṄὟⱢ ᵃℓט ιḾש ֹ￼ ҭ ״  

 

ᵘҧ⁪Ẫ  upgrade download tftp:/path [ force ] 

ᴠᾭ ῎  pathχpath ѭ tftp ῸחᵸіḠ ￼ץ Ểι ᵘҧ ᵸіїחҡῸט Ḡ ιẊץ ״ט  

forceχ Ặֺ״  

ᵘҧ₩Ẫ  ⸗ ₩Ẫ 

ӔּזὝṀ  ᵘҧᾟὙᴿḒ ҭḠ וιץ ҭḠ ץ Ӕּז ᵘҧ ḢἄḠט ᾰҭὓ ᾛӐẊ״  

 

 显示已安装的功能组件 

ᵘҧ⁪Ẫ  show component [ component _name ]  

ᴠᾭ ῎  [ component _name ] ҭᵄ  

Ẹјḕᶈ℅ᴠᾭӪῊχᵘҧּ҈זῘ ᶵѧἍῶṰḠ ￼ ҭᴣᴿ ҭ￼ᶢ ӡỤ  

Ẹḕᶈ℅ᴠᾭӪῊχu ҧּ҈זῘ ḾẔ ҭ￼ ӡỤιẊ› ҭԓḳῗᵋḢᾯι₅╜ ҭ ᵋ⃰ẂṪӐ

ᵘҧ₩Ẫ  ⸗ ₩Ẫ 

ӔּזὝṀ  - 

配置举例 

 盒式设备子系统安装包升级举例 

ᶫע ״  ׁọ ṄḠ ὓԄץ ᶵԓι״ ₩ᶒώӗҨї֡ ֘Ά⁮  

 ּזἋ ӾӔּז
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�������������������������������������������������������������������������

�������������������������������������������������������������������������

�������������������������������������������������������������������������

�������������������������������������������������������������������������

�������������������

7UDQVPLVVLRQ�ILQLVKHG��ILOH�OHQJWK����������E\WHV��

�8SJUDGH�SURFHVVLQJ�LV�����

�8SJUDGH�SURFHVVLQJ�LV�����

�8SJUDGH�SURFHVVLQJ�LV�����

��

�8SJUDGH�LQIR�>2.@�

���������.HUQHO�YHUVLRQ>���������I�G���!��������I�E��I@�

���������5RRWIV�YHUVLRQ>�������DG������!�������EFF��H�@�

�8SJUDGH�SURFHVVLQJ�LV������

�5HORDG�V\VWHP�WR�WDNH�HIIHFW��

5HORDG�V\VWHP"�<�1�\�

�5HVWDUWLQJ�V\VWHP��

  

₅ Ά│   ‬ Ẹׁ ᶵ ￼ⱱ ӡỤι ⱱ ӡỤᴧּוᴪὭ ״῎ ἄו 

 5XLMLH�VKRZ�YHUVLRQ�GHWDLO��

6\VWHP�GHVFULSWLRQ��������(*����P�

6\VWHP�VWDUW�WLPH�����������������������������

6\VWHP�XSWLPH������������������������

6\VWHP�KDUGZDUH�YHUVLRQ��������

6\VWHP�VRIWZDUH�YHUVLRQ���HJ����PB5*26������&���5HOHDVH�����������

6\VWHP�ERRW�YHUVLRQ�������������H�D�����

6\VWHP�FRUH�YHUVLRQ���������������I�E��I�

6\VWHP�PDLQ�YHUVLRQ��������������EFF��H��

6\VWHP�ERRW�EXLOG���������XQNQRZQ�

6\VWHP�FRUH�EXLOG�����������������������������

6\VWHP�PDLQ�EXLOG�����������������������������

 盒式设备功能包升级举例 

ᶫע ״  ׁọ ṄḠ ὓԄץ ᶵԓι״ ₩ᶒώӗҨї֡ ֘Ά⁮  

 ּזἋ ӾӔּז copy tftpιcopy xmodem ᾰҭ ᵘҧṄῸחᵸі￼Ḡ ὓԄץ ᶵᾰҭ ιԜӔ

זּ upgrade url ״  ᶊᾰҭ ԓ￼Ḡ  ψץ

 ὶӔּז upgrade download tftp://path ᵘҧ״ tftp Ὸחᵸ ḕᾣ￼Ḡ  ᾰҭψץ

   

Ά│   Ἒ ״ ᵘҧ 

 ӘⱢ״ ᵅ￼ώ ḧῗᵋ ᶵ ᵏ 

 �





 

 

 
 

 
 
 

配置指南-以太网交换 
 

 
 

‍ᾊӮ Ὧᾃ ̆ꜛ ԈЮ ̔ 

1.  

2. MAC  

3. Aggregate Port 

4. VLAN 

5. MSTP 

6. LLDP 

 



 

 

1-1 
 

�F	å�6�'  �N�M

1 接口 

1.1 概述 

�N�M�©	à	Ì
—�Õ��
��Ü���ë�ƒ�G�A�E��
�	��M
}�B�^ož�é�[	à	Ì
—�Õ���u�4��	_	•�º	��N�M�y�Ò�ò�N�M�y�.
þ�N�Mož�Ò�ò�N
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�F	å�6�'n�TT1C2_0 1 Tf 9 0 0 9 0 00 030033 87.709 TD[( )]TJ
/C2_0 1 Tf 9 0 0 9 0 0547 530033 87.709 �N�MD[( )]T371.602 g2C2_0 12 g -01Tf 07850.5 02 0 9 0 04.725 6Tr 070956 T.2.2TD[( )]TJ
1/TT0 1 Tf 07850.5 02 0 9 0 033 95 6Tr 070956 �X�Þ	¯�¢�Â�/�L���B
·�Ò
ù�‘�6�'n�TT2C2_0 17850.5 02 0 9 0 0203 95 6Tr 070956 TD[( )]TS0 cs ]T31 ]T51 ]T741 scn ]TJ
1/TT0 1 Tw 10.5 0 0 10.5 0 0 Tr 69.6480956 �€�Ð�ª�‘�6�'n�TT2C2_0 17Tw 10.5 0 0 10.5 0 09Tr 69.6480956 (1-2 )]TJ
E]TS0 cs ]T31 ]T51 ]T741 scn 4 g 0 G 0 J [] 0 d 0 j 1 w 10 M /RelativeColorimetric ri 1 i /FXE1 gs 5525 117.4800.4794848 3 re
f
q
B199.602TJ
/C2_0 1 Tf 0 Tc 0 Tw 9 0 0 9 0 0 Tm 0 Tm55..6294892 �£�6�'n�TT0C2_0 12 g -0.00202 642Tc 0 Tw 9 0 0 9 0 07.559.5..6294892 TD[( (1-2 )]TJ
E] M /RelativeColorimetric ri 1 i /FXE1q 308.28 0 9 610 156.7 6T8.480cm /Im0 Do Qre
f
q
B199.604 g 0 G 0 J [] 0 d 0 j 1 w 10 g /TT0 1 2 622Tf 0 Tc 0 Tw 9 0 0 9 0 0 Tm 04]T55307073 94892 TTD[( )].002 Tc 9 0 0 9 0 049.027 69.2750956 (1-2 ) Tf 9 0 0 9 0 00 03067.1550956 (1-2 )]TJ
Ee
f
q
B2 
B2 
B2 rg 0 9 0 Rg 0 G 0 J [] 0 d 0 j 1 w 10TJ
/C9T0 1 Tf 0 Tc 0 10.5 0 0 9 0 0 Tm 00 M /RelativeColorimetric ri 1 i /FXE1 6.7030623.4770956 ���£���k���V�A�E�Ñ
—�Õ1-2 )]TJ
Ee
f
q
B2 
B2 
B2 rg 0 9 0 Rg 0 G 0 J [] 0 d 0 j 1 w 10FXF1C9T0 1 Tf 0 Tc 0010.5 0 0 9 0 0 Tm 00 M /RelativeColorimetric ri 1 i /FXE115479260623.4770956 (1-2 )]TJ
Ee
f
q
B2 
B2 
B2 rg 0 9 0 Rg 0 G 0 J [] 0 d 0 j 1 w 10 g /9T0 1 Tf 0 Tc 0 10.5 0 0 9 0 0 Tm 00 M /RelativeColorimetric ri 1 i /FXE115479260623.4770956 Switch A1-2 
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�F	å�6�' �N�M

�O�u
k�k�¢	ü�`	€�M��	�%²�Ú�è�t�e
è�â�|�e�k���C	ü�`	€�M�k
����1�����e
è��	��v�O
ô	g�ñ�¿�	�Ä�|	��è�t�e
è���k�U

�ä�4���N	��U�´�Åož 

���C	ü�`	€�M�	�À�Õ�8�C�A�E	���
�ož	��ï�U�*�� n o sw itch p o r t �x�X�1%²���—�è�t	��8�C	ü�`	€�M
ô�J�����C	ü�`	€�M�k

�N	5�1�Ú��
è	�	€�M���µ�4���C	ü�`	€�M�k�À�e	Ë���C	ü�`	€�M�ã�F IP �ª�­�Û�•	y
è	�ož 

�Ì  Loopb ack 口 

Loopback �N�M�©���¶
÷�^�%�'	��Î�ª���C�.
þ�N�M�k�	�K���C�Ô�9 UP �Ù�Áož�G�ª Loopback �N�M	��ƒ�G���1�k�¨
—�Õ�Î

�ª�Ô�ò�k���,
è	��’�Îož Loopback �N�M	� IP �ª�­�U�Y	��Û�•�� OSPF 
è	��#
‘	�
—�Õ�ö
œo•���‘�G�g Telnet �ê	ñ�•����

	i Telnet 
˜�|	�	à	Ì�N�M	ˆ	ˆož�F	å%²�� Loopback �N�M	•�w�9�F	å%²���Y�ß	à�N�M�k�U�Y���		0�•%²��
Z�'	��Y�ß	à�N

�Mož 

�Ì  FC 口 

FC �N�M(Fibre Channel interface�kFC �N�M)�©�Ò�ò�°	²�*�3�N�M, 	��9�u8Ü FC ���¥	à	Ì�*
’ož�*���F	å FC �N�M	��	�c�W

�•�%�”�gEo•F o•NP �h�k�ª
•�y�=�Ä	� FC SAN 	à	Ì�ê	ñ�•�• FC SAN 	à	Ì�•	y���&	����N�k�R	ò���ëXÝ�`	à	Ì	�	Á	àož �L 

FC o�NN
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�F	å�6�' �N�M

�N�M
-
�	’�ò  	��ï�F	å�N�M
-
��…
��k
��Ü�…�N�M�W�•�¨�z��	ô�%�”��ož 

	€�M�­TÙ�‘��  	��ï�F	å	€�M�­TÙ�‘����
��k�¢	€�M�G�ÿ�­TÙ�ž�k	©	Ï
��� shutdown 	€�M�k	��9�‘��	€

�M 

1.3.1 接口配置命令的使用 

	��ï�U�¨�¶�B�F	å�%�”���…	� i n t e r f a c e �x�X���µ�N�M�F	å�%�”ož�¨�N�M�F	å�%�”��	��ï�U�F	å�N�M	�	,�¼�K�Åož 

工作原理 

�¨�¶�B�F	å�%�”��
ÿ�µ interface �x�X�k���µ�N�M�F	å�%�”ož�+�9�.
þ�M�k	��ï���µ�N�M�%�”�ž�k�ò�ç
¥�N�M�	���¨�k�1�k

�Ù�¯�ë�•�ß
¥�N�Mož	��ï�-�U�Y�¨�¶�B�F	å�%�”���…	� interface range �ê interface range macro �x�X�F	å%²��
8� 	��N�M

�g�N�M	�	Ú�Z�hož�x�©���#�¨%²��
8� �Ä	��N�M�·�À�©	,�c	•�º�y�À�Ä	,�c�Ô�Å	�ož 

�+�9�.
þ�M�k�U�Y�¨�¶�B�F	å�%�”���*���ü
g no interface �x�X�í�”�6��	��.
þ�N�Mož 

�Ì  接口编号规则 

�+�9�Ò�ò	€�M�k�¨�%�Ñ�%�”��	Ú�Z	����B�ã	Á�è�y�V�$�Z�y	€�M�¨�V�$��	�	Ú�Z�k�†�ò	€�M�ñ�¨	��V�$	Ú�Z�� 2�k	€�M�¨�V

�$��	�	Ú�Z�� 3�k�é	€�M�+�•	��N�M	Ú�Z�� 2/3�z�̈ VSU �%�”�ê	ñ�Ä�L�%�”��	Ú�Z	����B�ã	Á�è�y
—�Õ�Z�k�V�$�Z�y	€�M�¨

�V�$��	�	Ú�Z�k�†�ò
—�Õ�Z�� 1�k	€�M�ñ�¨	��V�$	Ú�Z�� 2�k	€�M�¨�V�$��	�	Ú�Z�� 3�k�é	€�M�+�•	��N�M	Ú�Z�� 1/2/3ož 


—�Õ�Z�©�R 1 �ñ�u�4	��è�t
—�Õ	��Â�Ý�ƒ�Oož 

�V�$	�	Ú�Z
•�é�y�²�Á�V�$	�	Ú�Z�¡���� 0�k���Á�V�$�g�U�V�#�%�²�ê	¿�*�h	�	Ú�Z�©�R 1�l�V�$	����ƒož���Á�V�$	�	Ú�Z


•�é�©�y�µ�+
—�Õ	��µ�á�k�V�$�7�Á�R�ù
��e�k�R�X
��X�k�R��
���	��¿�~%²�)�L�ç�k�+�•	��V�$�Z�R 1 �•�÷�‰�)�Í��ož 

�V�$��	�	€�M	Ú�Z�©�R 1�l�V�$��	�	€�M�ƒ�k	Ú�Z�¿�~�©�R�X�ñ�Xož 

�+�9�U�Y�#�+�P
Å	•�º	�
—�Õ�k	€�M���,��	_�P
Å�y�°�M�y	��M�k	f���°	��Ö	�	€�M�k�—
–�…	��;	_�P
Å�k�C�…	�	,�c	�	€

�M	Ú�Zož 

�+�9	ü�`	€�M�k�¿	Ú�Z	�
8� �� 1�l
—�Õ�u�4	�	ü�`	€�M���ƒož 

�+�9�A�E
Z�'�N�M�k�¿	Ú�Z�<�©�����A�E
Z�'�N�M�+�•	� VLAN 	� VIDož 

�Ì  配置一定范围的接口 

	��ï�U�Y�…	��¶�B�F	å�%�”��	� in terfac e rang e �x�X�c�ž�F	å�Ú���N�Mož�¢���µ interfa ce range �F	å�%�”�ž�k�4�ž
—	å

	��K�Å� 	��9�ñ�#
8� �Ä	��ñ�Ä�N�Mož 


ÿ�µ%²��
8� 	��N�Mož 

in terface ran g e �x�X�U�Y�6��
3�t
8� �<ož 

macro �@�ƒ�U�Y�…	�
8� �<	������#�k�@
•�F	å�y�…	�	€�M
8� 	������#ož 

�?��
8� �<�U�Y�…	��)�Z�g, �h�œ�•ož 

�c%²�Ú�x�X��	��ñ�Ä
8� �<��	��N�M�·�À�K�9	,�c	•�ºož 

�¢�…	� interfa ce range �x�X�ž�k
¬�h�Þ range �@�ƒ	����”�y 

�o
•	��Ä�|	��N�M
8� ���”�y 

�z F astEth ern et device/slot/{ 	†%²�� port} - {�Â�e%²�� port} �z  

�z G i g a b i t E th e r n e t  device/slot/{	†%²�� port} - {�Â�e%²�� port} �z 

�z TenGigabitEthernet  device/slot/{	†%²�� port} - {�Â�e%²�� port} �z 

�z F o r t yG i g a b i t E t h e r n e t  device/slot/{	†%²�� port} - {�Â�e%²�� port} �z 
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�z Ag g reg at ePo r t  Aggregate-port �Z–  Aggregate-port �Z�k
8� �© 1�½
—�Õ�u�4	��Â�Ý	ü�`	€�M�ƒ�O�z 

�z vl an  vlan-ID-vlan-ID, VLAN ID 
8�  1 �½4094�z 

�z L o op b ack  loopback-ID-loopback-ID, 
8� �© 1�½
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1.3.5 配置接口的 L o a d-interval 

工作原理 

�N�M	� load-interval �U�Y�6���?�œ�Ú�5�ž�•
‹	‘���†
ÿ�µ
ÿ�ß	�
¿
ú�Õ�Ñ�k%²
"�©�?�œ 10 	a�U
‹	‘%²�)�?	a��
ÿ�µ
ÿ�ß	�

���†�ƒ�y�A�Ô�ƒož 

1.3.6 配置接口载波时延 

工作原理 

�N�M	�
ú�f�ž�• Carry-delay �©�6�N�M�e
è	�
ú�f���y�’�Z DCD �R Down �Ù�Á�ñ Up �Ù�Á�ê	ñ�R Up �Ù�Á�ñ Down �Ù�Á	��ž

�•�•�ž�k�ò�ç DCD �¨�•�ž�$�Ä�G�ÿ�J���k�;�"	©	Ï�1�¿	���	_�Ù�Á	��J��	ò�	
��9���C	��ƒ�G�e
è�C�M�•�#�Œož�ò�ç�@�ƒ


—	å	��A
û�Ý�k�;�"�Ù�'�?�)	9�•	� DCD �J���1�—�c
t���y�ñ�z	,�F�k�ò�ç�@�ƒ
—	å�è 0�k�;�"�?�)�³�4	� DCD �’�Z	�


é�J�C�1
t	©	Ï���y�ñ�k���ý	©	Ï�-�<�1�Í���		l���Åož 

 �"�´ DCD �{�Ï�/�n�¨�·�‘���)��
Š
��Ü���õ�ô�•�)�Ô���¶�»�0�Ù�¦
.
é�J�Ì	[�ä	¾���X�j���»�¬�		î
é�J�g�à	¾���¶
�¶�»���Ù���Ì	[�d�"�´�­�±�� DCD �{�Ï�/�n�¨�·�Ì���		î
é�J�g�à	¾���X�j
N�����¨�·��
Š
��ë���Ü���õ�ô�•�"�­�s
���Ö�Ô���»
G�•�N
 ���¡�‘���		î
é�J�ò�õ�g�à	¾���ò�õ�d  

1.3.7 接口的 LinkTrap 策略 

�¨
—�Õ���k	��ï�U�Y�Â�9�N�M�F	å�#�+�©�k�G��
¥�N�M	� LinkTrap �Ù�Á�J���’�Îož 

工作原理 

�¢�N�M	� LinkTrap �G����
��ø�•�ž�k�ò�ç
¥�N�M	� Link �Ù�Á�J���kSNMP �1�G�ß LinkTrap �’�Î�k�F�$�é�	�Gož 

1.3.8 接口索引永久化功能 

�y�N�M	��d��%²�ý�k�N�M	«�–�-�U�Y	��9�ö
œ%²���N�M�k�N�M	«�–�©%²���N�M	���
ï�a ID���k�?���N�M�ë�•�ž�k	©	Ï�k
�
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 �ò AP �Ç�/�Ã���N�T�Ç�¨���â�m���Ü�•�
 AP �Ç���"���8�
 AP �Ç���±�
���™�â�m���Ü�Û���N�T�Ç���8�
 AP �Ç�g�­��
�•�
 AP �Ç�d  

1.3.11 选择接口介质类型 

�+�9�°	��Ö	�	€�M�k	��ï�U�Y�ÿ�G�¬
}�#�+�…	��°�M���©	��Mož 

工作原理 

	��ï�U�Y�#�+�…	��°�M���©	��Mož�x�©����	_�P
Å�	
��c�ž�ÿ�|ož%²�š	��ï�#���P
Å	•�º�k�N�M	����N�Ù�Áo•�,�äo•�E�W�y

�v�O	ˆ�K�Å�C�©�6
¥�P
Å	•�º	��K�Å�k�ò�ç	��ï�w�J�P
Å	•�º�k�•�#�P
Å	•�º	����?�K�Å�1�…	��ó
•�›�k	��ï�U�Y�ÿ�G�¬
}

�M�•
—�����?�K�Åož 

�Ì  光电复用端口支持接口介质自动选择 

�z �ò�ç	��ï�F	å�N�M�P
Å
����#�+�k�¨�N�M�Q�Ä%²	_�P
Å���N���ž�k
—�Õ�…	��¢�ù���N	��P
Å�z 

�z �¨�N�M	���	_�P
Å�C���N���ž�k
—�Õ�1�…	�	��ï�F	å	��i�¯�P
Åož�P
Å
����#�+�i�¯�P
Å�ó
•��	��M�k	��ï�U�Y�*��

�F	å medium-type auto-select prefer fiber �Û
—	å�i�¯�P
Å���°�Mož�¨
����#�+�%�”���k�N�M	��,�äo•�E�Wo•�v�O

	ˆ�K�Å�1�…	��ó
•�›ož 

 ���"�����)�‘�N�*�”���j�Ç���s�º�j�Ç�¡���•�"���‘�N�Ø�e���î�•�V�{�£���)�­�0�Ð�b�d  

 �®���"
a	—���s�^	8�j�Ç���Ò���j�æ�j�Ç�ä SVI ���Ç�â���[���)	+�ø�•�"�d  

 �®���"
a	—���s���[���)�*�”���j�Ç���Ò�d  

 ���"���j�æ�j�Ç�N�T�Ç���j�Ç���c���)	+�ø�¡���¢�!���î�•�M�¥�¦�&�þ�j�æ�j�Ç�/�d�j�æ�j�Ç�N�T�Ç���j�Ç	+�ø�â
Ÿ
���­�d���"�����)�‘�N�*�”�����Ç�â
Ÿ�¦�&�j�æ�j�Ç�d  

1.3.12 接口的速率、双工、流控和自协商因子模式 

�+�9�Y�ß	à�Ò�ò�N�M�y AP �M�k	��ï�U�Y�F	å	’�ò�N�M	��,�äo•�E�Wo•�v�O�y
��#�Œ�œ�P˜%�”ož 

工作原理 

SVI  �+�9�Y�ß	à�Ò�ò�N
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�z �+	f�v�O�%�”�k�/�¨%²
"�Õ�Ñ���k�N�M�•�o�v�O�%�”�e�k�N�M���1�k�Ô�ò�N�v�ñ	��v�O�l�k�w�¨�N�M�ß�ë�(�É�ž�G��

�v�O�l�k�N�v�y�G���v�O�l	��Ô�ò�©%²
�	��k���<�©�+	f�v�O�%�”ož 

�z �³�+	f�v�O�%�”�k�/�¨%²�?�Õ�Ñ���k
—�Õ�e�È�î���N�M
��Ü�Ô�ò�N�v�ñ	��v�O�l�‘
š���†�	�k�œ���(�É	ò���’�k�A�	

�Ý�G�ß�v�O�l	ò�-
��…��	à	Ì�,�ä���‘�k�����ž�˜�k�<
}�*���F	å�³�+	f�v�O�k�1�N�v�v�O�l�y�G���v�O�l	��Ô�ò�5


²�ã�•ož 

�+�9 AP �M�k�¢	��ï
—	å AP �M	��v�O�%�”�ž�k���Ž���©�ÿ�|�ñ
¥ AP �M	��ñ�Ä�è�t�M��(���?�è�t�M�C�©�Y�ß	à�Ò�ò�N�M)

	�ož 

�ò错误！未找到引用源。�ñ	P�k
—�Õ	�	€�M A ����	û�M�k	€�M B-D ����	û	€�M�k�¿��	€�M B �y C �+�•	��©%²���ã�,	à	Ì�k

�•�ò	€�M A ���•�o�4�N�v�v�O�y�G���v�O��
��k	��9	€�M B �y C �+�•	��©%²���ã�,	à	Ì�k�¨�G��	€�M B 	��ƒ�G�v���Ý�k�-


�	€�M B �y C �(�É�k��	ò�-
�	€�M A ��	��µ�M�(�É�k	€�M A ���<�k�G���v�O�l�k�¢��	û
—�Õ�€�•�v�O�l�ž�k�<�k�‘�z�ª	€

�M A 	��ƒ�G�v�k�•�N�-
�	€�M D ��	�	à�,���‘ož�����ž�˜�k�U�Y�F	å	€�M A 	��G���v�O��
��¼�{�k�Û�‘�ž�…��	à	Ì�k�!�ï

	��äož 

�£ 1-4  

 

�Ì  接口的自协商因子模式 

�N�M	�
��#�Œ�œ�ÿ�%�”�Ä on �y off ��	_ož�N�M	�
��#�Œ�Ù�Á�y�N�M	�
��#�Œ�œ�ÿ�%�”�w�	���¶	ˆ�c�k�N�M	�
��#�Œ�Ù�Á�*

�o	��N�M	��,�äo•�E�Wo•�v�O�y
��#�Œ�œ�ÿ�%�”�»�c�Ð��ož 

�+�9 AP �M�k�¢	��ï
—	å AP �M	�
��#�Œ�œ�ÿ�%�”�ž�k���Ž���©�ÿ�|�ñ
¥ AP �M	��ñ�Ä�è�t�M��(���?�è�t�M�C�©�Y�ß	à�Ò�ò

�N�M)	�ož 

 �¢�N�Æ�ã�•�����‘���Ç��
.	Ñ�c
��]�ä	 �Å�/���¢�5�ë�ÿ�� auto 
f�´���g�à���Ç���‘�Ø�e
f�´�� on
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1.3.14 端口违例恢复 

�î�?�#
‘�À�Õ
—	å	€�M���†�g�¼�{	€�M�h	���
��k	��Y�‘
š	à	Ì	��
�¶�Å�y	l���Åož�A�ò	€�M�
�¶�#
‘�k�¢	��ï�F	å�•�o	€

�M�
�¶�k�w�F	å	€�M���Â�Ý�
�¶�ª�­�ƒ�O�k�¢	€�M�����.�ñ	��ª�­�ƒ
Ý���Â�Ý�
�¶�ª�­�ƒ�ž�k�1�D�ÿ	€�M���†�7�^ož�P�Ù�ÿ

�è�ù�#
‘o•DOT1X �#
‘o•REUP �#
‘	ˆ�-�C�À�Õ	•�w	���
��k���†	�	€�M�k
����¼�{
¥�N�M�k�Y�‘
š�
�¶�Åož 

工作原理 

�¢	€�M�œ�G�ÿ���†	ò
t�¼�{�$�e�k�U�Y�¨�¶�B�%�”���…	�	€�M���†�Ê�Ö�x�X�Û�1�ñ�Ä���†�N�M�R�j
¨�Ù�Á���Ê�Ö���Û�k�M�•

�Ö�y�…
�
¥�N�Mož�U�Y�#�+�ô���Ê�Ö�k�-�U�Y�#�+���ž
����Ê�Öož 

1.3.15 端口节能管理配置 

EEE(Energy Efficient Ethernet)�k�ä�|
��Y�ß	à�k�©%²	_
-	.
��›	��Y�ß	à�•��ož EEE �©�¨�Y�ß	à	à���N�~	å�ž�•�k�…	€�M

���µ�z��	ô
-
��%�”�Û���ñ
-	.
��›	�	)	�ož 

LPI(Low Power Idle)�%�”�k�/�z��	ô
-
��%�”�k	€�M���µ
¥�%�”�e�k�k�Ý�q�×�4	€�M�G��	��’�Z�k�N�G��	Ó�4	€�M�e
è���N

	��’�Z�Û���ñ
-
�	�	)	�ož 

工作原理 

100M �C 100M �Y���N�M	��¡�Ä�Y�ß	à�ö�Õ
•���À�Õ�~	å�Ù�Á (Active Idle State) �k
3
}	Ó�4�¨���N�Ù�Á�k�	�I�ƒ�G�n
ÿ	�

�’�ò�k�é�¬�…	��Ý�O	�	�
�ož�œ�4�k�—
–�e
è���Ä�Z�Ä�ƒ�G�k	ô	��O�C�®�Ýož�/�…�Z�Ä�ƒ�G�n
ÿ�k���4�‘�4���N�Ù�Á�k	€�M

�-�k%²	+�G�� IDLE �’�Z�Û	Ó�4	€�M�e
è	����N�Ù�Áož 

EEE �*���O�ò�A�E�Ñ	€�M�k�1	€�M���µ LPI(Low Power Idle)�%�”�Û���ñ
-	.
��›	�	)	�ožLPI �z��	ô�%�”�¨�e
è�ï	��ä�z

	��‰�<	ô	��O�zožEEE �	�Ð�-�U�Y�…	€�M�R LPI �Ù�Á�½�,
ô�E�è�3�o�Ù�Á�k�U�ˆ�ä�Å
��ƒ�G�n
ÿož 

	€�M�…
� EEE 
-
���
��e�k�ò�ç�¨��	Ò%²�<�ž�•�Ä	€�M�Ù�Á�÷	Ä�� up ���Z�Ä�v�G�`�~���†�k�é	€�M
������µ
-
��%�”�z

�¢	€�M�¬
}�v�G���†�ž�k	€�M�A
����Ê�Ö�W�•�%�”�k�R	ò���ñ
-
�	��|�çožEEE ��
�
}�ÿ�|�k���ñ
-
��|�ç�k�¬
}�+	€	€

�M�-�u�4 EEE ��
�ož 

 �'�]�´�} 100M �ä 1000M 
.	Ñ
f�´���(�Ç���[ EEE �_
Ÿ�d  

EEE �_
Ÿ�'�}�j�Ç�—�s�‘�Ø�e
Ÿ	O�¨�“�Ò�d  

1.3.16 端口震荡保护 

�¢�G�ÿ�N�M�­TÙ�ž�k�k�D�ÿ�Ý�O	F�^���•�k�R	ò�ƒ	ô�Ý�O CPU 
Ï�›�k�P%²�•�µ�È	¯	��N�M�­TÙ� �£�C���N�M�k	��ï�U�Y�F

	å�N�M�­TÙ�‘����
��Û�‘���N�Mož 

工作原理 

�N�M�e
è�­TÙ�‘����
�	�	��ï
�
g�Ð���©�k�•�o�k�ó
•�Õ�Ñ�����•�o�‘����
�ož�¢�N�M�G�ÿ�­TÙ�ž�k�N�M�? 2s �ê 10 	a�C

�k���y%²�)�­TÙ�k�ò�ç���y�ñ�N�M 2s �Ä�­TÙ 6 �)�k�é�ø�-�U	P�’�Î�k��	Ò�ø�- 10 �)�U	P�’�Î(�-�<�© 20s �Ä��	Ò���y�ñ�N

�M�­TÙ)�k�é�¼�{�N�M�z�+�9 10s ���y%²�)�­TÙ�k�ò�ç���y�ñ�N�M 10s �G�ÿ 10 �)�­TÙ�k�é�ø�-�U	P�’�Î�k�	�¼�{�N�M. ož 

1.3.17 接口 S ys l o g 

	��ï�U�Y�*���F	å�ø�•�ê�¼�{ Syslog �•�¼�Û�Ð���©�k�ò	0�N�M�Ù�Á�G�ÿ�w�J�ê�‘�o	��’�Îož 

工作原理 

�N�M Syslog �•�¼	�	��ï
�
g�Ð���©�k�•�o�k�ó
•�Õ�Ñ�����•�oož�¢�N�M�G�ÿ�‘�o�Õ�Ñ�k�A�ò�N�M�Ù�Á�G�ÿ�w�J�k�N�M�v�ñ

�j
¨�l�ê�N�M�G�ÿ�­TÙ�ž�k	©	Ï�1�ø�-�U	P�’�Î�s�$	��ïož 
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1.4 配置详解 

�F	å�¾ �F	å�•
‘ & 	,�¼�x�X 

8 � 	 � • 
� 	 �  

 ����#�è�����#�«F”o™å�¾ � 	 « � – � K � ! � ' � � 
 � ³ k � ) å � � Õ � M � o � e   &  � �  �H+F”��³k 
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�z 
—	å�N�M	��T��	…�k�+
¥�N�M	+
€o•�¥
»��	��ò
†ož 

�z 
��Ü�o	��ê	ñ�¼�{�N�M	� LinkTrap ��
�ož 

�z �F	å�N�M	’�ò�Ù�Á�k�¼�{�ê	ñ�ø�•�N�Mož 

注意事项 

�z �+�9�.
þ�N�M�k�U�Y�…	�
¥�x�X	� n o �x�X�¥�”�í�”�N�M�ê	ñ�1�6��
8� �N�M	����O�í�”�k�x�	�U�Y�…	�
¥�x�X	� n o

�x�X�¥�”�í�”�6��	��Ò�ò�N�M�ê���O�í�”�6��
8� 	��Ò�ò�N�Mož 

�z �U�Y�…	�
¥�x�X	� d ef au l t �x�X�¥�”�1�6���Ò�ò�N�M�ê	ñ�.
þ�N�M�ê	ñ�6��
8� 	��N�M�¨�N�M�%�”��	�	,�¼�F	å�Ê�Ö

�ñ	Þ	.�F	åož 

配置方法 

�Ì  配置单个指定的接口 

�z �U�#�F	åož 

�z �U�Y	��9�¬
}�ë�•�î���	���¨	��.
þ�N�M�ê	ñ���µ�]	Æ���¨	��Ò�ò�N�M�y�.
þ�N�M	��N�M�F	å�%�”�Y��
g�N�M	,�¼	�

�F	å�ž�k�¬
}�F	å
¥�x�Xož 

o¬�x�X���”o­ in terface  interface-type interface-number 

o¬�@�ƒ
ª�¢o­ interface-type interface-number�y�/�N�M	�	•�º�y�N�M	Ú�Z�k�U�Y�©�Y�ß	à�Ò�ò�N�Mo•AP �Mo•SVI �Mo•

Loopback �M	ˆož 

o¬	Þ	.�F	åo­ �— 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �  �+�9�.
þ�N�M�k�ò�ç
¥�N�M�Ì
t�ë�•�k�é�Ù�¯�ë�•�ß
¥�N�M�w���µ�N�M	��F	å�%�”ož 

�  �+�9�Ò�ò�N�M�ê	ñ�]	Æ�ë�•	��.
þ�N�M�k	+�N���µ
¥�N�M	��F	å�%�”ož 

�  �…	� n o �x�X�¥�”�í�”�6��	��.
þ�N�Mož 

�  �…	� d ef au l t �x�X�¥�”�1
¥�N�M	��N�M�%�”���F	å�Ê�Ö�ñ	Þ	.�F	åož 

 

�Ì  配置一定范围的接口 

�z �U�#�F	åož 

�z �U�Y	��9�¬
}���O�ë�•�	���¨	��.
þ�N�M�ê	ñ���µ�]	Æ���¨	��Ò�ò�N�M�y�.
þ�N�M	��N�M���O�F	å�%�”�Y��
g�N�M	,

�¼	��F	å�ž�k�¬
}�F	å
¥�x�Xož 

o¬�x�X���”o­ in terface ran g e { port-range | macro  macro_name } 

o¬�@�ƒ
ª�¢o­ port-range�y�/���O�q�•	��N�M	•�º�y�N�M	Ú�Z
8� �k�U�Y�©�Y�ß	à�Ò�ò�N�Mo• AP �Mo•SVI �Mo•Loopback

�M	ˆož 

macro_name�y�/%²��
8� �N�M	•�º	������#�dož 

o¬	Þ	.�F	åo­ �— 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �  �+�9�.
þ�N�M�k�ò�ç�N�M�Ì
t�ë�•�k�é�Ù�¯�ë�•�ß�N�M�À�e�Ç���µ�N�M	����O�F	å�%�”ož 

�  �+�9�Ò�ò�N�M�ê	ñ�]	Æ�ë�•	��.
þ�N�M�k	+�N���µ�N�M	����O�F	å�%�”ož 

�  �…	� d ef au l t �x�X�¥�”���O�1�N�M�%�”���F	å�Ê�Ö�ñ	Þ	.�F	åož 

�  �…	������#	��ž�˜�k�¬
}�¨�¶�B�F	å�%�”���k�¯�1%²��
8� 	��N�M	•�º�*�� d ef i n e inter f ac e-rang e

�x�X��
g�����#�è macro_name�k�À�e�Ç�*�� in terfac e rang e macro macro_name ��
g�N�M	���

�O�F	å	’�òož 

�Ì  配置接口的索引永久化 
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�z �U�#�F	åož 

�z �U�Y	��9�¬
}�‘�4�N�M	«�–�¨	©	Ï�M�o�ù�e%²
��ž�…	�ož 

o¬�x�X���”o­ 
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o¬	Þ	.�F	åo­ �ó
•�•�o�N�M�­TÙ�‘����
� 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­  

�Ì  配置打印接口 Syslo g 信息功能 

�z �U�#�F	åož 

�z 	��9�•�o�ê�¼�{�ø�-�N�M�Ù�Á�’�Î��
�ož 

o¬�x�X���”o­ [ n o ] logg i ng [link-updow n | error-fram e | link-dither ] 

o¬�@�ƒ
ª�¢o­  

o¬	Þ	.�F	åo­ �•�o�ø�-�N�M Syslog �’�Î 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­  

 

检验方法 

�Ì  配置单个指定的接口 

�z �ü
g i n t e r f a c e �q�•�k�ò�ç
��Ü�3�o���µ�N�M�%�”�k�/
ª�¢�F	å�©�è��	�ož 

�z �+�9�.
þ�N�M�k�ò�ç�©�ü
g n o inter f ace �q�•�k�-�U�Y�*�� sh ow runn in g �x�X�ê	ñ sh ow interfac es �x�X�ò	0�+�•

	��N�M�©�k���¨�k�ò�ç�	���¨�k�é
¥�.
þ�N�M�©
t�3�o�í�”	�ož 

�z �ü
g default interface �q�•�k�*�� show running �x�X�ò	0�+�•	��N�M��	��F	å�©�k�C�Ê�Ö�ñ�4	Þ	.�F	å�k�ò�ç�©�k�é


ª�¢
¥�q�•�©�è��	�ož 

�Ì  配置一定范围的接口 

�z �ü
g in terfac e rang e �q�•�k�ò�ç
��Ü�3�o���µ�N�M���O�F	å�%�”�k�/
ª�¢�F	å�©�è��	�ož 

�z �ü
g d ef au l t inter f a ce range �q�•�k�*�� sh ow runnin g �x�X�ò	0�+�•	��N�M��	��F	å�©�k�C�Ê�Ö�ñ�4	Þ	.�F	å�k�ò

�ç�©�k�é
ª�¢
¥�q�•�©�è��	�ož 

�Ì  配置接口索引永久化 

�z �F	å��
¥�x�X�e�k�ü
g w ri t e �‘���F	å�q�•�k�M�o
—�Õ�e�k�*�� sh ow interfac e �x�X�ò	0�N�M	��N�M	«�–�›�k�ò�ç�+

�9�c%²���N�M	�	«�–�›�¨
—�Õ�M�o�e�‘�4%²
��k�;�"
ª�¢�N�M	�	«�–�K�!����
��©�3�o	�ož 

�Ì  配置接口的 L i nkT r ap 

�z �#�+%²���Ò�ò	€�M�k��
g	à	¿�V�#�k�c�ž�ø�• SNMP �Æ���˜�k�ò�ç�¨	à	¿�V�#	��ž�˜�k SNMP �Æ���˜
��Ü�3�o�v�ñ
¥

�N�M	� Link �Ù�Á�J��	� Trap �’�Î�k�é
ª�¢
¥��
��©�3�o	�ož 

�z �ü
g n o �x�X�¥�”�q�•�k�ò�ç�à
š�ñ�¨%²���Ò�ò	€�M�k��
g	à	¿�V�#�k�c�ž�ø�• SNMP �Æ���˜�k�ò�ç�¨	à	¿�V�#	��ž

�˜�kSNMP �Æ���˜�—�c�
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�z �¨�¶�B�F	å�%�”���F	å�x�X�k�ò physical-port dither protectož�#�+%²���Ò�ò	€�M�k�È	¯�V�#	à	¿�%�'	€�M�G�ÿ�­TÙ	�

�Õ�Ñ�k�¨�O�ò�V���U�Y	0�ñ	©	Ï�ø�-	€�M�G�ÿ�­TÙ	��’�Î�k	Æ����	Ò�ø�-
3�t�)�$�e�k	©	Ï�k�U	P	€�M �		l���1

shutdown �N�Mož 

�Ì  配置打印接口 Syslo g 信息功能 

�z �¨�¶�B�F	å�%�”���F	å�x�X�k�ò logging link-updown �ò	0�N�M�Ù�Á�’�Îož�#�+%²���Ò�ò	€�M�k�V�#	à	¿�k�N�M�1�G�ÿ

���)�Ù�Á�w�J�k	��ï�U�Y�¨�O�ò�V��	0�ñ�N�M link �Ù�Á�R up �J�� down 	��’�Î�k�A�R down �J�� up 	��’�Î�z�F	å  no 

logging link-updown �e�k�Ç�)�V�#	à	¿�k�O�ò�V��	0�	�ñ�’�Î�k
ª�¢
¥��
��©�3�o	�ož 

 

配置举例 

�Ì  配置接口基本属性 

o¬	à	Ì�ê�Ëo­ 

�£ 1-5  

  
  

o¬�F	å�•�co­ �  �1 2 �V
—�Õ�*���A�E	€�M��
g���Nož 

�  �ã�ð	Ë 2 �V
—�Õ�F	å%²�� SVI �M�k�w�F	å	,�c	à�<	� IP �ª�­ož  

�  �¨ 2 �V
—�Õ���ã�ð�F	å�N�M	«�–�K�!��ož 

�  �¨ 2 �V
—�Õ���ã�ð�o	� LinkTrap ��
�ož  �¨2��
�ož1-c - 1 g
/T1 T4 3913 1 41-c - 1 g
/T1 T4 38.002 41-c - 1 g
/T1 T4 36804441-c - 1 g
/T1 T4 312 9 41-c - 1 g
/T1 T4 34( )T41-c - 1 g
/T1 T4 333.54441-c - 1 g
/T1 T4 321 TfT41-c - 1 g
/T1 T4 30.00244

1-c - 1 g
/T1 T4 286.8844

1-c - 1 g
/T1 T4 27407 41-c - 1 g
/T1 T4 261 T4441-c - 1 g
/T1 T4 25
-36T41-c - 1 g
/T1 T4 239-16.41-c - 1 g
/T1 T4 216.38441-c - 1 g
/T1 T4 204.68T41-c - 1 g
/T1 T4 191 T444

1-c - 1 g
/T1 T4 18
-34T41-c - 1 g
/T1 T4 1690 0 4
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�  �M�o
—�Õ�e�k�N�M GigabitEthern 0/1 	��N�M	«�–�›�©�k�y�M�o�ù	�%²
� 

A A# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is administratively down  , line protocol is DOWN     

Hardware is GigabitEthernet, address is 00d0.f865.de9b (bia 00d0.f865.de9b) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Bridge, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  Rxload is 1/255, Txload is 1/255 

  Queue    Transmitted packets     Transmitted bytes       Dropped packets         Dropped 

bytes 

      0                     0                     0                     0                     

0 

      1                     0                     0                     0                     

0 

      2                     0                     0                     0                     

0 

      3                     0                     0                     0                     

0 

      4                     0                     0                     0                     

0 

      5                     0                     0                     0                     

0 

      6                     0                     0                     0                     

0 

      7                     4                   440                     0                     

0 

  Switchport attributes: 

    interface's description:"" 

    lastchange time:0 Day:20 Hour:15 Minute:22 Second 

    Priority is 0 

    admin medium-type is Copper, oper medium-type is Copper    admin duplex mode is AUTO, oper 

duplex is Unknown 

    admin speed is AUTO, oper speed is Unknown 

    flow control admin status is OFF, flow control oper status is Unknown 

    admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Port-type: access 

    Vlan id: 1 

   10 seconds input rate 0 bits/sec, 0 packets/sec 

   10 seconds output rate 0 bits/sec, 0 packets/sec 

    4 packets input, 408 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    4 packets output, 408 bytes, 0 underruns , 0 dropped 

0 output errors, 0 collisions, 0 interface resets 

A# show interfaces vlan 1 

Index(dec):4097 (hex):1001 

VLAN 1 is UP  , line protocol is DOWN     

Hardware is  VLAN, address is 00d0.f822.33af (bia 00d0.f822.33af) 

Interface address is: 192.168.1.1/24 

ARP type: ARPA, ARP Timeout: 3600 seconds 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  Rxload is 0/255, Txload is 0/255 
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B B# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is administratively down  , line protocol is DOWN     

Hardware is GigabitEthernet 

Interface address is: no ip address, address is 00d0.f865.de9b (bia 00d0.f865.de9b) 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Bridge, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  Rxload is 1/255, Txload is 1/255 

  Queue    Transmitted packets     Transmitted bytes       Dropped packets         Dropped 

bytes 

      0                     0                     0                     0                    

0 

      1                     0                     0                     0                     

0 

      2                     0                     0                     0                     

0 

      3                    0                     0                     0                     

0 

      4                     0                     0                     0                     

0 

      5                     0                     0                     0                     

0 

      6                     0                     0                     0                     

0 

      7                     4                   440                     0                     

0 

  Switchport attributes: 

    interface's description:"" 

    lastchange time:0 Day:20 Hour:15 Minute:22 Second 

    Priority is 0 

    admin medium-type is Copper, oper medium-type is Copper 

    admin duplex mode is AUTO, oper duplex is Unknown 

    admin speed is AUTO, oper speed is Unknown 

    flow control admin status is OFF, flow control oper status is Unknown 

    admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Port-type: access 

    Vlan id: 1 

   10 seconds input rate 0 bits/sec, 0 packets/sec 

   10 seconds output rate 0 bits/sec, 0 packets/sec 

    4 packets input, 408 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    4 packets output, 408 bytes, 0 underruns , 0 dropped 

0 output errors, 0 collisions, 0 interface resets 

B# show interfaces vlan 1 

Index(dec):4097 (hex):1001 

VLAN 1 is UP  , line protocol is DOWN     

Hardware is  VLAN, address is 00d0.f822.33af (bia 00d0.f822.33af) 

Interface address is: 192.168.1.2/24 

ARP type: ARPA, ARP Timeout: 3600 seconds 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  Rxload is 0/255, Txload is 0/255 
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常见错误 

�z �—ož 

1.4.2 配置接口属性 

配置效果 

�z �1
—�Õ�*���A�E	€�M�ê	ñ
è	�	€�M��
g���N�y�ƒ�G�*�’ož 

�z �¨
—�Õ���ã�ð
²�…�_	_�N�M�K�Åož 

注意事项 

�z �—ož 

配置方法 

�Ì  配置路由端口 

�z �U�#�F	åož 

�z �U�Y	��9�¬
}�1�N�M
ô�E�����C
è	��M�ž�…	�ož 

�z �F	å�è���C
è	��M�e�1�…
¥�N�M���

g	��8�C�#
‘�â�|ož 

�z �u�4�8�C�A�E�M���F	åož 

o¬�x�X���”o­ n o sw itchp o r t  

o¬�@�ƒ
ª�¢o­ - 

o¬	Þ	.�F	åo­  

o¬�x�X��V”o­  

o¬�…	�g6�bß­ �1�R�At 6 � C 
 è 	 � � M � ô � E � è � � � C � A � E � M � ž 

Ì �置ੀӤ 

�z �U�#�F	åož 

�z 
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�z �F	å	�	€�M�v�O�%�”�J���ž�k�U
��k�–
Ü	€�M�­TÙož 

�z �u�4�Y�ß	à�Ò�ò	€�M���C	ü�`�M���F	åož 

o¬�x�X���”o­ f l ow co n t r ol { au to  | o f f | o n } 

o¬�@�ƒ
ª�¢o­ au to �y
��#�Œ�v�O�O�òož 

o f f �y�¼�{�v�O�O�òož 

o n�y�ø�•�v�O�O�òož 

o¬	Þ	.�F	åo­ 	Þ	.�Õ�Ñ���k�N�M	��v�O%²
"�© off �%�”�k�/�N�M	��v�O��
�	Þ	.�©�¼�{	� 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ - 

�Ì  配置接口自协商因子模式 

�z �U�#�F	åož 

�z �F	å	�	€�M
��#�Œ�œ�ÿ�J���ž�k�U
��k�–
Ü	€�M�­TÙož 

�z �u�4�Y�ß	à�Ò�ò	€�M���C	ü�`�M���F	åož 

o¬�x�X���”o­ n eg o t i at i on mode { on | off } 

o¬�@�ƒ
ª�¢o­ o n�y
��#�Œ�œ�ÿ�%�”�� on �%�”ož  

o f f �y
��#�Œ�œ�ÿ�%�”�� off �%�”ož  

o¬	Þ	.�F	åo­ 	Þ	.�Õ�Ñ���k�N�M	�
��#�Œ�œ�ÿ off �%�”  

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ - 

�Ì  配置接口 MTU 

�z �U�#�F	åož 

�z �U�Y�*��
—	å	€�M	� MTU �Û�O�ò	€�M�ª
•�v�G	��Â�Ý�l�xož 

�z �u�4�Y�ß	à�Ò�ò	€�M�C SVI �M
—	åož 

o¬�x�X���”o­ m t u num 

o¬�@�ƒ
ª�¢o­ num�y64 �l9216  

o¬	Þ	.�F	åo­ 	Þ	.�Õ�Ñ���k�N�M	� MTU �›%²
"�� 1500 ��
-  

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ 
—	å�N�M�ñ�u�4	� MTU�k�/�e
è�C�ƒ�G�B�ã	��Â�Ý�x�†ož	)�ù�Q�u�4
—	å�Ò�ò	€�M�y���m�è�t�M	� AP �M

	� MTUož 

�Ì  配置接口带宽 

�z �U�#�F	åož 

�z %²
"�Õ�Ñ���k�N�M	��k�!�›�y�N�M�u�4	��,�ä�›	,�což 

o¬�x�X���”o­ b an dw idt h kilobits 

o¬�@�ƒ
ª�¢o­ kilobits�y�Y�Y�?	a K �A�Ô���%�y�k
8� �� 1 �ñ 2147483647ož 

o¬	Þ	.�F	åo­ 	Þ	.�Õ�Ñ���k�N�M�k�!�›%²
"�y�N�M	•�º	,���F�k�A�ò�+�9���®�Y�ß	à�Ò�ò	€�M�k
¥�N�M	�	Þ	.�k�!�›��

1000000�k���®�Y�ß	à�Ò�ò	€�M�é�� 10000000 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ - 

 

�Ì  配置接口载波时延 

�z �U�#�F	åož 
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�z �F	å	�
ú�f�ž�•�ž�•
û�x�ž�k�N�M�Ò�ò�Ù�Á�J���ž�k
û�®�–
Ü�#
‘�Ù�Á	��J���k
3�F	å�� 0 	a�ž�k�N�M�Ò�ò�Ù�Á�J��

�é	y�ö�–
Ü�#
‘�Ù�Á�J��ož 

o¬�x�X���”o­ c a r r i e r-delay {[mill i s e c o n d s ] num | up [milli seco n d s] num }  

o¬�@�ƒ
ª�¢o­ num�y�ó
•�Y	a���%�y�k
8�  0�½60 	aož  

milliseconds �y�F	å�Y�D	a���%�y	�
ú�f�•���k
8�  0~60000 �D	aož  

Up �y
—	å
ú�f���y�’�Z DCD �R Down �Ù�Á�ñ Up �Ù�Á	��ž�•�•�žož 

o¬	Þ	.�F	åo­ 	Þ	.�Õ�Ñ���k�N�M	� Carry-delay �›�� 2 	a  

o¬�x�X�%�”o­ �N�M�F	å�%�”
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o¬�x�X�%�”o­ �Ô�Ó�%�” 

o¬�…	��6�-o­ �ò�ç�	���@�ƒ�k�é�ª	P�N�M	��Â�Î�’�Î 

o¬�x�X�J	Po­ SwitchA#show interfaces GigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is DOWN  , line protocol is DOWN     

  Hardware is Broadcom 5464 GigabitEthernet, address is 00d0.f865.de9b (bia 00d0.f865.de9b) 

  Interface address is: no ip address 

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec   

  Ethernet attributes: 

    Last link state

    tidb beration ince Last link state
    riobiqy is   

    dati qupe is ioױ per 

    a` ir be lex #o e is PDP, per be lex is En no r 

    a` ir s ea  is PDP, per s ea  is En no r 
    loW$r^clive iottsol a` ir star s is ! loW$se  iottsol8

    loW$r^clive iottsol per star s is En no r! loW$se  iott8    syo]ᴶ iottsoe soa^cast is   cuat^cast is   En^cast8 n^ ge attributes:     o] qupeױ $tsEn      ative" ]
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Oper Status ���Ž�ÿ�|�Ù�Á 

Trouble Cause 	€�M EEE �Ù�Á�	�3�o	��=�œ 

2�y�ª	P�ñ�Ä�N�M EEE �Ù�Á�’�Îož 

Ruijie#show eee interface status 

Interface EEE     Admin    Oper     Remote   Trouble  

          Support Status   Status   Status   Cause         

--------- ------- -------- -------- -------- -------------------- 

Gi0/1     Yes     Enable   Disable  Disable   Remote Disable      

Gi0/2     Yes     Enable   Disable  Unknown   None           

Gi0/3     Yes     Enable   Enable   Enable    None           

Gi0/4     Yes     Enable   Enable   Enable    None           

Gi0/5     Yes     Enable   Enable   Enable    None           

Gi0/6     Yes     Enable   Enable   Enable    None           

Gi0/7     Yes     Enable   Enable   Enable    None           

Gi0/8     Yes     Enable   Enable   Enable    None           

Gi0/9     Yes     Enable   Enable   Enable    None           

Gi0/10    Yes     Enable   Enable   Enable    None           

配置举例 

�Ì  配置接口属性 

o¬	à	Ì�ê�Ëo­ 

�£ 1-6  

  
  

o¬�F	å�•�co­ �  �¨ Switch A ���F	å GigabitEthernet 0/1 �� Access �%�”�A�E	€�M�k	Þ	. VLAN ID �� 1�k�F	å SVI 1�k

�w�� SVI1 �F	å IP �Y�C�ñ Switch D 	�
è	�ož 

�  �¨ Switch B ���F	å GigabitEthernet 0/1 �y GigabitEthernet 0/2 �� Trunk �%�”�A�E	€�M�k Native VLAN 

ID �� 1�k�w�F	å SVI 1�k�w�� SVI 1 �F	å IP�k�F	å GigabitEthernet 0/3 ��
è	��M�w��
¥	€�M�F	å�P%²

��	à�<	� IPož 

�  �¨ Switch C ���F	å GigabitEthernet 0/1 �� Access �%�”�A�E	€�M�k	Þ	. VLAN ID �� 1�k�F	å SVI 1�k

�w�� SVI 1 �F	å IPož 

�  �¨ Switch D ���F	å GigabitEthernet 0/1 ��
è	�	€�M�k�w��
¥	€�M�F	å IP �Y�C�ñ Switch A 	�
è	�ož
A A# configure terminal 

A(config)# interface GigabitEthernet 0/1 

A(config-if-GigabitEthernet 0/1)# switchport mode access 

A(config-if-GigabitEthernet 0/1)# switchport access vlan 1 

A(config-if-GigabitEthernet 0/1)# exit 

A(config)# interface vlan 1 

A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0 

A(config-if-VLAN 1)# exit 

A(config)# ip route 192.168.2.0 255.255.255.0 VLAN 1 192.168.1.2 

B B# configure terminal 
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B(config)# interface GigabitEthernet 0/1 

B(config-if-GigabitEthernet 0/1)# switchport mode trunk 

B(config-if-GigabitEthernet 0/1)# exit 

B(config)# interface GigabitEthernet 0/2 

B(config-if-GigabitEthernet 0/2)# switchport mode trunk 

B(config-if-GigabitEthernet 0/2)# exit 

B(config)# interface vlan 1 

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0 

B(config-if-VLAN 1)# exit 

B(config)# interface GigabitEthernet 0/3 

B(config-if-GigabitEthernet 0/3)# no switchport 

B(config-if-GigabitEthernet 0/3)# ip address 192.168.2.2 255.255.255.0 

B(config-if-GigabitEthernet 0/3)# exit 

C C# configure terminal 

C(config)# interface GigabitEthernet 0/1 

C(config-if-GigabitEthernet 0/1)# port-group 1 

C(config-if-GigabitEthernet 0/1)# exit 

C(config)# interface aggregateport 1 

C(config-if-AggregatePort 1)# switchport mode access 

C(config-if-AggregatePort 1)# switchport access vlan 1 

C(config-if-AggregatePort 1)# exit 

C(config)# interface vlan 1 

C(config-if-VLAN 1)# ip address 192.168.1.3 255.255.255.0 

C(config-if-VLAN 1)# exit 

D D# configure terminal 

D(config)# interface GigabitEthernet 0/1 

D(config-if-GigabitEthernet 0/1)# no switchport 

D(config-if-GigabitEthernet 0/1)# ip address 192.168.2.1 255.255.255.0 

D(config-if-GigabitEthernet 0/1)# exit 

A(config)# ip route 192.168.1.0 255.255.255.0  GigabitEthernet 0/1 192.168.2.2 
  

o¬���à�•�co­ �¨ Ao•Bo•C o•D �š�V
—�Õ���ã�ð��
g�ò�����à�y 

�  A Ping �¿�	 3 �V
—�Õ	��N�M�k�����$�•�U�Y	,�;
˜�|ož 

�  B �y D �;Ping
��*ož 

�  ���ò�N�M�Ù�Á�©�k�3	Gož 
A A# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de90 (bia 00d0.f865.de90) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Bridge attributes:   

Port-type: access 

    Vlan id: 1 
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  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns , 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

B B# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de91 (bia 00d0.f865.de91) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Bridge attributes: 

    Port-type: trunk 

    Native vlan: 1 

    Allowed vlan lists: 1-4094 

    Active vlan lists: 1 

  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns , 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

C C# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de92 (bia 00d0.f865.de92) 

Interface address is: no ip address 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 



 

 

1-26 
 

�F	å�6�' �N�M

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns , 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

D D# show interfaces gigabitEthernet 0/1 

Index(dec):1 (hex):1 

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de93 (bia 00d0.f865.de93) 

Interface address is: 192.168.2.1/24 

  MTU 1500 bytes, BW 100000 Kbit 

  Encapsulation protocol is Ethernet-II, loopback not set 

  Keepalive interval is 10 sec , set 

  Carrier delay is 2 sec 

  Ethernet attributes: 

    Last link state change time: 2012-12-22 14:00:48 

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds 

    Priority is 0 

    Admin medium-type is Copper, oper medium-type is Copper 

    Admin duplex mode is AUTO, oper duplex is Full 

    Admin speed is AUTO, oper speed is 100M 

    Flow control admin status is OFF, flow control oper status is OFF 

    Admin negotiation mode is OFF, oper negotiation state is ON 

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF 

  Rxload is 1/255, Txload is 1/255 

  10 seconds input rate 0 bits/sec, 0 packets/sec 

  10 seconds output rate 67 bits/sec, 0 packets/sec 

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped 

    Received 0 broadcasts, 0 runts, 0 giants 

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort 

    363 packets output, 82260 bytes, 0 underruns , 0 dropped 

    0 output errors, 0 collisions, 0 interface resets 

常见错误 

�z �—ož 

1.5 监视与维护 

清除各类信息 

 �}�•�•�n�û�¶�Q�/���û clea r 
a	—���¶
Ÿ�Ù���7�‘�ð�o�I�ž�—�ý�!�œ�`�/�n�d  

�•	� �x�X 

�Ž�”�N�M	�	Ï
‹�›ož cl ear coun t er s  [ interface-type interface-number ] 

�N�M	F�^�Ö�yož clear interrf ac e  interface-type interface-number 

查看运行情况 

�Ì  显示接口配置和状态 
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�•	� �x�X 

�ª	P�6���N�M	��¶�B�Ù�Á�y�F	å�’

�Îož 

sh ow interfac es [ interface-type interface-number ] 

�ª	P�N�M	��Ù�Áož sh ow interfac es [ interface-type interface-number ] statu s  

�ª	P�N�M���†�Ù�Áož sh ow interfac es [ interface-type interface-number ] statu s err-disab le 

�ò	0	€�M�e
è�Ù�Á�J���ž�•�y�)�ƒož  sh ow interfac es [ interface-type interface-number ] lin k-state-chan g e st atistics 

�ª	P�U�A�E�N�M�g�³
è	��N�M�h	�

administrative �y operational �Ù�Á�’

�Îož 

sh ow interfac es [ interface-type interface-number ] sw i t chp o r t 

�ª	P�6���N�M	��T���F	å�y�N�M�Ù

�Áož 

sh ow interfac es [ interface-type interface-number ] d escri p tion  
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2 MAC 地址 

2.1 概述 

MAC �ª�­
n
“�£�4�

¥
—�Õ	,��	�
—�Õ	� MAC �ª�­o•�N�M�Z�Y�C�ñ�K	� VLAN IDož 


—�Õ�¨
ô�G���†�ž�*�����†	�	)	� MAC �ª�­�Y�C���†�ñ�K	� VLAN ID 	��’�Î�¨ MAC �ª�­
n���ò��	,�•	�
ô�G
ÿ�ß	€�Mož  

�ÿ�G mac �ª�­ �ò���ñ
ô�G�ß�M�e�<�U�Y�J�H�%�no•	Á�n�ê�z�n	��•�”
ô�G���†ož 

 �‡�3���•�ƒ�N
_�����c�A
_�����0�¶	Ò�������•	8���¦�Ì�������•	8�â�}�‡�3
•
M�í���È�õ�¡�w IGMP Snooping ���"
��
’�x�d  

协议规范 

�z IEEE 802.3�y Carrier sense multiple access with collision detection (CSMA/CD) access method and physical layer 
specifications 

�z IEEE 802.1Q�yVirtual Bridged Local Area Networks 

2.2 典型应用 

 �ª�§†�.�k���ë����ˆ�%�”
ô�z �ª�ô�ª���)="  2 . 1 . 2  
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UserB �v�ñ���†�e�1�›�•���†�*��
—�Õ	�	€�M GigabitEthernet 0/3 �G�� UserA�k�4�ž
—�Õ	� MAC �ª�­
n���]���¨ UserA

	� MAC �ª�­�k�ñ�Y���†
t�Y�%�n	��•�”
ô�G�ñ GigabitEthernet 0/2 	€�M�k�c�ž
—�Õ�1���. UserB 	� MAC �ª�­�k�
�5�â 1

���ñ�	�c	��© UserC �4�ž�N�v�	�ñ UserB �G��	Ë UserA 	����†ož  

�£ 2-3 ���Á�ª�­���.�5�â�8  

o•  

�£ 2-4 
—�ÕMAC �ª�­
n�8  

 

 

�*�� UserA �
 UserB 	�%²�)�A�;��	i�e�k
—�Õ���.�ñ�4 UserA �
 UserB 	��› MAC �ª�­�k�$�e UserA �
 UserB �$�•	���

�†�A�;�é�J	��%�n	��•�”��
g
ô�G�k�4�e UserC �1�	�Ç�N�v�ñ UserA �
 UserB �$�•	��A�;���†ož

功能部署 

�z �8�C�A�E
—�Õ�*�����Á�ª�­���.�k���ë���†�%�n
ô�G�k�×�5�z�n���†�k�×
ù	à	Ì�	�·
}	�
¿
>ož  

2.2.2 MAC 地址变化通知 


—�Õ	� MAC �ª�­�*	=��
��*���
	à	Ì	’�ò�W�•	{�g NMS�h	��#�•��	à	Ì	’�ò�U�ˆ�4	!�O	à	Ì
—�Õ��	��ï�J��	��Ñ�òož  

应用场景 

�£ 2-5 MAC �ª�­�*	=  

 

�ø�• MAC �ª�­�*	=	���
��e�k�¢
—�Õ���.�ñ%²���•	� MAC �ª�­�ê	ï���J%²���]���.�ñ	� MAC �ª�­�ž�k%²���F�¥ MAC �ª

�­�J��	��*	=�’�Î�<�k�D�ÿ�k�w�Y SNMP Trap 	��•�”�1�*	=�’�Î�G��	Ë�6��	� NMS(	à	Ì	’�ò�W�•	{ )ož 

�¢%²�� MAC �ª�­�Í��	��*	=�D�ÿ�k�<�U�Y	=�3%²��	��4 MAC �ª�­�ö
œ	��•	��ï�•�÷�…	�	à	Ì�k�¢%²�� MAC �ª�­�í�”	�

�*	=�D�ÿ�k�é
n	P%²��	��ï�¨�ª�­	ï���ž�•�Ä�Z�Ä�•	����†�G���k�*�o�U�Y
•���4	��ï�]	Æ� �2�…	�	à	Ì�4ož  
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2.4 配置详解 

�F	å�¾ �F	å�•
‘&	,�¼�x�X 

 �¶�*���"�d�����¬�£�N
_�����0�}�d  

mac-address-learn i n g �F	å�¶�B�ê�N�M MAC �ª�­���.
��� �F	å���Á�ª�­  

mac-address-tabl e agin g-time  �F	å���Á�ª�­	ï���ž�• 

 �¶�*���"�d�����^�G�•�•�•�����		î�•�•�� MAC �����0�j�Ç�‘�‚�d  
�F	å�²�Á�ª�­  

mac-address-tabl e static �F	å�²�Á�ª�­ 

 �¶�*���"�d�����¶	Ò�q�3�d  
�F	å���¡�ª�­  

mac-address-tabl e filterin g �F	å���¡�ª�­ 

 �¶�*���"�d�����³�Å�		î�•�•�•�������­�$�d  

mac-address-tabl e notificatio n �F	å�¶�B MAC �ª�­�J���*	=��
� �F	åMAC �ª�­�J���*	=  

sn mp trap mac-notificatio n �F	å�N�M MAC �ª�­�J���*	=��
� 

2.4.1 配置动态地址 

配置效果 

���ë���Á�ª�­���.�k���†�3�o�%�n
ô�Gož 

配置方法 

�Ì  配置全局 M AC 地址学习能力 

�z �U�#�F	åož 

�z �ò�ç�¬
}�¼�{�¶�B MAC �ª�­���.
����k�é�•
¥�ü
g�4�F	å�¾ož 

�z �A�E�Ñ
—�Õ���F	åož 

o¬�x�X���”o­ mac-address-learn i n g { enable  | disab le  } 

o¬�@�ƒ
ª�¢o­ en ab le �y�•�o�¶�B MAC �ª�­���.
��� 

d i sab le �y�¼�{�¶�B MAC �ª�­���.
��� 

o¬	Þ	.�F	åo­ �¶�B�ª�­���.
����•�o 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

 �æ�e MAC �����0�}
Ÿ	O�ì�˜�—�s�d�ò�æ�e MAC �����0�}
Ÿ	O�‘�ž�¨���æ�e�M�¥�)�û MAC �����0�}�"�ò�æ�e MAC
�����0�}
Ÿ	O�—�s�¨�����j�Ç�� MAC �����0�}
Ÿ	O�“�Ò�d  

�Ì  配置接口 M AC 地址学习能力 

�z �U�#�F	åožož 

�z �ò�ç�¬
}�¼�{�N�M MAC �ª�­���.
����k�é�•
¥�ü
g�4�F	å�¾ož 

�z �A�E�Ñ
—�Õ���F	åož 

o¬�x�X���”o­ mac-address-learn i n g  

o¬�@�ƒ
ª�¢o­ - 

o¬	Þ	.�F	åo­ �ª�­���.
����•�o 

o¬�x�X�%�”o­ �N�M�%�” 
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o¬�…	��6�-o­ �N�M�·�À�©�8�C�N�M�k���,�A�E�Mo•AP �Mož 

 MAC �����0�}
Ÿ	O�ì�˜�—�s���"�´�j�Ç�h���"	t DOT1X�� IP SOURCE GUARD �^�G���j�Ç���æ�_
Ÿ���j�Ç���0�}

Ÿ	O�â
Ÿ�—�s�"
½�‚���‘�ž�j�Ç�0�}
Ÿ	O���j�Ç�â
Ÿ�—�s���&�Å�%�_
Ÿ�d  

�Ì  配置动态地址老化时间 

�z �U�#�F	åož 

�z �ò�ç�¬
}�“�w���Á�ª�­	ï���ž�•�k�é�•
¥�ü
g�4�F	å�¾ož 

�z �A�E�Ñ
—�Õ���F	åož 

o¬�x�X���”o­ mac-address-tabl e agin g-time value  

o¬�@�ƒ
ª�¢o­ value�y	ï���ž�•ož�H�›
8� { 0 | 10 �l1000000 } �k	Þ	.�› 300 	aož 

o¬	Þ	.�F	åo­ 	Þ	.�›�© 300 	a 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �¢
—	å
¥�›�� 0 �ž�k�ª�­	ï����
��1
t�¼�{�k���.�ñ	��ª�­�1�	�k
t	ï��ož 

 �����¶���¬�•	��$�¨�·�V�0�•�G���É�}�¢�G�*�����ì�â�V�1�¶�•�G���� 2 �•�d  

检验方法 

�z ���ò
—�Õ�©�k
��3�o���.���Á�ª�­ož 

�z �*�� sh ow mac-addres s-tab l e dynami c �x�X�ò	0���Á�ª�­�’�Îož 

�z �*�� sh ow mac-addres s-tab l e agin g-time �x�X�ò	0���Á�ª�­	ï���ž�•ož 

o¬�x�X���”o­ sh ow mac-address-tabl e dyn amic [ ad d ress mac-address ] [ in terface interface-id ] [ vl an vlan-id ] 

o¬�@�ƒ
ª�¢o­ ad d ress mac-address�y�ò	0
—�Õ���Ô�����Á MAC �ª�­�’�Îož 

in terface interface-id�y�6��	��Ò�ò�N�M�ê�© Aggregate Portož 

vl an vlan-id�y�ò	0�Ô��	� VLAN ��	����Á�ª�­ož 

o¬�x�X�%�”o­ �Ô�Ó�%�”�k�¶�B�%�”�k�N�M�%�” 

o¬�…	��6�-o­ - 

o¬�x�X�J	Po­ Ruijie# show mac-address-table dynamic 

Vlan     MAC Address       Type     Interface 

----    ------------ ------    ------------------ 

1     0000.0000.0001    DYNAMIC  GigabitEthernet 1/1 

1     0001.960c.a740      DYNAMIC  GigabitEthernet 1/1 

1     0007.95c7.dff9      DYNAMIC  GigabitEthernet 1/1 

1     0007.95cf.eee0      DYNAMIC  GigabitEthernet 1/1 

1     0007.95cf.f41f      DYNAMIC  GigabitEthernet 1/1 

1     0009.b715.d400      DYNAMIC  GigabitEthernet 1/1 

1     0050.bade.63c4      DYNAMIC  GigabitEthernet 1/1 

���<
†�K�y 

���< 
ª�¢ 

Vlan MAC �ª�­�ñ�¨	� VLAN 

MAC Address MAC �ª�­ 
Type MAC �ª�­	•�º  

Interface MAC �ª�­�ñ�¨	��N�M  
 

o¬�x�X���”o­ sh ow mac-address-tabl e agin g-time  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �Ô�Ó�%�”�k�¶�B�%�”�k�N�M�%�” 

o¬�…	��6�-o­ - 
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o¬�x�X�J	Po­ Ruijie# show mac-address-table aging-time 

Aging time    : 300 

配置举例 

�Ì  配置动态地址 

o¬	à	Ì�ê�Ëo­ 

�£ 2-6 

 
  

o¬�F	å�•�co­ �  �ø�•�N�M MAC �ª�­���.
��� 

�  �F	å���Á�ª�­	ï���ž�•�� 180 	a 

�  �í�”�N�M GigabitEthernet 0/1 �� VLAN 1 ��	��ñ�Ä���Á�ª�­ 
 Ruijie# configure terminal 

Ruijie(config-if-GigabitEthernet 0/1)# mac-address-learning 

Ruijie(config-if-GigabitEthernet 0/1)# exit 

Ruijie(config)# mac aging-time 180 

Ruijie# clear mac-address-table dynamic interface GigabitEthernet 0/1 vlan 1 
  

o¬���à�•�co­ �  �ò	0�N�M MAC �ª�­���.
��� 

�  �ò
¤���Á�ª�­	ï���ž�• 

�  �ò	0�N�M GigabitEthernet 0/1 �� VLAN 1 ��	��ñ�Ä���Á�ª�­ 
 Ruijie# show mac-address-learning  

GigabitEthernet 0/1      learning ability: enable 

Ruijie# show mac aging-time  

Aging time    : 180 seconds 

Ruijie# show mac-address-table dynamic interface GigabitEthernet 0/1 vlan 1  

Vlan          MAC Address           Type      Interface 

----------  -------------------- -------- ------------------- 

1    00d0.f800.1001    STATIC   GigabitEthernet 1/1 

常见错误 

�F	å�N�M�ª�­���.
����ž�k�N�M�Z�Ä�¯�F	å�è�8�C�N�M�k���,�A�E�Mo•AP �Mož 

2.4.2 配置静态地址 

配置效果 

�z �F	å�²�Á�ª�­�k	Ç��
—�Õ���N	�	à	Ì
—�Õ	� MAC �ª�­�
	€�M�¼	©ož 

配置方法 

�Ì  配置静态地址 

�z �U�#�F	åožož 

�z �ò�ç�¬
}	Ç��
—�Õ���N	�	à	Ì
—�Õ	� MAC �ª�­�
	€�M�¼	©�k�é�•
¥�ü
g�4�F	å�¾ož 

�z �A�E�Ñ
—�Õ���F	åož 

o¬�x�X���”o­ mac-address-tabl e static
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in terface interface-id�y�6��	��Ò�ò�N�M�ê�© Aggregate Portož 

o¬	Þ	.�F	åo­ 	Þ	.�Z�Ä
—	å�`�~�²�Á�ª�­ 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �¢
—�Õ�¨ vlan-id �6��	� VLAN ���N�v�ñ�Y mac- address ��	)	��ª�­	����†�ž�k�������†�1
t
ô�G�ñ

interface-id �ñ�6��	��N�M��ož 

检验方法 

�z �*���x�X sh ow mac-addre ss-tabl e static �ª	P�²�Á�ª�­�’�Î�©�k�3	Gož 

o¬�x�X���”o­ sh ow mac-address-tabl e static [ ad d ress mac-address ] [ in terface interface-id ] [ vl an vlan-id ] 

o¬�@�ƒ
ª�¢o­ ad d ress mac-address�y�ò	0
—�Õ���Ô���²�Á MAC �ª�­�’�Îož 

in terface interface-id�y�6��	��Ò�ò�N�M�ê�© Aggregate Portož 

vl an vlan-id�y�ò	0�Ô��	� VLAN ��	��²�Á�ª�­ož 

o¬�x�X�%�”o­ �Ô�Ó�%�”�k�¶�B�%�”�k�N�M�%�” 

o¬�…	��6�-o­ - 

o¬�x�X�J	Po­ Ruijie#show mac-address-table static 

Vlan    MAC Address    Type     Interface 

-----  -------------------  ------------------ 

1    00d0.f800.1001    STATIC   GigabitEthernet 1/1 

1    00d0.f800.1002    STATIC   GigabitEthernet 1/1 

1    00d0.f800.1003    STATIC   GigabitEthernet 1/1 

配置举例 

�Ì  配置静态地址 

�Î�†	� MAC �ª�­�c VLANo•�N�M�+�•�¼	©�ò��
n�ñ	P�y 


…
) MAC �ª�­ VLAN ID �N�M ID 

Web �Æ���˜ 00d0.3232.0001 VLAN2 Gi0/10 

�’�Î�Æ���˜ 00d0.3232.0002 VLAN2 Gi0/11 

	à	Ì	’�ò�t 00d0.3232.1000 VLAN2 Gi0/12 

 

o¬	à	Ì�ê�Ëo­ 

�£ 2-7 

 
  

o¬�F	å�•�co­ �  �6��
n�¾�+�•	�	)	� MAC �ª�­�g Mac-address�h 

�  �6��
¥�ª�­�ñ�K	� VLAN�gvlan-id�h 

�  �N�M ID�gInterface-id �h 
A A# configure terminal 

A(config)# mac-address-table static 00d0.f800.3232.0001 vlan 2 interface gigabitEthernet 0/10

A(config)# mac-address-table static 00d0.f800.3232.0002 vlan 2 interface gigabitEthernet 0/11

A(config)# mac-address-table static 00d0.f800.3232.1000 vlan 2 interface gigabitEthernet 0/12
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o¬���à�•�co­ �¨�A�E�Ñ���ò	0�F	å	��²�Á MAC �ª�­ 
A A# show mac-address-table static 

Vl

A P 1  T f 
 (  ) T j 
 / T T 2 3 0 0 5 6 3  9  8 f 
 - 0 . 0 1 5 5  4 D 6 F 9 E . 5 0 7  - 1 . 3 6 7  T d 
 ( A  ) T m 
 3 7 1 f 
 4 . 4 4  - 0 . 0 0 7  F A C 0 7 1 0 0 5 6 1 2 0 0 2  T c 2 0  0  9  6 0 0 9 8  3  r e 
 f 
 B . 4 9 3  1  T f 
 (  ) 2 j 
 / T T 2 3 0 0 5 6 3 . 0 f 
 - 0 . 0 1 5 5 B 1 5 2 9 B 4 0 A D A 0 8 8 2  - 1 9  - 1 C A C

� ¬ � p � a � � ­  
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Maximum History Size MAC �ª�­�*�s�7�W
“�£
n	��Â�Ý
n�¾���ƒ 

Current History Size �¢�ù
“�£�Ú	)�ƒ  

配置举例 

o¬	à	Ì�ê�Ëo­ 

�£ 2-8 

 
�£���î�c���Ä�B	à	Ì	P�Þ�£ož��	û	��ï�*�� Gi0/2 �M���N�ñ�A�E�Ñož 

���4�Ž�9	’�ò�t�+��	û	��ï�…	�	à	Ì�Õ�Ñ�’�Î	��K�O�k�e�È�*���F	å���ñ�Y��	)	��y 

�  �¢�A�E�Ñ��	û	��ï	��N�M���.�ñ%²���•	� MAC �ª�­�ê	ï���J%²���]���.�ñ	��ª�­�ž�k�1�ª�­�J���’

�Î
“�£�ñ MAC �ª�­�*	=�7�W
“�£
n���k�ˆ	’�ò�t�4
†�Â��	� MAC �ª�­�J���’�Îož 

�  �c�ž�k�A�E�Ñ
��1 MAC �ª�­�J���*	=�Y SNMP Trap 	��•�”�1�*	=�’�Î�G��	Ë�6��	� NMS(	à	Ì	’

�ò�W�•	{) 

�  �¢�A�E�Ñ��	û	��ï
û�Ú�ž�k
��@�O�9�²	?�ž�•�Ä�D�ÿ�Ý�O	� MAC �ª�­�J���’�Î�k�×
ù	à	Ì	�
¿��ož
  

o¬�F	å�•�co­ �  �ø�•�A�E�Ñ�¶�B MAC �ª�­�*	=�•�¼�k�¨ Gi0/2 �N�M���F	å MAC �ª�­�*	=��
�ož 

�  �F	å NMS ���Ñ�ª�­�k�…
��A�E�Ñ�����G�� SNMP Trap �*	=ož�A�E�Ñ�ñ NMS�g	à	Ì	’�ò�W�•	{�h	�


è	��U��ož 

�  
—	å�A�E�Ñ�G�� MAC �ª�­�*	=	��ž�•�•�œ�� 300 	a�g�ó
•�ž�•�•�œ�� 1 	a�hož 
A Ruijie# configure terminal 

Ruijie(config)# mac-address-table notification 

Ruijie(config)# interface gigabitEthernet 0/2 

Ruijie(config-if-GigabitEthernet 0/2)# snmp trap mac-notification added 

Ruijie(config-if-GigabitEthernet 0/2)# snmp trap mac-notification removed 

Ruijie(config-if-GigabitEthernet 0/2)# exit 

Ruijie(config)# snmp-server host 192.168.1.10 traps version 2c comefrom2 

Ruijie(config)# snmp-server enable traps 

Ruijie(config)# mac-address-table notification interval 300 

  

o¬���à�•�co­ �  �ò	0 MAC �ª�­�*	=��
�	��¶�B�F	å�’�Îož 

�  �ò	0�N�M	� MAC �ª�­�J���*	=	��…
��Ù�Ñož 

�  �ò	0�N�M MAC �ª�­
n�k�w�…	��…	� clea r mac-addre ss-tabl e dynamic �x�X�%�'���Á�ª�­	�	ï��ož

�  �ò	0 MAC �ª�­�*	=��
�	��¶�B�F	å�’�Îož 

�  �ò	0 MAC �ª�­�J���*	=�’�Î	��7�W
“�£
nož 
A Ruijie# show mac-address-table notification  

MAC Notification Feature : Enabled 

Interval(Sec): 300 

Maximum History Size : 50 

Current History Size : 0 

Ruijie# show mac-address-table notification interface GigabitEthernet 0/2 
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Interface               MAC Added Trap     MAC Removed Trap 

-----------             --------------     -------------- 

GigabitEthernet 0/2    Enabled            Enabled  

Ruijie# show mac-address-table interface GigabitEthernet 0/2 

Vlan        MAC Address          Type     Interface 

----------  -------------------- -------- ------------------- 

   1        00d0.3232.0001       DYNAMIC  GigabitEthernet 0/2   

Ruijie# show mac-address-table notification  

MAC Notification Feature : Enabled 

Interval(Sec): 300                 

Maximum History Size : 50   

Current History Size : 1   

Ruijie# show mac-address-table notification history 

History Index : 0 

Entry Timestamp: 221683 

MAC Changed Message : 

Operation:DEL Vlan:1 MAC Addr: 00d0.3232.0003 GigabitEthernet 0/2   

常见错误 

�—ož 

2.5 监视与维护 

清除各类信息 

�—ož

�—ož�—ož
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3 Aggregate Port 



 

3-2 

�F	å�6�'  Aggregate Port

 o¬�h�Ko­ -
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�F	å�6�' Aggregate Port

 LACP �N�T�j�Ç�j�æ�
�	���j�Ç���h�í�ë�ÿ�Ü�ý�!
½�j�æ�¦
•���c
P�j�Ç�™�M�¥�)�û LACP �j�æ�^�G�d  

 �¸�<�s���,���N�T�Ç�¦�&�g�à
Ü�{ AP �_
Ÿ���j�Ç�â
Ÿ�Ü�j�Ç�¦�&�A
_ AP �g�à LACP AP���g�à�¶�A
_ AP �g�à LACP 
AP �/
Ü�{�d  

�Ì  AP 容量模式 

	��9	©	Ï���È	��è�t�M�ƒ�O�Ä�’�ò�k	©	Ï�È�u�4�è�t�M�ƒ
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3.3.1 链路聚合 

工作原理 

AP �e
è	ü�`�•�”�ã����	_�k%²	_�©�*���ô�W�F	å�k�/�²�Á AP�z�P%²	_�©�*�� LACP �#
‘���Á	ü�`ož 

�z �²�Á AP 

�²�Á AP ���ë	•�%�k	��ï�Q
}�1�6��	��Ò�ò	€�M�*���F	å�x�X���µ�ñ�c%²��	ü�`	Á AP ���k�<�U�Y���ë�Ú�Ú�Ò�ò�e
è	�	ü�`ož

�è�t	€�M%²�š���µ	ü�`	Á�e�k�/�U�@�
 AP 	ü�`	Á	��ƒ�G�v�G��
��k�w�@�
	ü�`	Á	��v�O�®
kož 

�z ���Á
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�z �› MAC �ê	)	� MAC �ª�­ 

�z �› MAC+	)	� MAC �ª�­ 

�z �› IP
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ag g reg atep o rt memb er lin ktrap �ø�•�G�� AP �è�t�M LinkTrap �*�s��
�ož 

 �¶�*���"�d�������G�ò�•�j�æ	]	¾��	 	h�ˆ�ù
f�´�d  

ag g reg atep o rt load-balan ce 
—	å AP 	��¶�B�ê�%�� AP �M�v�O�u
k	‘�což 
�F	å�v�O�u
k�%�”  

 

3.4.1 AP 

配置效果 

�z �*���ô�W�•�� AP �M�è�t�k�1�Ú���Ò�ò	€�M	Ç���k�Y���ë�e
è	ü�`ož 

�z 	ü�`�e	��.
þ�e
è�k�!�©�è�t�e
è�k�!	��È�yož 

�z �¢ AP ��	�%²�Ú�è�t�e
è�•�•�ž�k	©	Ï�k�1
¥�è�t�e
è	��v�O
����ª�ã�F�ñ AP ��	��¿�	�Ä�|�è�t�e
è��ož 

注意事项 

�z �Q�Ä�Ò�ò	€�M�õ�ª
•���µ AP �Mož 

�z �	�c�P
Å	•�º�ê	ñ�	�c	€�M	•�º	��N�M�	�ª
•���µ�c%²�� AP �Mož 

�z �8�C	€�M�Q
����µ�8�C AP�k���C	€�M�Q
����µ���C AP�z���m�è�t�M	� AP �M�	�ª
•�w�J�8�C/ ���C�K�Åož 

�z %²��	€�M���µ AP�k	€�M	��K�Å�1
t AP 	��K�Å�ñ�H�Wož 

�z %²��	€�M�R AP ���í�”�k�é	€�M	��K�Å�1�Ê�Ö�����µ AP �ù	��K�Åož  

 �ò�¢�Q�j�Ç�¦�& AP �
�����j�Ç���ë�ÿ�Ü�Ý�� AP �Ç���ë�ÿ��
N�»�¢�N�Æ�ã�•�â�m���} AP �N�T�Ç�h�)�û���"���g�à�Ü
���"�æ�_�“�Ò�þ AP �N�T�Ç�h�d�ì�¢�Ô�r�ô��
a	—�g�à�_
Ÿ���" shutdown �ä no shutdown ���"
a	—�	���ã�Ô���ö�¶
�»���[�} AP �N�T�Ç�h���"���¯���"
Ÿ�“�Ò�d
N�»�����}�°�� AP �N�T�Ç���¨�	�����‘�T�l�n
˜���_
Ÿ�‘�Ð�ÿ�ò�G�¾�î
���[�æ�_�} AP �N�T�Ç�h�“�Ò���É�)�û�þ�ò���"�d  
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o¬�@�ƒ
ª�¢o­ p o r t-group ap-number: AP �N�M	Ú�Z 

o¬	Þ	.�F	åo­ �Y�ß	à	€�M�	�K�9�`�~�²�Á AP 	��è�t�M 

o¬�x�X�%�”o­ �Y�ß	à�N�M�F	å�%�” 

o¬�…	��6�-o­ �¨�N�M�%�”���k	��ï�U�Y�*�� p o r t-group �F	å�x�X�g AP �M���•���è�t�Mož�¨�N�M�F	å�%�”���…	� n o 

port-group �x�X�1�4�è�t�M���ß APož 

 ���l��	]	¾�j�æ�_
Ÿ�þ�(���}	]	¾	f�j���•�•�h���‘�s�K���"�A
_ AP �N�T�Ç�d  

 �Ü�T
¹�j�Ç�¦�&
v�Q AP �Ç�
�� �ò���j�Ç�|�±�¶ AP �Ç
Ü�{�¨���T
¹�j�Ç�h���P�•�­�‘�����"�¶
Ÿ�V�K�����ì�˜�����"�d
�â
½�_
Ÿ�s AP �Ç���N�T���P�����"���‰	8�º�´��
N�â
½���Ù�®�Ù�Ð�}�j�Ç�¶ AP �Ç
Ü�{�
���ë���¡�É�ò�
�j�Ç�����"�d  

 AP �N�T�j�Ç�¶ AP �Ç
Ü�{�­�N�T
¹�j�Ç�
�����j�Ç�V�„ sh u t d ow n �»�½���{�£�,	¾�	�9
•���������‘�}�ò�

é�J�M�Ó
�(�
�
�|�}���Ç
f�´�•���û n o shutd ow n 
a	—�7�í�°
Ÿ�����Ç�d  

 ���l��	]	¾�j�æ�_
Ÿ�þ�(���}	]	¾	f�j���•�•�h���‘�s�K���" FC �A
_ AP �N�T�Ç�d  

�Ì  二层 AP 与三层 AP 的转化 

�z ѝ�U�#�F	åož 

�z �ò�ç�¬
}�o	� AP �M	����C
è	�	ˆ��
��k�A�ò�¬
}�¨ AP �M���F	å IP �ª�­�k�ê	ñ�F	å�²�Á
è	�
n�¾	ˆ�k�¬
}�¯�1�8�C

AP �M
ô�������C AP �M�k�Ç�¨���C AP �M���o	�
è	�	ˆ��
�ož 

�z 
¥��
��U�¨���C�A�E�Ñ�ê	ñ�—	¿ AC 	ˆ�u�4�8o•���C��
��y AP ��
�	�
—�Õ���F	åož 

o¬�x�X���”o­ n o sw itchp o r t  

o¬�@�ƒ
ª�¢o­ - 

o¬	Þ	.�F	åo­ �¨�u�4�8o•���C��
��y�N�M�8o•���C
ô�E��
�	�
—�Õ���kAP �M	Þ	.���8�C�Mož 

o¬�x�X�%�”o­ AP �N�M�F	å�%�” 

o¬�…	��6�-o­ L3 AP �©���C
—�Õ�õ�u�4	���
��k�ñ�Ä�8�C
—�Õ�®�	�u�4ož 

 �s���8�
�•�•���"�´���•�•�â���[�•�
�_
Ÿ�� AP �Ç�„�—�Ù�¨���•�¾�¢�Q�8�
 AP �Ç���î�• AP �Ç�„�—�Ù�¨�¾�¢�Q�•�

AP �Ç�d  

�Ì  创建以太网 AP 子接口 

�z �U�#�F	åož 

�z �ò�ç
—�Õ�u�4�F	å�ÿ�N�M	���
��k�é�-�c�ž�u�4�¨ AP �M���*�� in terface aggreg at e p o rt sub-ap-number �ë�•	,�•	�

�ÿ�N�Mož 

�z 
¥��
��U�¨���C�A�E�Ñ	ˆ�u�4���C��
��y AP ��
�	�
—�Õ���F	åož 

o¬�x�X���”o­ in terface aggr eg atep o rt sub-ap-number 

o¬�@�ƒ
ª�¢o­ sub-ap-number: AP �ÿ�N�M	Ú�Z 

o¬	Þ	.�F	åo­ 	Þ	. AP �M�Z�Ä�`�~�ÿ�N�Mož 

o¬�x�X�%�”o­ AP �N�M�F	å�%�” 

o¬�…	��6�-o­ �¨�u�4�8o•���C��
��y�N�M�8o•���C
ô�E��
�	�
—�Õ���k AP �M���N�M�¬
}�¯
ô�E�����C�M�k�õ�ª
•
¥ AP

�M���N�M�ë�•�ÿ�N�Mož 

检验方法 

�z �*�� s h ow runn i n g �x�X�ò	0	,�•	��F	åož 

�z �*�� sh ow aggreg atep o rt summar y �x�X�ò	0 AP �M�F	å�Õ�Ñož 

o¬�x�X���”o­ sh ow aggreg atep o rt aggregate-port-number[ lo ad-balan ce | summar y ] 

o¬�@�ƒ
ª�¢o­ aggregate-port-number：AP �N�M�Z 

lo ad-balan ce：�ª	P AP 	��v�O�u
k	‘�c 
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summa r y ：�ª	P AP ��	��?�Ú�e
è	��d
}�’�Î 

o¬�x�X�%�”o­ �_�%�”�®�U�ü
g 

o¬�…	��6�-o­ �ò�ç�Z�Ä�6�� AP �N�M�Z�k�é�ñ�Ä AP 	��’�Î�1
t�ª	P�ß�Û 

o¬�x�X�J	Po­ Ruijie# show aggregateport 1 summary 

AggregatePort MaxPorts SwitchPort Mode    Load balance                 Ports 

-------------  --------------- ---------- ------  ---------------------------- 

------------------------ 

Ag18        Enabled  ACCESSdst-macGi0/2 

配置举例 

�Ì  配置以太网静态 AP 

o¬	à	Ì�ê�Ëo­ 

�£ 3-3 

 
  

o¬�F	å�•�co­ �  �1 SwitchA ��	�	€�M GigabitEthernet 1/1 �y GigabitEthernet 1/2 ���µ�ñ�²�Á AP 3 ��ož  

�  �1 SwitchB ��	�	€�M GigabitEthernet 2/1 �y GigabitEthernet 2/2 ���µ�ñ�²�Á AP 3 ��ož  
Sw it ch A SwitchA#configure terminal 

SwitchA(config)#interface range GigabitEthernet 1/1-2 

SwitchA(config-if-range)# port-group 3 

Sw it ch B SwitchB#configure terminal 

SwitchB(config)#interface range GigabitEthernet 2/1-2 

SwitchB(config-if-range)# port-group 3 
  

o¬���à�•�co­ �  �*�� sh ow aggreg atep o rt summar y �ò	0 AP �M�y�è�t�M	��+�•�¼	©�©�k�3	Gož 
Sw it ch A SwitchA#show aggregateport summary  

AggregatePort MaxPorts SwitchPort Mode   Ports                               

------------- -------- ---------- ------ ----------------------------------- 

Ag3           8        Enabled    ACCESS Gi1/1,Gi1/2 
Sw it ch B SwitchB#show aggregateport summary  

AggregatePort MaxPorts SwitchPort Mode   Ports                               

------------- -------- ---------- ------ ----------------------------------- 

Ag3           8        Enabled    ACCESS Gi2/1,Gi2/2 

常见错误 

- 

3.4.2 配置LACP 

配置效果 

�z 	,��
—�Õ�ÿ�G LACP 
��#�Œ�k���Á	ü�`�e
èož 

�z 	ü�`�e	��.
þ�e
è�k�!�©�è�t�e
è�k�!	��È�yož 

�z �¢ AP ��	�%²�Ú�è�t�e
è�•�•�ž�k	©	Ï�k�1
¥�è�t�e
è	��v�O
����ª�ã�F�ñ AP ��	��¿�	�Ä�|�è�t�e
è��ož 

�z �x
Ý�ž�%�”�ž�k�e
è�{�ž�e 90 	a�õ
��ß	=�ñ�z�F	å	?
Ý�ž�%�”�ž�k3 	a�U�<
��ß	=�ñož 

注意事项 
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�z �1�¯�*	€�M���µ�î�� LACP AP �M�e�k�¢
¥	€�M�Ç�)�R LACP AP �M���ß�ž�k�¯�*	€�M��	��=�¯	,�¼	��F	å�U
��k�Ê�Ö

��	Þ	.	��F	åož�	�c��
��+ LACP AP �M	��è�t	��=�Ä�F	å	��Ô�ò�•�”�Ä�ñ�	�c�k�œ�4�•
‘�¨	€�M�R LACP AP �M���ß

�e�k�•�ò	0�w	G
•	€�M	��F	åož 

�z �w�J LACP 	�	©	Ï�i�¯	´�U
��–
Ü LACP 	��è�t	€�M�ß�ë
†	ü�`�Ç	ü�`�ë
»ož 

�z �w�J LACP �è�t�M	�	€�M�i�¯	´�U
��–
Ü
¥ LACP �è�t�M�+�•	�	ü�`	Á�ñ�Ä	€�M�ß�ë
†	ü�`�Ç	ü�`�ë
»ož 

配置方法 

�Ì  配置 L ACP 成员口 

�z �·�À�F	åož 

�z �1�6��	��Ò�ò	€�M�F	å�� LACP �è�t�Mož�¨�u�4 LACP ��
�	�
—�Õ���F	åož�…	� LACP ��
��ž�¬
}�F	å�+�•	� LACP

�è�t�Mož 

o¬�x�X���”o­ p o r t-group key-number m o d e { acti ve | pass i ve } 

o¬�@�ƒ
ª�¢o­ Key-number :��	ü�`	Á	�	’�ò key�kKey-number �H�›
8� �ÿ�G�	�c�D�}�u�4	�	ü�`	Á�ƒ�O�	�c	ò�J�k��

�� Key-number �›�<�©�+�•	� LACP AP �M	�	€�M�Zož 

acti ve:
n	P	€�M�Y�����%�”���µ���Á	ü�`	Á 

p assi ve:�%�”
n	P	€�M�Y
t���%�”���µ	ü�`	Á 

o¬	Þ	.�F	åo­ �Ò�ò	€�M�	�K�9�`�~ LACP 	��è�t�M 

o¬�x�X�%�”o­ �Ò�ò�N�M�F	å�%�” 

o¬�…	��6�-o­ �¨�N�M�%�”���k	��ï�U�Y�*�����µ	��F	å�x�X�g LACP AP �M���•���è�t�Mož 

 ���l�� LACP �_
Ÿ�þ�(���}	]	¾	f�j���•�•�h���‘�s�K���" LACP �N�T�Ç�d  

 

�Ì  LACP ִἼ  

�z ѝ�U�#�F	åož 

�z �¨�¬
}
²�…
¥
—�Õ	©	Ï ID �i�¯	´�ž��
g�F	å�k�F	å�›
Þ�4�k	©	Ï ID �i�¯	´
Þ�ä�k	©	Ï ID �i�¯	´�ä	�
—�Õ�i�¯�#�+	ü

�`	€�Mož 

�z �U�¨�u�4 LACP ��
�	�
—�Õ���F	å
¥��
�ož 

o¬�x�X���”o­ lacp syste m-prio rity system-priority 

o¬�@�ƒ
ª�¢o­ system-priority�yLACP 	©	Ï	��i�¯	´�k�U�#
8� �� 0-65535�k�ó
•�i�¯	´�� 32768ož 

o¬	Þ	.�F	åo­ LACP 	�	©	Ï�i�¯	´�� 32768   �Ò�ò�N�M�F	å�%�” 

o¬�…	��6 LACP
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o¬�x�X�%�”o­ �Ò�ò�N�M�F	å�%�” 

o¬�…	��6�-o­ �¨�¶�B�%�”���k	��ï�U�Y�*�����µ	��F	å�x�X�F	å LACP 	�	©	Ï�i�¯	´ož�¨�N�M�F	å�%�”���…	� n o lacp 

port-priori t y �x�X�1 LACP 	�	©	Ï�i�¯	´�Ê�Ö�ñ	Þ	.�›ož 

�Ì  LACP  

�z �U�#�F	åož 

�z �¨�¬
}�¾���ž�ß	=�e
è�{�ž	��«�°���k�¬
}�F	å�è	?
Ý�ž�%�”ož�F	å	?
Ý�ž�%�”�ž�k	€�M 3 	a�v��
Ý�ž�k�x
Ý�ž�%�”�k

	€�M 90 	a�v��
Ý�žož 

�z �U�¨�u�4 LACP ��
�	�
—�Õ���F	å
¥��
��k�A�ò�A�E�Ñ�D�}	ˆož 

o¬�x�X���”o­ l a c p short-timeou t  

o¬�@�ƒ
ª�¢o­ - 

o¬	Þ	.�F	åo­ LACP �è�t�M	�	€�M
Ý�ž�%�”���x
Ý�ž 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �N�¨�Ò�ò�M���u�4ož 

�¨�N�M�F	å�%�”���…	� n o lacp short-timeo u t �x�X�1 LACP 
Ý�ž�%�”�Ê�Ö��	Þ	.�›ož 

检验方法 

�z �*�� s h ow runn i n g �x�X�ò	0	,�•	��F	åož 

�z �*�� sh ow lacp summar y �x�X�ò	0 LACP �e
è�Ù�Áož 

o¬�x�X���”o­ sh ow lacp summa r y [ key-number] 

o¬�@�ƒ
ª�¢o­ key-name�y�6��	� LACP AP �N�M�Z 

o¬�x�X�%�”o­ �_�%�”�®�U�ü
g 

o¬�…	��6�-o­ �ò�ç�Z�Ä�6�� key-number�k�é�ñ�Ä LACP AP 	��e
è	ü�`�Ù�Á�’�Î�1
t�ª	P�ß�Ûož 

o¬�x�X�J	Po­ Ruijie(config)#show

System Id:32768, 0..8fb...
F 
F 
Aode.

Agrege pt :

Lal frmatin:

LACN

Pe 

------------------------------------------------------------------- 

Gi/1SAbndl960x0x0x3d

Gi/2SAbndl960x0x0x3d

Gi/3SAbndl960x0x0x3d

Ptner infmin:

ort

Ptate

-------------------------------------------------------------------- 

Gi0/1 SA 640 0.d..f0...0.1 x3 x1 0x3d

Gi0/2 SA 640 0.d..f0...0.1 x3 x2 0x3d

Gi0/3 SA 640 0.d..f0...0.1 x3 x3 0xd

 

配⦴举例 

�Ì  配⦴ L AC P 
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o¬	à	Ì�ê�Ëo­ 

�£ 3-4 

 
  

o¬�F	å�•�co­ �  �¨ SwitchA ��
—	å LACP 	©	Ï�i�¯	´�� 4096ož 

�  �¨ SwitchA ��	�	€�M GigabitEthernet1/1 �y GigabitEthernet1/2 ���o	����Á�e
è	ü�`�#
‘�k�1�¿���µ

�ñ LACP 3 ��ož  

�  �¨ SwitchB ��
—	å LACP 	©	Ï�i�¯	´�� 61440ož 

�  �¨ SwitchB ��	�	€�M GigabitEthernet2/1 �y GigabitEthernet2/2 �o	����Á�e
è	ü�`�#
‘�k�1�¿���µ�ñ

LACP 3 ��ož 
Sw it ch A SwitchA# configure terminal 

SwitchA(config)# lacp system-priority 4096 

SwitchA(config)#interface range GigabitEthernet 1/1-2 

SwitchA(config-if-range)# port-group 3 mode active 

SwitchA(config-if-range)# end 

Sw it ch B SwitchB# configure terminal 

SwitchB(config)# lacp system-priority 61440 

SwitchB(config)#interface range GigabitEthernet 2/1-2 

SwitchB(config-if-range)# port-group 3 mode active 

SwitchB(config-if-range)# end 

  

o¬���à�•�co­ �  �*�� sh ow lacp summar y 3 �ò	0 LACP �y�è�t�M	��+�•�¼	©�©�k�3	Gož 
Sw it ch A SwitchA#show LACP summary 3 

System Id:32768, 00d0.f8fb.0001 
Flags:  S - Device is requesting Slow LACPDUs   
 F - Device is requesting Fast LACPDUs. 
A - Device is in active mode.        P - Device is in passive mode. 

Aggregate port 3: 

Local information: 

LACP port       Oper    Port    Port 

Port     Flags     State     Priority        Key     Number State 

--------------------------------------------------------------------- 

Gi1/1     SA        bndl        32768         0x3     0x10x3d 

Gi1/2     SA        bndl        32768         0x3     0x20x3d 

Partner information: 

                   LACP port                  Oper   Port    Port 

Port     Flags     Priority      Dev ID       Key     NumberState 

-------------------------------------------------------------------- 

Gi1/1     SA        32768     00d0.f800.0002   0x3     0x1     0x3d 

Gi1/2     SA        32768     00d0.f800.0002   0x3     0x2     0x3d 
Sw it ch B 



 

3-12 

�F	å�6�' Aggregate Port

Gi2/1     SA        bndl        32768         0x3     0x10x3d 

Gi2/2     SA        bndl        32768         0x3     0x20x3d 

Partner information: 

                   LACP port                  Oper   Port    Port 

Port     Flags     Priority      Dev ID       Key     NumberState 

-------------------------------------------------------------------- 

Gi2/1     SA        32768     00d0.f800.0001   0x3     0x1     0x3d 

Gi2/2     SA        32768     00d0.f800.0001   0x3     0x2     0x3d 

常见错误 

- 

3.4.3 配置AP的L i n k T r a p功能 

配置效果 

�¢	ü�`�e
è�G�ÿ�J���ž�k	©	Ï�k�G�ß	,�•	� LinkTrap �*�s . 

注意事项 

- 

配置方法 

�Ì  配置 AP 的 L i n kT r ap 

�z �¨�N�M�%�”���F	åož���U�#�F	åož AP �M	� LinkTrap �*�s��
��ó
•�•�o�k�¨�4�Õ�Ñ���k AP �M	��e
è�Ù�Á�ê	ñ�#
‘�Ù�Á

�G�ÿ�J���ž�k
—�Õ�k�G�ß LinkTrap �*�s�z�¢�	�¬
}
}
¥ AP �M	� LinkTrap �*�s�ž�k�F	å�¼�{
¥��
�ož 

�z �U�¨�ñ�Ä�u�4 AP ��
�	�
—�Õ���F	å
¥��
�ož 

o¬�x�X���”o­ sn mp trap link-statu s  

o¬�@�ƒ
ª�¢o­ - 

o¬	Þ	.�F	åo­ LinkTrap �*�s�ó
•�•�o 

o¬�x�X�%�”o­ AP �N�M�F	å�%�” 

o¬�…	��6�-o­ �¨�N�M�%�”���k	��ï�U�Y�+�6��	� AP �M
—	å�©�k�G�� LinkTrap �*�s��
�ož�¢
¥��
��ø�•�k AP �M�G�ÿ Link

�Ù�Á�J���ž�1�G�ß LinkTrap �*�s�k�F�$�é�	�Gož	Þ	.�Õ�Ñ���k
¥��
��©�ø�•	�ož	��ï�U�Y�¨�6�� AP �M	�

�N�M�%�”���k�*���F	å n o snmp trap link-status �x�X�¼�{�6�� AP �M	� LinkTrap �*�s��
�ož 

AP �è�t�M�	�u�4�¨	€�M�%�”���ø�• LinkTrap �*�s��
�ož�¬
}�*�����µ	��F	å�k�/�¨�¶�B�%�”���F	å

ag g reg atep o rt memb er lin ktrap �x�X�Û�ø�• AP �è�t�M	� LinkTrap �*�s��
�ož 

�Ì  配置 AP 的 L i n kT r ap 

�z ���U�#�F	åož�è�t�M LinkTrap �ó
•�¼�{�k�¢�¬
}�…
��è�t�M	� LinkTrap �*�s��
��ž�k�F	å�•�oož 

�z �U�¨�ñ�Ä�u�4 AP ��
�	�
—�Õ���F	å
¥��
�ož 

o¬�x�X���”o­ 
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检验方法 

�z �*�� s h ow runn i n g �x�X�ò	0	,�•	��F	åož 

�z �ø�• LinkTrap �*�s	��Õ�Ñ���k�*�� MIB 
÷�^�U�Y	!�O�ñ AP �M�ê�è�t�M	� LinkTrap �*�sož  

配置举例 

�Ì  AP LinkT r ap ╖  

o¬	à	Ì�ê�Ëo­ 

�£ 3-5 

 
  

o¬�F	å�•�co­ �  �1 SwitchA ��	�	€�M GigabitEthernet 1/1 �y GigabitEthernet 1/2 ���µ�ñ�²�Á AP 3 ��ož  

�  �1 SwitchB ��	�	€�M GigabitEthernet 2/1 �y GigabitEthernet 2/2 ���µ�ñ�²�Á AP 3 ��ož  

�  �¨ SwitchA ���F	å Ὧ AP 3 LinkTrap ╖ ̆ LinkTrap ╖ ož 

�  �¨ SwitchB ���F	å Ὧ AP 3 LinkTrap ╖ ̆ LinkTrap ╖ ož 
Sw it ch A SwitchA# configure terminal 

SwitchA(config)#interface range GigabitEthernet 1/1-2 

SwitchA(config-if-range)# port-group 3 

SwitchA(config-if-range)# exit 

SwitchA(config)#aggregateport member linktrap 

SwitchA(config)#interface Aggregateport3 

SwitchA(config-if-AggregatePort 3)#nosnmp trap link-status 

Sw it ch B SwitchB# configure terminal 

SwitchB(config)#interface range GigabitEthernet 2/1-2 

SwitchB(config-if-range)# port-group 3 

SwitchB(config-if-range)# exit 

SwitchB(config)#aggregateport member linktrap 

SwitchB(config)#interface Aggregateport3 

SwitchB(config-if-AggregatePort 3)#nosnmp trap link-status 

  

o¬���à�•�co­ �  �*�� s h ow runn i ng �ò	0 AP 	��v�O�®
k	‘�c�F	å�©�k�3	Gož 
Sw it ch A SwitchA#show run | include AggregatePort 3 

�%�X�L�O�G�L�Q�J���F�R�Q�I�L�J�X�U�D�W�L�R�Q��������
�&�X�U�U�H�Q�W���F�R�Q�I�L�J�X�U�D�W�L�R�Q�����������DÀ��

�&�X�U�U�F?­
�
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3.4.4 配置流量平衡模式 

配置效果 

	©	Ï�k�ÿ�G�6��	��v�O�u
k	‘�c�k�+
ÿ�µ���†��
g�v�O�ã�Fož�c%²���†�v�1�¡���*���c%²�Ú�e
è
ÿ�ß�k�	�c���†�v�1�u�®�ã

�F�ñ�_���e
èož�¨�Í� �%�”���k
—�Õ�¯�î�•�G�����†	�	•�º�k�À�e�ÿ�G�6�����†	����<��
g�v�O�®
kož 

注意事项 

- 

配置方法 

�Ì  设置 AP 的全局流量平衡算法 

�z ���U�#�F	å�k�¢�¬
}�w�J AP 	��v�O�u
k	‘�c�Y���ë�¾�ñ	��v�O�®
k�ž�k�¬
}�F	å
¥��
�ož 

�z �U�¨�ñ�Ä�u�4 AP ��
�	�
—�Õ���F	å
¥��
�ož 

o¬�x�X���”o­ ag g reg atep o rt load-balan ce {dst-mac | s r c-mac  | sr c-dst-mac  | d s t-ip  | src-ip | src-dst-ip  | sr c- 
l4por t |  dst-l4por t | src-dst-l4por t  } 

o¬�@�ƒ
ª�¢o­ dst-mac�y�ÿ�G
ÿ�µ���†	�	)	� MAC �ª�­��
g�v�O�ã�Fož 

src- mac�y�ÿ�G
ÿ�µ���†	��› MAC �ª�­��
g�v�O�ã�Fož 

src-d st -i p�y�ÿ�G�› IP �
	)	� IP ��
g�v�O�ã�Fož 

d st -i p�y�ÿ�G
ÿ�µ���†	�	)	� IP �ª�­��
g�v�O�ã�Fož 

src-i p�y�ÿ�G
ÿ�µ���†	��› IP �ª�­��
g�v�O�ã�Fož 

src-d st -m ac �y�ÿ�G�› MAC �
	)	� MAC ��
g�v�O�ã�Fož 

src- l4po rt�y�ÿ�G L4 �C�›	€�M�Z��
g�v�O�ã�Fož 

d st- l4por t �y�ÿ�G L4 �C	)	�	€�M�Z��
g�v�O�ã�Fož 

src-dst-l4po rt �y �ÿ�G L4 �C�›	€�M�Z�
 L4 �C	)	�	€�M�Z��
g�v�O�ã�Fož 

o¬	Þ	.�F	åo­  AP 	��v�O�®
k�%�”���Â�9�›�y	)	� MAC(�ò�A�E�Ñ�D�}	©�ç)�ê	ñ�Â�9�›�y	)	� IP(�ò	à�¼�D�}	©�ç)	��v

�O�®
k�•�”ož 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ 
}�1 AP 	��v�O�u
k
—	å�Ê�Ö�ñ	Þ	.�›�k�U�Y�¨�¶�B�F	å�%�”���…	� n o aggreg atep o rt load-balan ce �x

�Xož 

�¨�î�?�u�4�Â�9�6�� AP �M�F	å�v�O�u
k	‘�c	��D�}���k����	��v�O�u
k	‘�c�F	å�x�X�-�U�Y���µ AP �M

	��N�M�%�”����
g�F	å�k�F	å�ÿ�|�e�k
¥ AP �M���<�k�Y�•�F	å	��v�O�u
k	‘�c��
g�W�•ož�c�ý	��k�¨��

�?�D�}���µ�k	��ï�U�Y�¨ AP �M	��N�M�%�”���…	� n o agg reg atep o rt load-balan ce �x�X�…
¥ AP �M���F

	å	��v�O�u
k	‘�c�â�|�k��	ò�ÿ�|���¢�ù
—�Õ���ÿ�|	� AP �¶�B�v�O�u
k	‘�což 

 �}���[�n�� AP �Ç���"	 	h�ˆ�ù���!�6�h�� ag g reg atep o rt load-balan ce �.���[�} AP �Ç���Ç
f�´�•
�)�û���"�d  

配置举例 

�Ì   

o¬	à	Ì�ê�Ëo­ 

�£ 3-6 
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o¬�F	å�•�co­ �  �1 SwitchA ��	�	€�M GigabitEthernet 1/1 �y GigabitEthernet 1/2 ���µ�ñ�²�Á AP 3 ��ož  

�  �1 SwitchB ��	�	€�M GigabitEthernet 2/1 �y GigabitEthernet 2/2 ���µ�ñ�²�Á AP 3 ��ož  

�  �¨ SwitchA ���F	å�¶�B	� AP �v�O�®
k�%�”���Â�9�› MAC �ª�­	��v�O�®
k�•�”ož 

�  �¨ SwitchB ���F	å�¶�B	� AP �v�O�®
k�%�”���Â�9	)	� MAC �ª�­	��v�O�®
k�•�”ož 
Sw it ch A SwitchA# configure terminal 

SwitchA(config)#interface range GigabitEthernet 1/1-2 

SwitchA(config-if-range)# port-group 3 

SwitchA(config-if-range)# exit 

SwitchA(config)# aggregateport load-balance src-mac 

Sw it ch B SwitchB# configure terminal 

SwitchB(config)#interface range GigabitEthernet 2/1-2 

SwitchB(config-if-range)# port-group 3 

SwitchB(config-if-range)# exit 

SwitchB(config)# aggregateport load-balance dst-mac 

  

o¬���à�•�co­ �  �*�� sh ow aggreg atep o rt load-balan ce �ò	0 AP 	��v�O�®
k	‘�c�F	å�©�k�3	Gož 
Sw it ch A SwitchA#show aggregatePort load-balance  

Load-balance   : Source MAC 
Sw it ch B SwitchB#show aggregatePort load-balance  

Load-balance   : Destination MAC 

常见错误 

- 

3.4.5 配置AP的容量模式 

配置效果 

�z �w�J�¢�ù	©	Ï�u�4	��Â�Ý�Ué�

�z �wÄ%²T�Ëó
•r���Â�Ý�Ué�show aggreg aggai.218(yad)-4(-b)-4(alan)� z  �  
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检验方法 

�z �*�� s h ow runn i n g �x�X�ò	0	,�•	��F	åož 

�z �*�� sh ow aggreg atep o rt capacit y �x�X�ò	0�¢�ù AP � �O�%�”�Y�C AP �M� �O�…	��Õ�Ñož 

o¬�x�X���”o­ sh ow agg reg atep o rt cap acit y  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �_�%�”�®�U�ü
g 

o¬�…	��6�-o­ - 

o¬�x�X�J	Po­ 
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Available Capacity Mode    ̔256*64. 

Total Number : 256, Used: 1, Available: 255. 

常见错误 

- 

3.5 监视与维护 

清除各类信息 

- 

查看运行情况 

�•	� �x�X 

�ò	0 LACP 	��e
è	ü�`�Ù�Á�k�U�6���ª

	 P � Ô � � 	 ü � ` 	 Á 	 � � ’ � Î � k � @ � ƒ

key-numebr 
n	P LACP 	ü�`	Á	� IDož 

sh ow lacp summa r y  [ key-numebr ] 

�ª	P AP �M�d
}�’�Î�ê�v�O�u
k	‘�což  sh ow aggreg atep o rt  [ ap-number ] { lo ad-balan ce  | su m mar y  } 

查看调试信息 

 

�•	� �x�X AP  LACP  ] {  |  |   |  s ce |  |  }  
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4 VLAN 

4.1 概述 

VLAN �©
Z�'�B�¿	à�gVirtual Local Area Network �h	�	•	f�k�	�©�¨%²���Ò�ò	à	Ì���æ�ã�ß�Û	��.
þ	à	Ìož����	à	Ì�+�•�9

ISO �%�º	�	†�8�C	à	Ìož 

VLAN �Ä	5�y�¯�*�Ò�ò	à	Ì�c�ý	��K�Å�k�”�4�Z�Ä�Ò�ò�y	å	��’�ò�k�	�y�¯�*�B�¿	à%²�ýož	†�8�C	��%�no•�z�n�y�Ú�n�l�¨

%²�� VLAN �Ä
ô�Go•�ý�•�k	ò�	�k	+�N���µ�¿�U	� VLAN �$��ož 

�U�Y��%²��	€�M���#��%²�� VLAN 	��è�t�k�ñ�Ä���N�ñ�����Ô��	€�M	�	Ä	€�C�©
Z�'	à	Ì	�%²�B�ã�k�w���…��	à	Ì�U�Y�u

�4�Ú�� VLANož�¢�̈ VLAN ���Í��o•�í�”�y�“�w	��ï	��ž�˜�k�	�·�R�Ò�ò��
²�…	à	Ì�F	åož VLAN �$�•	��*
’�·�À�*�����C


—�Õ�k
•���£ož 

�£ 4-1 

 

协议规范 
�z IEEE 802.1Q 

4.2 典型应用 

�Á�º�•	� �«�°�T�� 

�<�2�'�4�•�8�C�œ	Yo•���C�;

�� ��

	��ï�Ä	à
t�æ�ã���Ú�� VLAN�k���ë	,�;�•	� 2 �C�œ	Y�k VLAN �•�*�� 3 �C�þ�¶�A

�E�Ñ	� IP 
ô�G
������ë�ÿ	à�;��ož 

4.2.1 VLAN间二层隔离、三层互连 
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o¬�h�Ko­  Switch Ao•Switch Bo•Switch C ���N�µ�A�E�Ñož  

�¨�þ�¶�A�E�Ñ�F	å 3 �� VLAN�k�F	å�����N�µ�A�E�Ñ	�	€�M�� trunk �M�k�w�6��
•�U vlan �ç
n�k���ë 2 �C�œ	Y�z

�¨�þ�¶�A�E�Ñ�F	å 3 �� SVI �M�k�ã�ð�•�� 3 �� VLAN �+�• IP �ÿ	à	�	à�¼�N�M�k�F	å�+�•	� IP �ª�­�z  

�ã�ð�¨ 3 �V�N�µ�A�E�Ñ�ë�• VLAN�k���_ VLAN �ã�F Access �M�k�6�������þ�¶�A�E�Ñ	� trunk �Mož 

功能部署 

�z �¨ Intranet ���*���æ�ã�Ú��  VLAN�k���ë VLAN �•	��8�C�œ	Yož  

�z ���C�A�E
—�Õ���F	å SVI �N�M�k���ë VLAN �$�•	����C�*�’ož  

4.3 功能详解 

基本概念 

�Ì  VL AN 

VLAN �©
Z�'�B�¿	à�g Virtual Local Area Network�h	�	•	f�k�	�©�¨%²���Ò�ò	à	Ì���æ�ã�ß�Û	��.
þ	à	Ìož VLAN �Ä	5�y�¯

�*�Ò�ò	à	Ì�c�ý	��K�Å�k�”�4�Z�Ä�Ò�ò�y	å	��’�ò�k�	�y�¯�*�B�¿	à%²�ýož	†�8�C	��%�no•�z�n�y�Ú�n�l�¨%²�� VLAN �Ä


ô�Go•�ý�•�k	ò�	�k	+�N���µ�¿�U	� VLAN �$��ož  

 �!�6���[�� VLAN �®�6 IEEE802.1Q �³�y���«�•���[ 4094 �Q VLAN(VLAN ID 1-4094)���c�/ VLAN 1 �¾�â�¶�W�‚��
o
�
 VLAN�d  

 ���¶���"�� VLAN ID �³���� 1-4094�d  

 �ò�÷�Ñ�‡�W�â� ���Æ�ã�•���‚
Ä�Ü�²�M�—�Ù VLAN �ž�G�ð�o�d  

�Ì  VL AN 成员类型 

�U�Y�*���F	å%²��	€�M	� VLAN �è�t	•�º�k�Û	G������	€�M
��*���Â�ý	��l�k�Y�C����	€�M�U�Y�K�9�Ú�5�� VLANož�¼�9

VLAN �è�t	•�º	�
¦	Â
ª�¢�k
¬	0��
n�y  

	€�M	•�º  �•	�  

Access 	€�M  %²�� Access 	€�M�k�Q
��K�9%²�� VLAN�k�w���©�*���ô�W
—	å�6�� VLAN 	�ož  

Trunk 	€�M�g 802.1Q�h  
%²�� Trunk �M�k�¨	Þ	.�Õ�Ñ���©�K�9�Î
—�Õ�ñ�Ä VLAN 	��k �	
��Ü
ô�G�ñ�Ä VLAN 	��l�k

�-�U�Y�*��
—	å
•�U VLAN �ç
n (Allowed-VLANs)�Û���Y�’�òož  

Uplink 	€�M  
%²�� Uplink �M�k�¨	Þ	.�Õ�Ñ���©�K�9�Î
—�Õ�ñ�Ä VLAN 	��k�	
��Ü
ô�G�ñ�Ä VLAN 	��l�k

�w���Y tag �•�”
ô�G native-vlan 	��lož  
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Hybrid 	€�M 

%²�� Hybrid �M�k�¨	Þ	.�Õ�Ñ���©�K�9�Î
—�Õ�ñ�Ä VLAN 	��k�	
��Ü
ô�G�ñ�Ä VLAN 	��l�k

�w�� �ª 
• �Y untag � • � ” 
ô�G�Ú�� VLAN 	 � � l �k �- �U�Y�*� � 
—	å
•�U VLAN �ç
n

(Allowed-VLANs)�Û���Y�’�òož 

功能特性 

��
��Ô�Å �•	� 
VLAN �æ�ã	� VLAN �•�8�C�œ	Y 

4.3.1 VLAN 

VLAN �©
Z�'�B�¿	à	�	•	f�k�?�� VLAN �À�Õ VLAN 	��Þ	y�z�n�¿�k�	�c	� VLAN �$�•�©�8�C�œ	Y	�ož 

工作原理 

�?�� VLAN �À�Õ VLAN 	��Þ	y�z�n�¿�k�	�c	� VLAN �$�•�©�8�C�œ	Y	�ož 

VLAN 	��8�C�œ	Y�y�ò�ç VLAN �Z�Ä�F	å SVI�k�_�� VLAN �$�•�©�8�C�œ	Y	��k�/ VLAN �•	�	��ï�$�•�	
��*�’�z 

VLAN 	����C�;���y���C�A�E
—�Õ���ò�ç VLAN �F	å SVI�k�_�� VLAN �•
����C�;���*�’�z 

4.4 配置详解 

�F	å�¾ 

�À�ÕV04BC057B7F589C0959>Tj
/TT0 1 Tf
( )Tj
ET
0.75 g
68.42 492.06 0.24 0.24 re
f
68.42 4587..06 0.24 0.24e
W n
q
1 0 0 1 168.47 686.152 g
0 0 m
375.54 0 l
37 0.2415.48 0.2415.48 .66 l
543.96 492.06 0.24 0.24 66 l
543.96 492.06 0.24 0.24 1 l
168.18 476.58 0.24 15.48.66 l
168.18 476.58 0.24 15.48.66 l
543.96 476.58 0.24 15.48q.852 g
166  -88 0 0 -8 0 0 41.914 l
W* n
q
0 841.98 595.2 -841.98 re
W.471 Tc 125 0 272 3454.
Q
86./Im0 Do48 l
f
 re

0.199 g
/TT0W.401 Tc 12.401 155.6
165.47 498.800
(VLAN )Tj
0.19 g2
/C2_0 1 Tf
9 056.g
158.7 .76.867 3A10F0B1d
<1127 560640810136B0747D95F0417>Tj
/TT0 1 Tf
-0.0093 Tc 4401 253 0 Td
(VLAN)T2
/C2_1 1 Tf
063 --4401 253<033 24060C26C005D5>Tj
/TT0 1 Tf
30.0019 Tc 4401 253[(ACCES
[(VSSV)7(I)]T2
/C2_1 1 Tf40 Tw-4401 253<0A098C0B1B7F08C7 560C005D5>Tj
/TT05.Tf
04401 253 1 Tf
( )Tj)Tj.Tf
4.Tj
8.7 4773.7
545342 486./Im1 Do48 
W*.9 111111.9 159 T883454.
8486./Im2 Do48 Tj
ET
0.75 g
673.1 1587..06 0.24 0.24e
W n
q
1 0 0 1 163.96 486.152 g
0 0 m
375.54 0 l
37 0.2415.48 0.2415.48 .66 l
5473.1 192.06 0.24 0.24 1 l
1654.
8476.58 0.84 15.48.66 l
1654.
8476.58 0.84 15.48.66 l
5454.
8476.58 0.84 15.48 re
f
BT
0.171 g
/TT2 1 T1610.0091 Tf
9 0 0 9 .66 50.76.86[(vl)-25(a)-8 (nSV)7(7 Tc
0.85 Tf
0993
4.004 0 Td

f
BT
0.199 g
/C2_087.59 --440f
0.53<0AF36BB525B26B055F0417>Tj
/TT01 Tf
10.0009Tf
10.w063 Tc 4.247 0 Td ID( VLAN)Tj
/C2_0 1 Tf
0 Tc3.893
4.004<5909196F9E>Tj
/TT0 1 Tf
( )Tj
ET
0.75 g
654.3 492.06 0.24 0.24.66 l
1654.3 4176.
Q
 0.24 0.24e
W n
q
1 346.g
154.
8486.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5454.3 492.06 0.24 0.24.75 g
614 92476.58 0.224 0.24.66 l
1614 92476.58 0.224 0.24346.461614 92476.58 0.224 0.24.66 l
5414 92476.58 0.224 0.24q.852 g
137..068 0 0 -8 0 0 41.914 l
W* n
q
0 841.98 595.2 -841.98 re
W.471 Tc 125 0 272 3422.84 86./Im3 Do48 l
f
 re

0.199 g
/TT0W.401 Tc 12.401 155.6
1624.64498.800
(VLAN )Tj
0.19 g2
/C2_0 1 Tf
9 056.g
1262 -.76.867 8B60F0B1d
<1127 5601d
<1127C005D5>Tj
/TT0 1 Tf
30.0079 Tc 4401 253[(ACCES
[(VSSV)7(I)]T2
/C2_1 1 Tf40 Tw-4401 253 0 8C70606433 640810136B8E0CDB04EA0851F207E7>]TJ
/TT0 1 Tf160.0007 Tc 8401 253[(0 T
[(VNSV)7(I)]T2
/C2_1 1 Tf
0 Tc-4401 253 0 5 5 09006064E6F 560C207E7>]TJ
/TT04.Tf
04401 253 1 Tf
( )Tj)Tj.Tf
4.Tj
8.7 4773.7
54252  86./Im4 Do48 
W*.9 111111.9 159 T883422.84 86./Im2 Do48 Tj
ET
0.75 g
614 l8492.06 0.24 0.24.66 l
1614 l84176.
Q
 0.24 0.24e
W n
q
1 346.g
114 92486.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5414 l8492.06 0.24 0.24.75 g
622.84 76.58 0.84 15.48.66 l
1622.84 76.58 0.84 15.48.66 l
5422.84 76.58 0.84 15.48 re
f
BT
0.171 g
/TT2 1 T0230.0091 Tf
9 0 0 9 .11.7 498.80[(s)14(w)-24(itchp)-5(o)-5(rtmod)-5(eacc)-6(es)-6(s SV)7(I)]Tj
/C2_0 1 Tf
9.
87--440f
0.53<061404230AA5074E054D0919099D05BB151E060808045F0417>Tj
/TT0 1 Tf
60.0011. Tc 4.247[(Ac)-7(cessSV)7(I)]Tj
/C2_0 1 Tf3.473
4.004<054D196F9E>Tj
/TT0 1 Tf
( )Tj
ET
0.75 g
622.6492.06 0.24 0.24.66 l
1622.64176.
Q
 0.24 0.24e
W n
q
1 346.g
122.84 86.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5422.6492.06 0.24 0.24.75 g
607.12476.58 0.24 15.48.66 l
1607.12476.58 0.24 15.48346.461607.12476.58 0.24 15.48.66 l
5407.12476.58 0.24 15.48 re
f
BT
0.171 g
/TT2 1 T0210.0009T1760 Tc91 Tf
9 0 0 9 39.408498.80[(s)14(w)-24(itchp)-5(o)-5(rtacc)-6(ess v)14(l)-4(anSV)7(7 Tc
0.85 Tf
0 Tc1.96 c 4.247 0 Td

f
BT
0.199 g
/C2_04 924-440f
0.53<06 64B116B05074E054D04E3 0 Td
CB25B26B055F0417>Tj
/TT01 Tf230.0010. Tc 4.247[(vl)5(an SV)7(( )Tj
ET
0.75 g
606T88392.06 0.24 0.24.66 l
1606T883176.
Q
 0.24 0.24e
W n
q
1 346.g
107.12486.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5406T88392.06 0.24 0.24.75 g
391.46176.58 0.224 0.24.66 l
1391.46176.58 0.224 0.24346.461391.46176.58 0.224 0.24.66 l
5391.46176.58 0.224 0.24 re
f
BT
0.171 g
/TT2 1 T0124.0009Tf3 4 Tc91 Tf
9 0 0 9 383.1 498.80[(ad)-4(d)-4( in)-4(terface)-5( SV)7(I)]Tj
/C2_0 1 Tf
0 Tc19.
87--440f
0.53<056706A26BF95F0417>Tj
/TT0 1 Tf160.003. Tc 4.247[(0 T
[(VNSV)7(I)]T0
/C2_1 1 Tf
0 T7
4.004<0418088D050625B26B0506EA25B269C15F0417>Tj
/TT0 1 Tf
50.0007 Tc 4.247 AccessS VLAN)Tj
/C2_0 1 Tf3.4T7
4.004<054D196F9E>Tj
/TT01.Tf
04 253 1 Tf
( )Tj
ET
0.75 g
391.2 192.06 0.24 0.24.66 l
1391.223176.
Q
 0.24 0.24e
W n
q
1 346.g
391.46186.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5391.2 192.06 0.24 0.24.75 g
3 0 74476.58 0.24 15.48.66 l
13 0 74476.58 0.24 15.48346.4613 0 74476.58 0.24 15.48.66 l
53 0 74476.58 0.24 15.48q.852 g
4 0 l668 0 0 -8 0 2 41.914 l
W* n
q
0 841.98 595.2 -841.98 re
W.471 Tc 125 0 272 33675 6 86./Im5 Do48 l
f
 re

0.199 g
/TT0W.401 Tc 12.401 155.6
1362726498.800
(VLAN )Tj
0.19 g2
/C2_0 1 Tf
9 056.g
365.30.76.867 8B60F0B1d
<1127 33 640810135F0417>Tj
/TT0 1 Tf160.0079 Tc 4401 253[(0 T
[(VNSV)7(I)]T2
/C2_1 1 Tf
0 Tc-4401 253 033 70A6106064A60 560C207E7>]TJ
/TT04.Tf
04401 253 1 Tf
( )Tj
ET
0.75 g
3 0 l192.06 0.24 0.24.66 l
13 0 l1176.
Q
 0.24 0.24e
W n
q
1 346.g
3 0 74486.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
53 0 l192.06 0.24 0.24.75 g
362766176.58 2.84 15.48.66 l
1362766176.58 2.84 15.48.66 l
5362766176.58 2.84 15.48 re/CS0 cs n
q
1  scnLAN)Tj
/C2_0 1 Tf
60.00 1 Tf
9 56 9 .12.88498.80[< 0 Td
E5 5C207CE0.7C0.72>-34<Tf27064<Tf30C207E( )56 9 .10.3 6076617624 15.48 reAN)Tj
/C2_0 1 Tf 1 Tf
9 0170 Tw.12.88498.80<Tf045F04-6 744-1.7
30.d0<Tf045F04
f
BT
0.171 g
/TT2
30-5.093 253[(na)3(me)3( SV)7(I)]Tj
/C2_019.
87--440f
0.53<051E5F0417>Tj
/TT0 1 Tf160.001. Tc 4.247[(0 T
[(VNSV)7(I)]T0
/C2_1 1 Tf
0 T 4.247[<054825B206064B05056016f16F9ETf045V)7(( )Tj
ET
0.75 g
36274 192.06 0.24 0.24.66 l
136274 1176.
Q
 0.24 0.24e
W n
q
1 346.g
362766186.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
536274 192.06 0.24 0.24.75 g
3Tc 44.58 0.224 0.24.66 l
13Tc 44.58 0.224 0.24346.4613Tc 44.58 0.224 0.24.66 l
53Tc 44.58 0.224 0.24q.852 g
445.2638 0 0 -8 0 2 41.914 l
W* n
q
0 841.98 595.2 -841.98 re
W.471 Tc 124.7
50 272 333j.Tf
86./Im6 Do48 
W12726111111.1 1174624 3320 Tw86./Im7 Do48 l
f
 re

0.199 g
/TT0W.401 Tc 12.401 155.6
1332072498.800
(VLAN )Tj
0.19 g2
/C2_0 1 Tf
9 056.g
335.06Tf
.80<T3A10F0B1d
<1127 5601d
<1127 80408C70A660CB40E195F0417>Tj
/TT0 1 Tf224.00127 Tc 4401 253[(T)-11(RUNKSV)7(I)]T2
/C2_1 1 Tf3.693 -4401 253<08C70560CF0417>Tj
/TT0204401 253 1 Tf
( )q
37j.Tf
Tc 1280721170.7
5329624 86./Im4 Do48 
W7624 11111.24 539T88333072 386./Im2 Do48 Tj
ET
0.75 g
346.7
5293.
Q
 0.24 0.24e
W n
q
1 346.g
3Tc 86.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5346.7
592.06 0.24 0.24.75 g
33072 344.58 0.84 15.48.66 l
133072 344.58 0.84 15.48.66 l
533072 344.58 0.84 15.48 re
f
BT
0.171 g
/TT21 Tf
71 Tf 1 Tf
9 052 g
419.88498.80[(s)17(w)-21(itc)4(h)5(portmo)5(d)-2(e)4(trunk)4( SV)7(I)]Tj
/C2_0 1 Tf19.
87--440f
0.53<061404230AA5074E054D0919099D05BA051E043836435F0417>Tj
/TT01 Tf924.0011. Tc 4.247[(Tr)9(u)19(n)12(kSV)7(I)]T0
/C2_1 1 Tf
0 
4.004<054DTf045F04( )Tj
ET
0.75 g
330768392.06 0.24 0.24.66 l
13307683176.
Q
 0.24 0.24e
W n
q
1 346.g
33072 386.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5330768392.06 0.24 0.24.75 g
31.98 76.58 0.24 15.48.66 l
131.98 76.58 0.24 15.48346.46131.98 76.58 0.24 15.48.66 l
531.98 76.58 0.24 15.48q.852 g
424.9668 0 0 -8 0 2 41.914 l
W* n
q
0 841.98 595.2 -841.98 re
W.471 Tc 125 0 272 3300 l6686./Im8 Do48 l
f
 re

0.199 g
/TT0W.401 Tc 12.401 155.6
1302.1 498.800
(VLAN )Tj
0.19 g2
/C2_0 1 Tf
9 056.g
304.7
.76.867 8B60F0B1d
<1127 5601d
<11275F0417>Tj
/TT0 1 Tf224.0079 Tc 4401 253[(T)-11(RUNKSV)7(I)]T2
/C2_1 1 Tf3.693 -4401 253[<08C70606433 64081013048E0CDd
<7F0651C207E7>]TJ
/TT0 1 Tf
90.0007 5304401 253 0 TNS VLAN)T2
/C2_1 1 Tf
0607 -4401 253<0560CF0417>Tj
/TT0104401 253 1 Tf
( )Tj
ET
0.75 g
324.96692.06 0.24 0.24.66 l
1324.966876.
Q
 0.24 0.24e
W n
q
1 346.g
31.98 86.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5324.96692.06 0.24 0.24.75 g
302.18 76.58 2.84 15.48.66 l
1302.18 76.58 2.84 15.48.66 l
5302.18 76.58 2.84 15.48 re
f
BT
0.171 g
/TT21 Tf
21 Tf 1 Tf
9 052 g
291. 8048.80[(s)16(w)-22(itch)4(porttru)4(n)-2(kallo)11(w)-22(e)10(d)-9(v)23(l)-9(a)-4(n SV)7(I)]Tj
/C2_0 1 Tf19.
87--440f
0.53<00 Td
E5 B114B055F0417>Tj
/TT0 1 Tf281 Tf4. Tc 4.247[(T)-12(r)-3(unk)V)7(I)]T0
/C2_1 1 Tf
0 07
4.004<054DT9190A95 5555F0417>Tj
/TT01 Tf
71 Tf4. Tc 4.247 0 TNS VLAN)T0
/C2_1 1 Tf
0 T 4.24764BE70A6E6F9E5F0417>Tj
/TT0 1 Tf
( )Tj
ET
0.75 g
301T88392.06 0.24 0.24.66 l
1301T883876.
Q
 0.24 0.24e
W n
q
1 346.g
302.18 86.152 g

BT.26375.5
BT.2637 0.2415.48 0.2415.48 .66 l
5301T88392.06 0.24 0.24.75 g
286.46144.58 0.224 0.24.66 l
1286.46144.58 0.224 0.24346.461286.46144.58 0.224 0.24.66 l
5286.46144.58 0.224 0.24 re/CS0 cs n.501 Tc .501  scnLAN)Tj
/C2_0 1 Tf
54.0012 n
q
12 56 9 304.64076.867 0 Td
E5 T3A T38 T3BTf30Tf315F04( )56 9 3000 T 65.Tf
T.6 15.48 re

q
1  scnLAN
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4.4.1 配置基本VLAN 

配置效果 

�z %²�� VLAN �©�Y VLAN ID �Û�ö
œ	�ož�¨
—�Õ���k�Ó�U�Y�•��o•�í�”o•�“�w VLAN2-4094�k	ò VLAN 1 �©	�
—�Õ
����ë

�•�k�w���	�U
t�í�”ož�U�Y�¨�N�M�F	å�%�”���F	å%²��	€�M	� VLAN �è�t	•�º�ê���µo•	g�ß%²�� VLANož 

注意事项 

�z �— 

配置方法 

�Ì  创建、修改一个 vl an 

�z �·�À�F	åož 

�z �¢	F�^
Ï�›�	
á	��Õ�Ñ���k	©	Ï�1���›�ë�• �<�2�'�4 �â
Â�’�Îož��

�z �…	� vl an vlan-id �x�X�•��%²���•	� VLAN �ê	ñ���µ VLAN �%�”ož��

�z �A�E�Ñ
—�Õ���F	åož��

o¬�x�X���”o­ vl an vlan-id 

o¬�@�ƒ
ª�¢o­ vlan-id: VLAN vid�k
8� �� ������������  

o¬	Þ	.�F	åo­ VLAN 1 	�
—�Õ
����ë�•�k�w���	�U
t�í�” 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �ò�ç
ÿ�µ	��©%²���•	� VLAN ID�k�é
—�Õ�k�ë�•%²�� VLAN�k�ò�ç
ÿ�µ	��©�]	Æ���¨	� VLAN ID�k�é�“�w	,

�•	� VLANož�…	� n o vl an vlan-id �x�X�U�Y�í�” vlan�k�¿���	�ª
•�í�”	� �<�2�'�4 �Ä�y�ó
• �<�2�'�4��o•�F	å �9�<�/

	 � � <� 2� '� 4o •� 9� ;� (� <� 2� '� 4 	 ˆo ž 

�Ì  vlan 重命名 

�z �U�#�F	åož 

�z 	��ï�	
��1 �<�2�'�4 �M�x�d���¿�U �<�2�'�4 	�	Þ	.�d��ož��

�z �A�E�Ñ
—�Õ���F	åož��

o¬�x�X���”o­ name vlan-name 

o¬�@�ƒ
ª�¢o­ vlan-name�y
}�M�•�x�X	� VLAN �d�� 

o¬	Þ	.�F	åo­ 	Þ	.�Õ�Ñ���kVLAN 	��d	f��
¥ VLAN 	� VLAN IDož�A�ò�kVLAN 0004 �<�© VLAN 4 	�	Þ	.�d��ož 

o¬�x�X�%�”o­ VLAN �F	å�%�” 

o¬�…	��6�-o­ �ò�ç�Ý�� VLAN 	��d���w�›	Þ	.�d���k�Q�¬
ÿ�µ n o name �x�X�/�U 

�Ì  将当前 AC CE S S 口加入到指定 VL AN 

�z �U�#�F	å�d 

�z �*�� sw itch portmo d eac ces s �x�X�6���8�C�N�M�gswitch port �h	��%�”�� access �Mož 

�z �*�� sw itch portac ces s vlan vlan-id �x�X�1%²�� access port ���µ�6�� VLAN�k�U�n
ÿ
¥ VLAN �v�Oož 

�z �A�E�Ñ
—�Õ���F	åož 

o¬�x�X���”o­ sw itchp o rtmod eacc es s  

o¬�@�ƒ
ª�¢o­ - 

o¬	Þ	.�F	åo­ switch port 	Þ	.�%�”�� access 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ - 

 

o¬�x�X���”o­ sw itchp o rtacc ess vl an vlan-id 

o¬�@�ƒ
ª�¢o­ vlan-id: VLAN vid�y  

o¬	Þ	.�F	åo­ Access �M	Þ	.�N���µ VLAN 1 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �ò�ç��%²���N�M�ã�F	Ë%²���	���¨	� VLAN�k�;�"���� VLAN �1
���
t�ë�•ož 
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�Ì  向当前 VL AN 添加 AC CE SS 口 

�z �U�#�F	åož 

�z 
¥�x�X�Q�+ �'�I�I�K�Y�Y �M�Ä�|�k�<�2�'�4 �•�� �'�I�I�K�Y�Y �M�e�k�N�M�U�n
ÿ
¥ �<�2�'�4 �ƒ�Gož��

�z �A�E�Ñ
—�Õ���F	åož��

o¬�x�X���”o­ ad d i n t erface{ interface-id | r a n g e interface-range} 

o¬�@�ƒ
ª�¢o­ interface-id�y�%���N�M 

interface-range�y�Ú���N�M 

o¬	Þ	.�F	åo­ 	Þ	.�Õ�Ñ���k�ñ�Ä�8�C�Y�ß	à�M�C�K�9 VLAN1 

o¬�x�X�%�”o­ VLAN �F	å�%�” 

o¬�…	��6�-o­ �¨ VLAN �F	å�%�”���k�1�6��	� Access �M���µ
¥ VLANož
¥�x�X	��F	å�|�ç�c�¨�N�M�%�”���6��
¥�N�M�ñ�K

VLAN 	��x�X�g�/ sw itch portac ces s vlan vlan-id�h�|�ç%²
�ož 

 �s��	f�5�ù�´�����Ç�¦�& VLAN 
a	—�����"�“�Ò���P�•�¾�
���"��
a	—�
�"�•
K���"��
a	—  

检验方法 

�z �ª ACCESS �M�G�� untag ���†�k���†�¨
¥ VLAN �Ä�z�nož 

�z �…	��x�X sh ow vl a n 和 sh ow in t er f ac esw it ch p o r t �ò	0�F	å�ª	P�©�k�ÿ�|ož 

o¬�x�X���”o­ sh ow vl an  [ id vlan-id ] 

o¬�@�ƒ
ª�¢o­ vlan-id：VLAN ID �Z 

o¬�x�X�%�”o­ �ñ�Ä�%�” 

o¬�…	��6�-o­ - 

o¬�x�X�J	Po­ Ruijie(config-vlan)#show vlan id 20 

VLAN Name                             Status    Ports      

---- -------------------------------- --------- ----------------------------------- 

 20 VLAN0020                         STATIC    Gi0/1                       

配置举例 

�Ì  基本 VL AN 与 acc es s 口配置 

�»�•���"�h	H���'���u VLAN �­�‘�����"�d  

o¬�F	å�•�co­ �  �ë�•%²���• VLAN�k�w���M�x�d 

�  �1%²�� ACCESS �M���µ���µ VLAN�k��	_�•�”ož 
 Ruijie# configure terminal 

Ruijie(config)# vlan 888 

Ruijie(config-vlan)# name test888 

Ruijie# configure terminal 

Ruijie(config)# interface GigabitEthernet 0/3 

Ruijie(config-if-GigabitEthernet 0/3)# switchport mode access 

Ruijie(config-if-GigabitEthernet 0/3)# switchport access vlan 20 

�ê	ñ	��ò���•�”�y�� Access �M(GigabitEthernet 0/3)�•���ñ VLAN20�y  

Ruijie# configure terminal 

SwitchA(config)#vlan 20 

SwitchA(config-vlan)#add interface GigabitEthernet0/3 

o¬���à�•�co­ show �ª	P�©�k�3	G 
 Ruijie(config-vlan)#show vlan 

VLAN Name                             Status    Ports 

---- -------------------------------- --------- ----------------------------------- 

   1 VLAN0001                         STATIC     

20 VLAN0020                         STATIC    Gi0/3                                  

 888 test888                          STATIC 

Ruijie(config-vlan)# 
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Ruijie#show interfaceGigabitEthernet0/3 switchport 

Interface                        Switchport Mode      Access Native Protected VLAN lists 

-------------------------------- ---------- --------- ------ ------ --------- --------------

GigabitEthernet 0/3              enabled    ACCESS    20     1      Disabled  ALL 

4.4.2 配置TRUNK 

配置效果 

%²�� Trunk �©�1%²���ê�Ú���Y�ß	à�A�E�N�M�y�¿�U	�	à	Ì
—�Õ�g�ò
è	��˜�ê�A�E�Ñ�h��
g���N	��µ�+�µ�e
è�k%²�Ú Trunk

�e
è�U�Y�n
ÿ�K�9�Ú�� VLAN 	��v�Oož 

�i�H
—�Õ	� Trunk �J	� 802.1Q �ö�Õ�/
xož���£�ª	P�4%²���J	� Trunk ���N	�	à	Ìož 

�£ 4-3 

 

�Ó�U�Y��%²���¯�*	��Y�ß	à	€�M�k�ê	ñ%²�� Aggregate Port 
—��%²�� Trunk �M�g�¼�9 Aggregate Port 	�
¦	Â
ª�¢�k
¬
•�F

	å Aggregate Port�hož 

�·�À�� Trunk �M�6��%²�� Native VLANož�ñ
µ Native VLAN�k�<�©�6�¨�����N�M���v�G	� UNTAG ���†�k�C
t
•���©�K�9��

�� VLAN 	�ož�ª�À�k�����N�M	�	Þ	. VLAN ID�g�/ IEEE 802.1Q ��	� PVID�h�<�© Native VLAN 	� VLAN IDož�c�ž�k�¨ Trunk

���G���K�9 Native VLAN 	��l�k�é�·�À�J	� UNTAG 	��•�”ož�?�� Trunk �M	�	Þ	. Native VLAN �© VLAN 1ož 

�¨�F	å Trunk �e
è�ž�k
¬	G
•���N�e
è��	€	� Trunk �M�…	�	,�c	� Native VLANož 

配置方法 

�Ì  配置一个 T R U N K 口 

�z �·�À�F	å�d 

�z �1�N�M�F	å�è �Z�X�[�T�Q �U�n
ÿ�Ú�� �<�2�'�4 	��v�O �d 

�z �A�E�Ñ
—�Õ���F	å�d 

o¬�x�X���”o­ sw i t chp o r t m od et r u n k  

o¬�@�ƒ
ª�¢o­ - 

o¬	Þ	.�F	åo­ 	Þ	.�%�”�© ACCESS �%�”�k�U�F	å�è TRUNK �%�” 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �ò�ç�Ý��%²�� Trunk �M	��ñ�Ä Trunk 	,�¼�K�Å�C�Ö�y�è	Þ	.�›�k
¬�…	� n o sw itch po r t mode �F	å�x�Xož 

�Ì  定义 T r u n k 口的许可 VL AN 列表 

�z �U�#�F	å�d 

�z %²�� Trunk �M	Þ	.�U�Y�n
ÿ�Î
—�Õ�u�4	��ñ�Ä VLAN�g1 �l4094�h	��v�Oož�-�U�Y�*��
—	å Trunk �M	�
•�U VLAN �ç


n�Û�’�ò�î�? VLAN 	��v�O�	
��*������ Trunk �Mož 

�z �A�E�Ñ
—�Õ���F	åož 

o¬�x�X���”o­ sw itchporttrun kallow ed vl a n  {all  | [ ad d  |re mo ve  | exc ep t | o n l y ]} vlan-list 
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o¬�@�ƒ
ª�¢o­ �@�ƒ vlan-list �U�Y�©%²�� VLAN�k�-�U�Y�©%²	©�ç VLAN�kVLAN ID �7�¿�~�L�ç�k���•	���-���Z���Nož�ò�y

10–20ož 

all 	��m�#�©
•�U VLAN �ç
n���m�ñ�Ä�u�4	� VLAN�z 

add 
n	P�1�6�� VLAN �ç
n���µ
•�U VLAN �ç
n�z 

remove 
n	P�1�6�� VLAN �ç
n�R
•�U VLAN �ç
n���í�”�z 

except 
n	P�1�”�ç�ß	� VLAN �ç
n�Ù	��ñ�Ä VLAN ���µ
•�U VLAN �ç
n�z  

only 
n	P�1�ç�ß	� VLAN �ç
n���µ
•�U VLAN �ç
n�k�¿�U VLAN �R
•�U�ç
n���í�”;  

o¬	Þ	.�F	åo­ trunk �M�y uplink �M�K�9�ñ�Ä VLAN 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-
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o¬�F	å�•�co­ 	Á	à�¬�L 

�ò���£�ñ	P�k�î	��ï�Ä	à
t�æ�ã�� VLAN 10o•VLAN 20o•VLAN 30�k�Y���ë	,�;�•	� 2 �C�œ	Y�z 3 �� VLAN

�+�•	� IP �ÿ	à�ã�ð�� 192.168.10.0/24o•192.168.20.0/24o•192.168.30.0/24 �k3 �� VLAN �*�� 3 �C�þ�¶�A�E

�Ñ	� IP 
ô�G
������ë�ÿ	à�;��ož 

�F	å
}�µ 

�Î�†�Y�þ�¶�A�E�Ñ�y 1 �V�N�µ�A�E�Ñ���†
ª�¢�F	å��	iož
}�µ�ò���y 

�  �¨�þ�¶�A�E�Ñ�F	å 3 �� VLAN�k�F	å�����N�µ�A�E�Ñ	�	€�M�� trunk �M�k�w�6��
•�U vlan �ç
n�k���ë 2

�C�œ	Y�z 

�  �¨�þ�¶�A�E�Ñ�F	å 3 �� SVI �M�k�ã�ð�•�� 3 �� VLAN �+�• IP �ÿ	à	�	à�¼�N�M�k�F	å�+�•	� IP �ª�­�z 

�  �ã�ð�¨ 3 �V�N�µ�A�E�Ñ�ë�• VLAN�k���_ VLAN �ã�F Access �M�k�6�������þ�¶�A�E�Ñ	� trunk �Mož�Î�†

�Y�N�µ�A�E�Ñ Switch A ���†
ª�¢�F	å�5�âož  
D D#configure terminal 

D(config)#vlan10 

D(config-vlan
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A(config-vlan)#exit 

A(config)#interfacerange GigabitEthernet 0/2-12 

A(config-if-range)#switchport mode access 

A(config-if-range)#switchport access vlan 10 

A(config-if-range)#interfacerange GigabitEthernet 0/13-24 

A(config-if-range)#switchport mode access 

A(config-if-range)#switchport access vlan 20 

A(config-if-range)#exit 

A(config)#interface GigabitEthernet 0/1 

A(config-if-GigabitEthernet 0/1)#switchportmode trunk 
  

o¬���à�•�co­ �¨�þ�¶�A�E�Ñ���ò	0 vlan �F	å  

�  �ò	0 vlan �’�Î�k���, vlan ido•�d	fo•�Ù�Áo•���,	�	€�M 

�  �ò	0	€�M Gi 0/2o•Gi 0/3o•Gi 0/4 	� vlan �Ù�Á  
D D#show vlan 

VLANName  Status   Ports      

---- --------  --------------------------------------- 

 1 VLAN0001  STATIC    Gi0/1, Gi0/5, Gi0/6, Gi0/7 

                           Gi0/8, Gi0/9, Gi0/10, Gi0/11  

                           Gi0/12, Gi0/13, Gi0/14, Gi0/15  

                           Gi0/16, Gi0/17, Gi0/18, Gi0/19  

                           Gi0/20, Gi0/21, Gi0/22, Gi0/23  

Gi0/24                              

  10 VLAN0010  STATIC   Gi0/2, Gi0/3  

  20 VLAN0020  STATIC    Gi0/2, Gi0/3, Gi0/4  

  30 VLAN0030 STATIC    Gi0/3, Gi0/4  

D#show interface GigabitEthernet 0/2 switchport 

Interface                        Switchport Mode      Access Native Protected VLAN lists 

-------------------------------- ---------- --------- ------ ------ --------- -------------- 

GigabitEthernet 0/2              enabled    TRUNK 1     1     Disabled  10,20 

D#show interface GigabitEthernet0/3 switchport 

Interface                        Switchport Mode      Access Native Protected VLAN lists 

-------------------------------- ---------- --------- ------ ------ --------- -------------- 

GigabitEthernet 0/3              enabled    TRUNK 1     1     Disabled  10,20,30 

D#show interface GigabitEthernet0/4switchport 

Interface                        Switchport Mode      Access Native Protected VLAN lists 

-------------------------------- ---------- --------- ------ ------ --------- -------------- 

GigabitEthernet 0/4              enabled    TRUNK 1     1     Disabled  20,30 

常见错误 

�z �— 

4.4.3 配置UPLINK 

配置效果 

�z UPLINK 	€�M%²
"	��9 QinQ�g�ß
��ö�Õ
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�F	å�x�Xož 

检验方法 

�z �ª HYBRID �M�G�� tag ���†�k���†�¨�6�� VLAN �Ä�z�nož 

�z �…	��x�X sh ow vl a n 和 sh ow in t er f ac esw it ch p o r t �ò	0�F	å�ª	P�©�k�ÿ�|ož 

o¬�x�X���”o­ sh ow vl an  [ id vlan-id ] 

o¬�@�ƒ
ª�¢o­ vlan-id：AP VLAN ID �Z 

o¬�x�X�%�”o­ �ñ�Ä�%�” 

o¬�…	��6�-o­ - 

o¬�x�X�J	Po­ Ruijie(config-vlan)#show vlan id 20 

VLAN Name                             Status    Ports      

---- -------------------------------- --------- ----------------------------------- 

 20 VLAN0020                         STATIC    Gi0/1                       

配置举例 

�Ì  配置一个 h yb ri d 口 

 �»�•���"�h	H���'���u HYBRID �­�‘�����"�d  

o¬�F	å�•�co­ ���µ�©%²��	€�M Gi0/1 �¼�9 HYBRID �F	å	��†�ÿ�y 
 Ruijie#configure terminal  

Ruijie(config)#interface gigabitEthernet0/1 

Ruijie(config-if-GigabitEthernet 0/1)#switchport mode hybrid 

Ruijie(config-if-GigabitEthernet 0/1)#switchport hybrid native vlan 3 

Ruijie(config-if-GigabitEthernet 0/1)#switchport hybrid allowed vlan untagged 20-30 

Ruijie(config-if-GigabitEthernet 0/1)#end 

  

o¬���à�•�co­ show run �ª	P�©�k�3	G 
 Ruijie(config-if-GigabitEthernet 0/1)#show run interfacegigabitEthernet 0/1  

 

Building configuration... 

Current configuration : 166 bytes 

 

interface GigabitEthernet 0/1 

 switchport 

switchport mode hybrid 

 switchport hybrid native vlan 3 

 switchport hybrid allowed vlan add untagged 20-30 

4.5 监视与维护 

清除各类信息 

�— 

查看运行情况 

�•	� �x�X 

�ò	0 �<�2�'�4 �F	å�� sh ow vl an  

�ò	0�A�E�M�F	å sh ow in terface sw itchp o rt  

查看调试信息 

 �Û�{�8�Ë�ð�o���V�½���‚
Ä�‡�W�d�°��
û�˜�
���È	K�‡�‘�ž�8�Ë�—�‘�d  
�•	� �x�X 

�ø�• VLAN 	�
²
¡�•�¼ož d eb u g bridg e vl an  
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5 MSTP 

5.1 概述 

�ÿ�è�ù�#
‘�©%²	_�8�C	’�ò�#
‘�k�	�*���#�+�Å�ª�Š�É	à	Ì��	��É�•�e
è�Û�ƒ�”�8�C�ê
è�k�c�ž���À�Õ�e
è�Õ�a	���
�ož 

�
�h�Ú�#
‘	��G�J��	i%²�ý�k�ÿ�è�ù�#
‘�-�©�š	5	à	Ì	��G�J	ò�	�•�¾�•	��k�R�Â�ì	� STP�gSpanning Tree Protocol �k�ÿ

�è�ù�#
‘�h�ñ RSTP�gRapid Spanning Tree Protocol �k�½�,�ÿ�è�ù�#
‘�h�k�Ç�ñ�Â�•	� MSTP�gMultiple SpanningTree Protocol �k

�Ú�ÿ�è�ù�#
‘�hož 

�+�8�C�Y�ß	à�Û
ª�k���� LAN �•�Q
��Ä%²�Ú�t��	5	��*
è�k�k�é�<�k�D�ÿ�z�n�Î�ºož�x�©���4��� %²���B�¿	à	��U�´�Å�k

�•	y�É�•�e
è�A�©�·
}	��k�¿��	�%²�?�*
è�·�À�Ô�9�Õ�a�Ù�Á�k�ò�ç�¢	à	Ì�G�ÿ�{�ž�k�P%²�Ú�e
è�â�|�ž�k�É�•�e
è�<�·�À


t�U�����t���Ù�Áož�ô�W�O�ò���ý	���	i�ª�À�©%²�¾�³�o
(
4	��W�•�kSTP �#
‘�<
����ª���è���¾�W�•ož�	
��…%²���B�¿

	à��	�
—�Õ
Ü�Y���•	��y 

�z �G�ë�w�o���B�¿	à	�%²���Â�„�ù�º�";�	È�ãož 

�z �G�ë�{�ž�w�š�$��
g�Ê�Ö�k
����¾�•	à	Ì�";�	È�ã�k�…�¨�`�~�ž�˜�C�#�+�4�U
�	��Â�„�ù�º	È�ãož 

�B�¿	à	��";�	È�ã�©�ÿ�G	’�ò�t
—	å	�%²	Á	à�	�F	å�@�ƒ
�����
g
‹	‘	�ož�…	����?�@�ƒ
��Ü�ÿ�è�Â�ñ	�%²<•�";��ùož�Q�Ä

�F	å�±�¢�k�õ
��±�ñ�Â�„	��•��ož 

RSTP �#
‘���¶�g���Ã� 802.1D STP �#
‘�k�”�4�y�n	Ï	� STP �#
‘%²�ý�À�Ä�9�²�›
èo•�U�ˆ�É�•�e
è	���
��Ù�k�Â��
}

	��Ô�µ�<�©“�½”ož�ò�ç%²���B�¿	à�Ä	�	à�	�C�u�4 RSTP �#
‘��	’�ò�t�F	å�±�¢�k%²�š	à	Ì�";��w�J	ò
}�M�•�ÿ�è�";��ù�Q

�¬
}�	
Ý�� 1 	a	��ž�•�g�n	Ï	� STP �¬
}�Ý	³ 50 	a�hož  

STP �y RSTP ���¨	��	
á�y 

�z STP �	
��½�,��	g�k�/�…�©�¨�µ�+�µ�e
è�ê��	Û	€�M�k�-�·�À	ˆ�­���•	� Forward Delay 	��ž�•�•���k	€�M�õ
���	g

�ñ
ô�G�Ù�Áož 

�z RSTP �U�Y�½�,�v�•�k�x�y STP %²�ý�����¨�ò��	Þ�˜�y	��9�B�¿	à�Ä�ñ�Ä VLAN �C�»�F%²<•�ÿ�è�ù�k�œ�4�ñ�Ä VLAN 

	����†�C�_��<•�ÿ�è�ù��
g
ô�G�k�	
��7 VLAN �Š�É�É�•�e
è�k�-�—�c�¨ VLAN �•���ë�ƒ�G�v�O	�
¿
ú�®
kož 

MSTP(Multiple Spanning Tree Protocol�k�Ú�ÿ�è�ù�#
‘)�k	� IEEE �ò��	� 802.1s �ö�Õ���#�k�	�U�Y�š
m STPo•RSTP 	�

	Þ�˜�k�˜�U�Y�½�,�v�•�k�-
��…�	�c VLAN 	��v�O�_�_
�	�
è�¬
ô�G�k�R	ò���É�•�e
è�U�ˆ�4�¾�ñ	�
¿
ú�ã���Ñ�òož  

	•�%�ª
ª�kSTP/RSTP �©�Â�9	€�M	��kMSTP �©�Â�9���†	�ož�ñ
µ���†�<�©�Ú�� VLAN 	�%²���¤�`�k�*���Ú�� VLAN �?	Ç

�ñ%²�����†	��•�c�U�Y
-	.�*�’�•�f�y
Ï�›�)	��äož 

�Î
—�Õ�˜�u�4 STP �#
‘�k�-�u�4 RSTP �#
‘�
 MSTP �#
‘�k�8�² IEEE 802.1Do•IEEE 802.1w �C IEEE 802.1s �ö�Õož 

 �•�3�'���u MSTP ���­�‘
•���d  
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�Ì  BPDU（B r i d g e Proto co l Data Units ） 


}�ÿ�è%²��	l��	��ù�º�";�	à	Ì�¬
}�‰�´�Y���«	ª�y 

�z �?��	à�	�(�Ä	��Š%²	��	 ID�gBridge ID �h�k	��	�i�¯	´�y Mac �ª�­	Á�`	ò�èož 

�z 	à�	�ñ�ÿ�		�
è�¬
0
Ë�gRoot Path Cost �h�k�Y��	•	f�ÿ
è�¬
0
Ëož 

�z �?��	€�M ID�gPort ID �h�k	�	€�M�i�¯	´�y	€�M�Z	Á�`	ò�èož 

	à�	�$�•�*���A�E BPDU�gBridge Protocol Data Units �k	à�	�#
‘�ƒ�G�%�«�h�l�Û
B�±�•	y�Â�„�ù�¥�";�	È�ã�ñ�¬
}	��’�Îož

���?�l�Y	Á�n�ª�­ 01-80-C2-00-00-00�g���¹���ò�h��	)	��ª�­ož 

�?�� BPDU 	��Y�����?
}	ª	Á�è�y 

�z Root Bridge ID�g�Î	à�	�ñ
•��	��ÿ�	 ID�hož 

�z Root Path Cost�g�Î	à�		��ÿ
è�¬
0
Ë�hož 

�z Bridge ID�g�Î	à�		��	 ID�hož 

�z Message Age�g���†�]���t	��ž�•�h 

�z Port ID�g�G��
¥���†	€�M	� ID�hož 

Forward-Delay Timeo•Hello Timeo•Max-Age Time �����#
‘
•��	��ž�•�@�ƒož 

�¿�U%²�?
­�ò
n	P�G�ë	à	Ì�";��J��o•�Î	€�M�Ù�Á	��ö�º�yož 

�¢	à�		�%²��	€�M�v�ñ�ä�i�¯	´	� BPDU�g�¾�4	� Bridge ID�k�¾�4	� Root Path Cost 	ˆ�h�k�<�¨
¥	€�M�‘�����?�’�Î�k�c

�ž�g�ñ�Ä	€�M�¾�•�w�n�n���?�’�Îož�ò�ç�v�ñ�A
��\�z�i�¯	´	� BPDU�k	à�	�<���’
¥�’�Îož 

���ý	��Ñ�ò�<�…�ä�i�¯	´	��’�Î�¨�…��	à	Ì���n�n�•�kBPDU 	��A�v�<�Ä�4���µ	�	È�ç�y 

�z 	à	Ì���#�+�4%²��	à�	���ÿ�	�gRoot Bridg e�hož  

�z �”�ÿ�	�Ù	��?��	à�	�C�Ä%²���ÿ�M�gRoot Port �h�k�/�U�ˆ�Â	?
è�¬�ñ Root Bridge 	�	€�Mož 

�z �?��	à�	�C
‹	‘�ß�4�ñ�ÿ�	�gRoot Bridge �h	��Â	?
è�¬ož 

�z �?�� LAN �C�Ä�4�6�u	à�	�gDesignated Bridge �h�k�y�9
¥ LAN �
�ÿ�	�$�•	��Â	?
è�¬��ož�6�u	à�	�y LAN 	,��	�	€

�M	f���6�u	€�M�gDesignated Port�hož 

�z �ÿ�M�gRoot port�h�y�6�u	€�M�gDesignated Port�h���µ Forwarding �Ù�Áož 

�Ì  Bridge ID 

�7 IEEE 802.1W Root Port
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6 32 
5 16 
4 8 
3 4 
2 2 
1 1 

�Ì  Spanning-Tree Timers （生成树的定时器） 

�Y���T���§�€�ñ�…���ÿ�è�ù�Å
�	��������ž�˜ož 

�z Hello timer�y���ž�G�� BPDU ���†	��ž�•�•�œož 

�z Forward-Delay timer�y	€�M�Ù�Á�w�J	��ž�•�•�œož�¢ RSTP �#
‘�Y�Ã� STP �#
‘�%�”�

g�ž�k	€�M�R Listening 
ô�J

�g Learning�k�ê	ñ�R Learning 
ô�g Forwarding �Ù�Á	��ž�•�•�œož 

�z Max-Age timer�yBPDU ���†�ƒ�Î�ÿ��	��Â�x�ž�•ož�¢
Ý�ß�����ž�•�k���†�ƒ�Î�1
t���’ož 

�Ì  Port Roles and PortStates 

�?��	€�M�C�¨	à	Ì���Ä���¦%²��
…
)�gPort Role �h�k	��Û�}�ë�¨	à	Ì�";���	��	�c�•	�ož 

�z Root port�y�U�ˆ�Â	?
è�¬�ñ�ÿ�	�gRoot Bridge �h	�	€�Mož  

�z Designated port�y�?�� LAN 	��*��
¥�Ä�M�N�ñ�ÿ�	ož 

�z Alternate port�y�ÿ�Ä	��Á�E�Ä�k%²�š�ÿ�Ä�â�|�k
¥�Ä�<	y
¥�Ê���ÿ�Äož 

�z Backup port�y Designated Port 	��Õ�a�Ä�k�¢%²��	à�	�Ä����	€�M�C�M�¨%²�� LAN ���k�;�"�ä�i�¯	´	�	€�M��

Designated Port�k�z�i�¯	´	�	€�M�� Backup Portož 

�z Disable port�y�¢�ù�	�Ô�9�t���Ù�Á	��Ä�k�/ Operation State �� Down 	�	€�M�C
t�ã�F�4����
…
)ož 

�Y�����_��	€�M
…
)	�	P�Þ�£ 1o•2o•3�y  

R = RootPort   D = Designated Port   A = AlternatePort   B = BackupPort 

�¨�Z�Ä�Ô�ð
ª�¢�Õ�Ñ���k	€�M�i�¯	´�R�X�ñ�X�'�×ož 

�£ 5-1 

 

�£ 5-2 

 

�£ 5-3 
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�?��	€�M�Ä�����Ù�Á�gPort State �h�Û
n	P�©�k
ô�G�ƒ�G���k�R	ò�O�ò	5�…���ÿ�è�ù�";�	È�ãož 

�z Discarding�y�˜�	�+�v�ñ	��l��
g
ô�G�k�-�	��
g�› Mac �ª�­���.ož 

�z Learning�y�	�+�v�ñ	��l��
g
ô�G�k�x��
g�› Mac �ª�­���.�k���©�����’�Ù�Áož 

�z Forwarding�y�˜�+�v�ñ	��l��
g
ô�G�k�-��
g�› Mac �ª�­	����.ož 

�+%²���]	Æ	l��	�	à	Ì�";��k�Q�Ä Root Port �y Designated Port �õ�k���µ Forwarding �Ù�Á�k�¿�		€�M�C�Q
��Ô�9 Discarding

�Ù�Áož 

�Ì  Hop Coun t 

IST �y MSTI �]	Æ�		� Message Age �y Max Age �Û
‹	‘ BPDU �’�Î�©�k
Ý�ž�k	ò�©	�	•�w�9 IP ���† TTL 	��Ñ�ò�Û
‹	‘�k

�	�<�© Hop Countož 

�U�Y	� sp an n i n g-tree max-hops �¶�B�F	å�x�X�Û
—	åož�¨ Region �Ä�k�R Region Root Bridge �•�÷�k�?	Æ��%²��
—�Õ�k

Hop Count �<�k�× 1�k	+�ñ�� 0 �é
n	P
¥ BPDU �’�Î
Ý�ž�k
—�Õ�v�ñ Hops �›�� 0 	� BPDU �<
}���’�	ož 

���4�y Region �Ù	� STPo•RSTPMSTP Message Age �y Max Age 	��Ñ�òož 

功能特性 

��
��Ô�Å �•	� 

STP�#
‘  STP̂Spanning Tree Protocol̆ ̃̆ IEEE ⁸ 802.1D ῆ Ѭ̆ ұ

ѐ Ȃ 

RSTP  RSTPRapid Spanning Tree Protocol̆ ̃̆ IEEE⁸ 802.1w ῆ Ѭ̆

STP Э ҩ ̆ ҩ Ȃ 

MSTP
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 �»�h�� “�D�Í ”�¶�Q�¾��
¨�Ñ�����\�¾�j�Ç�·�¡���¾ “Point-to-point Connect���$�s�$	U���� ”�d��	t�þ�•�•�Ÿ�H�«�Ö���_
�Ò���«�Ú�â�‘�°�•�•�·���Ä�$�s�$	U���d  

�Y���ç�ß�4“�³�µ�+�µ���N”	�
8�†�£ož 

�³�µ�+�µ���N
8�†�y 

�£ 5-5 

 

�£ 5-6 
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相关配置 

�Ì  配置 P r o t o co l Migrati o n 处理 

�…	�clear sp a n n i ng-tree detected-proto co ls [interface interface-id]�x�X�U�Y
•
¥	€�M� �ò��
g�Í�Î���òož	,�¼
ª�¢
¬�@

	0 RSTP�
STP 	��Ã� ož  

5.2.3 MSTP 协议 
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���4
†�Ð�����|�Ê�k MSTP �<�D�ÿ�4�k�	�U�Y��%²�V
—�Õ	�%²���ê�Ú�� Vlan �æ�ã��%²�� Instance�k�Ä	5	,�c Instance �F	å

	�
—�Õ�<	Á�è%²���¿�gMST Region �h�k�

g�Þ	y	��ÿ�è�ù�g�����Ä�B	��ÿ�è�ù	f�� IST�k Internal Spanning-tree�h�z����

MST region 	Á�`�<	,�¢�9%²���Ý	�
—�Õ�…�}�k�
�¿�U MST Region �Ç��
g�ÿ�è�ù	‘�c�
	‘�k�±�ß%²���…�}	��ÿ�è�ù�k	f��

CST�gCommon Spanning Tree �hož 

�7��	_	‘�c�k�Y��	à	Ì�<�U�Y�¨ MSTP 	‘�c���¥�è�£ 16 	��";��y
—�Õ A �y B �C�¨ MSTP Region 1 �Ä�kMSTP Region 1

�Z
��ê
è�D�ÿ�k�ñ�Y�Z�Ä�e
è DISCARDING�k�c�ò MSTP Region 2 	��Õ�Ñ�-�©%²�ý	�ož�À�e Region 1 �y Region 2 �<�ã

�ð	,�¢�9�����Ý	�
—�Õ�k�����V“
—�Õ”�•�Ä�ê
è�k�œ�4�ÿ�G	,�¼�F	å�#�+%²�Ú�e
è DISCARDINGož 

�£ 5-12 

 

���ý�k�˜�9�²�4�ê
è	��D�ÿ�k�-
�
•	,�c Vlan �•	��*
’�	�I�§�€ož 

�Ì  划分 M S T P Regi o n 

�ÿ�G�Y���T���k�®�¢�ª�k
}
• MSTP �D�ÿ�•�Ä	��•	��k�Ù�¯�<
}�`�ò�ª�æ�ã MSTP Region�k	,�c MSTP Region �Ä	�
—�Õ“MST

�F	å�’�Î”%²��
}	,�což 

MST �F	å�’�Î���,�y 

�z MST �F	å�d	f�gName �h�y�Â�x�U	� 32 ����
-�x	���	…���Û�ö
œ MSTP Regionož 

�z MST Revision Number�y	�%²�� 16bit �x	��“�3�›�Û�ö
œ MSTP Regionož 

�z MST Instance—vlan 	��+�•
n�y�?�V
—�Õ�C�Â�Ú�U�Y�ë�• 64 �� Instance�gid �R 1 �ñ 64�h�kInstance 0 �©� �ò���¨	��k

�ñ�Y	©	Ï�Â�Ú�U�Y�u�4 65 �� Instanceož	��ï���U�Y�7�¬
}�ã�F 1-4094 �� Vlan �K�9�	�c	� Instance�g0 �l64 �h�k�Ì�ã

�F	� Vlan 	Þ	.�<�K�9 Instance 0ož���ý�k�?�� MSTI�gMST Instance�h�<�©%²��“Vlan 	Á”�k�ÿ�G BPDU �L	� MSTI �’

�Î��
g MSTI �Ä�B	��ÿ�è�ù	‘�c�k�	�I CIST �y�¿�U MSTI 	��§�€ož 

�U�¨	� spanning-tree mst configuration �¶�B�F	å�x�X���µ“MST �F	å�%�”” �F	å�Y���’�Îož 

MSTP BPDU �L�•�k�Y���’�Î�k �ò�ç%²�V
—�Õ�v�ñ	� BPDU �L	� MST �F	å�’�Î�y
�
ï	�%²�ý�k�<�k
•��
¥	€�M����	5	�
—

�Õ�y
��]�©�K�9�c%²�� MST Region�k�k�é�<
•���©�R�P�Ù%²�� Region �Û	�ož 

 �Ù�Ð�}�‘�ž MSTP 
f�´�
���" Instance—vlan ���s�ë�¶�����"�Ú�
�|�Õ�— MSTP���»�l���		î
é�R���7�G�ä�Ì	[�d  

�Ì  IST （M S T P regio n 内的生成树） 
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�æ�ã�ñ MSTP Region �e�k�?�� Region �L�<�7�_�� Instance �ñ
—	å	� Bridge Priorityo•Port Priority 	ˆ�@�ƒ�#�ß�_�� Instance

�Þ	y	� Root Bridge
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�£ 5-15 

 

	��ï�¨���L
}�h�Þ	��© MSTP �#
‘�Î
ï�	�¼�¶%²��	€�M�K�9�„�� Vlan�k�ñ�Y	��ï�•
¥�ÿ�G���Ž	� Vlan
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�c�ž�k CIST Regional Root 	� Root Port �+ MSTI �Û
ª�Ä�4���•	� Port Role�k��“Master port”�k�•���ñ�Ä Instance �+�Ù	�“ �ß

�M”�k�	�+�ñ�Ä Instance �C�© FORWARDING 	�ož���4�…�";��¾	l���k�é�[�•
‘�?�� Region �+ CST Root 	�“�ß�M” �@�O�Q

�¨
¥ Region 	�%²�V
—�Õ�� ! 

�Ì  MSTP 和 RST P 、S T P 协议的兼容 

�+ STP �#
‘�Û
ª�kMSTP �k�¦ RSTP �;�ý�G STP BPDU �Û�Ã� �	�k
¦	Â�Õ�Ñ
¬�@	ð“RSTP �
 STP 	��Ã� ”	~
-�Ä� ož 

	ò�+ RSTP �#
‘�Û
ª�k�Î
ï�k�Ô�ò MSTP BPDU �� CIST 	��B�ã�k�œ�4 MSTP �	�·���y	��G RSTP BPDU �Y�Ã� �	ož 

�?�V�

g STP �ê RSTP �#
‘	�
—�Õ�C�©�%�Þ	�%²�� Region�k�	�
�`�~%²��
—�Õ	Á�è�c%²�� Regionož 

相关配置 

�Ì  配置 S T P 的模式 

	Þ	.�Õ�Ñ���kSTP �%�”�© MSTPož 

�…	� sp an n i n g-tree mode  [ st p | rstp | mstp ]�x�X�UX�UX�UX�UX��V
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Error-disabled �Ù�Á�k�Y	P�F	å�j
¨�z�c�ž�…��	€�M
t�¼�{�k
n	P	à	Ì���U
�
t�³�c	��ï�Í���4%²�V	à	Ì
—�Õ�k�…	à	Ì�";�

�G�ÿ�w�Jož 

�-�U�Y�¨ Interface �F	å�%�”��	� spanning-tree bpduguard enable �x�X�Û�ø�•�%�� Interface 	� BPDU Guard�g�

¥	€�M�©

�k�ø�• Port Fast �—�¼�hož�¨�����Õ�Ñ���ò�ç
¥ Interface �v�ñ�4 BPDU�k�<���µ Error-disabled �Ù�Áož 

�Ì  BPDU Filter 

BPDU Filter �˜
��¶�B	� enable�k�-
��S�+�%�� Interface ��
g enableož����	ñ�Ä�?	Â�4	��[�ðož 

�U�Y�¨�¶�B�%�”��	� spanning-tree portfast bpdufilter default �x�X�ø�•�¶�B	� BPDU Filter enabled �Ù�Á�k�¨��	_�Ù�Á���k

Port Fast enabled 	� Interface �1�˜�	�v BPDU�k�-�	�G BPDU�k���ý�k 	+�� Port Fast enabled 	€�M	����Ñ�<�v�	�ñ BPDUož

	ò�ò�ç Port Fast enabled 	� Interface �œ�v�ñ BPDU 	ò�… Port Fast Operational �Ù�Á disabled�kBPDU Filter �-�<
����â�|ož  

�-�U�Y�¨ Interface �F	å�%�”��	� spanning-tree bpdufilter enable �x�X
—	å�4�%�� Interface 	� BPDU Filter enable�g�

¥	€

�M�©�k�ø�• Port Fast �—�¼�hož�¨�����Õ�Ñ��
¥ Interface �˜�	�v BPDU�k�-�	�G BPDU�k�w���©	+�N Forwarding 	�ož  

�Ì  Tc-protection 

TC-BPDU ���†�©�6�`�k TC �ö�º	� BPDU ���†�k�A�E�Ñ�v�ñ��	•���†
n	P	à	Ì�"�÷�G�ÿ�4�J���k�k��
g MAC �ª�­
n	��í

�”�q�•�k�+���C�A�E�Ñ�k���k�–�G�½
ô�%�²	��M�•�ø�*�q�•�k�w�w�J ARP 
n�¾	�	€�M�Ù�Áož���9�²�A�E�Ñ�I�ñ�q�- TC-BPDU

���†	��Ð�Þ�x�à�ž�È	¯��
g�Y���q�•�k
¿
>���M�k�§�€	à	Ì	l���k�U�Y�…	� TC-protection ��
���
g�‘��ož 

Tc-protection �Q
��¶�B	��ø�•�y�¼�{�k	Þ	.�Õ�Ñ�����¼�{�4��
�ož 

�¨�ø�•	,�•��
��ž�k�v�ñ TC-BPDU ���†�e	�%²���ž�•�Ä�g%²
"�� 4 	a�h�k�Q��
g%²�)�í�”�q�•�k�c�ž	!�O
¥�ž�•�<�Ä�©�k

�v�ñ TC-BPDU ���†ož�ò�ç�¨
¥�ž�•�<�Ä�v�ñ�4 TC-BPDU ���†�k�é
—�Õ�¨
¥�ž�•
Ý�ž�e�Ç��
g%²�)�í�”�q�•ož���ý�U�Y�9

�²�È	¯	��í�” MAC �ª�­
n�¾�y ARP 
n�¾ož 

�Ì  TC Guard 

Tc-Protection ��
��U�Y�‘
š	à	Ì�D�ÿ�Ý�O tc ���†�ž�×�5���Á MAC �ª�­�y ARP 	��í�”�k�x�¨�1�ñ TC ���†�x�à	��ž�˜���©

�k�D�ÿ�®�Ú	��í�”�q�•�k�w�� TC ���†�©�U�ý�•	��k�1�§�€�…��	à	Ìož�…	� TC Guard ��
��k�é�[�ª
•	��ï�¨�¶�B�ê	ñ	€�M

��	W�2 TC ���†	��ý�•ož�¢%²��	€�M�v�ñ TC ���†	��ž�˜�k�ò�ç�¶�B�F	å�4 TC Guard �ê	ñ�©	€�M���F	å�4 TC Guard�k�é


¥	€�M�1�I
U�J
¥	€�M�N�v�ê	ñ�©
��\�D�ÿ	� TC ���†�k�…�± TC ���†�	�k�ý�•�ñ�¿�		€�M�k���ý
��Ä�|�O�ò	à	Ì���U
���

�¨	� TC �x�à�k�‘�4	à	Ì	�	l���k�;�¿�©�¨���C
—�Õ���k
¥��
�
��Ä�|�9�²�N�µ�C
—�Õ	�7¦TÙ�–
Ü�þ�¶
è	����•	��|�Êož 

 �Ð�b���°�� tc-guard �_
Ÿ�V�°�		î�
�·��
¹�?�/�n�d  

 �Ù�Ð�}�ò�
�		î�ò�/���Ä�¥�� tc �q�3�^�l���Æ�ã�•�|�Õ�—�®�_
Ÿ�d  

 �Õ�—�æ�e�� tc-guard,�•
N���j�Ç�[�â�V�s
ó�ô�; tc �q�3�d�Á�����}
K���&�•�•�h�—�s�d  

 �Õ�—���Ç�� tc-guard,�•�s�������Ç�!�“��
é�J�­�$�»�ƒ�Ì�þ�� tc �q�3���Ü�â�¿�c
Q�j�Ç�ô�;�d�Á�æ�}�h	]�Ç���
�c�¾
�X�j���â�ï���j�Ç�—�s���_
Ÿ�d  

�Ì  TC 过滤 

�F	å TC Guard ��
��k	€�M�1�	�ý�• TC ���†�ñ�Î
—�Õ���¿�	�@�
�ÿ�è�ù
‹	‘	�	€�M�k���L	��	�ý�•���,�4��	_�Õ�Ñ�y%²	_

�©	€�M�v�ñ	� TC ���†�	�ý�•�k%²	_�©	€�M
��\�D�ÿ	� TC ���†�	�ý�•ož	€�M
��\�D�ÿ	� TC ���†�©�6�¢	€�M
ô�G�Ù�Á�G�ÿ

�J���ž(�†�ò�R block �ñ forwarding 	�
ô�J)�k	€�M�k�D�ÿ TC ���†�k
n	P�"�÷�U
��G�ÿ�4�J��ož 

���ý�k�U
��–�G	��|�Ê�ž�k	��9 TC Guard �Š�2�4 TC ���†	��ý�•�k�-
��¢�G�ÿ�"�÷�J��	��ž�˜�k
—�Õ�Z�Ä�Ž�”	,�•	€�M	�

MAC �ª�­�k
ô�G�ƒ�G�ß�jož 

�œ�4�k�–�µ�4 TC ���¡	��"�¾ož TC ���¡�©�6�+�9	€�M�v�ñ	� TC ���†�	�Ô�ò�k	ò�3�o	��"�÷�J��	��Õ�Ñ�k
��Ü�Ô�òož���ý�k


†�Ð�4�Ì�F	å Portfast 	�	€�M�È	¯�ª UP/DOWN �–
Ü	��Ž�ª�­�y�þ�¶
è	����•	��|�Ê�k�A
��‘
š�G�ÿ�"�÷�J���ž�k�þ�¶
è

	�
n�¾
��Ü�±�ñ�C�ž�ª�¾�•ož 

 TC �¶	Ò�_
Ÿ�ì�˜�‘�ž�d  



 

5-14 

�F	å�6�' MSTP

�Ì  BPDU 源 M AC 检查 

BPDU �› MAC ���ò�©���4�…�2�*���K���G�� BPDU ���†�Û�Ð�Þ�x�à�A�E�Ñ	ò�… MSTP �W�•�	�3�oož�¢	G���4�î	€�M�µ�+

�µ�e
è�+	€	,��	��A�E�Ñ�ž�k�U�*���F	å BPDU �› MAC ���ò�Û���ñ�Q�N�v�+	€�A�E�Ñ�G��	� BPDU �l�k���’�ñ�Ä�¿�U BPDU
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 MSTP �)�Q�7�s�•���j�Ç�)�&�,	¾�l���� block �q
_���— MSTP �)�Q�7�s�
���"�´�j�Ç���ö���Ì�â�þ BPDU���•�j�Ç
�Ü�g�­�N��
ê�Ç�É�)�& forward �q
_�d�Ù�®���Ù�Ð�}�7�s MSTP �)�Q�•���¿���j�Ç�)�&�,	¾�l���� block �q
_���P�Ù
�É�ƒ�¨���…���¥
G�)�Q�7�s�
�“�N�î
é�J���ö�{�£�Ó�(�d  

�Ì  BPDU 透传 

�¨ IEEE 802.1Q �ö�Õ���kBPDU 	�	)	� MAC �ª�­ 01-80-C2-00-00-00 �©�•���‘	
�ª�­�…	�	��k�/�8�² IEEE 802.1Q �ö�Õ

	�
—�Õ�k�+�9�N�v�ñ	� BPDU �l�©�	
ô�G	�ož�À	ò BPDU �lož�†�ò


—�Õ�Ì�•�o STP �#
‘�ž�k�¬
}�%�n BPDU �l�k�…�±�
�$�;��	�
—�Õ�$�•	��ÿ�è�ù
‹	‘�3�oož 

 BPDU 
É�Ž
o�
�‘�ž�d  

 BPDU 
É�Ž�_
Ÿ���} STP �Ø�Ð�‘�ž�¨�ì�s�´���d�ò STP �Ø�Ð�Õ�—�¨���•�•�â
É�Ž BPDU ���d  

相关配置 

�Ì  配置接口的 P o r t f a s t 开关 

	Þ	.�Õ�Ñ���k�N�M��	� Port Fast �•�¼�©�¼�{	�ož 

�…	� sp a n n i ng-tree port f ast defau l t �q Portfast �•�¼�z�…	� n o span n ing-tree 

portf ast defau l t �q portfast �•�¼ož 

� F 	 å � % � ” � � � … 	 � sp an n i ng-tree portfast � q � U � Y � ø � • � î � � 	 � Portfast � • � ¼ � z � … 	 � sp an ning-tree 

portfastd i sab led �q�� portfast �•�¼ož 

�Ì  配置接口的 BP DU guard 开关 

	Þ	.�Õ�Ñ���k�N�M��	� BPDU guard �•�¼�©�¼�{	�ož 

sp an n i n g-tree port f ast bpdu gu ar d defau l t �q BPDU guard �•�¼�z�…	�

� q
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mstp �yMultiple spanning tree protocol(IEEE 802.1s)  

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �Ä�?�D�Œ�D�}�	���¶�7�ö�Õ���ë�k�U
��k�-
�%²�?�Ã� �Å	��|�Êož�¨	’�ò�t�G�ë�¿�U�4��	�
—�Õ�
�Î
—�Õ

�	�Ã� �ž�k�…	��4�x�X�U�Y�ä�E�ñ�z�Í�Î	� Spanning Tree �%�”�k�Y�Ã� �$ož 

配置举例 

�Ì  配置 S p an n i n g Tree 协议和定时器参数 

o¬	à	Ì�ê�Ëo­ 

�£ 5-18 

 
  

o¬�F	å�•�co­ �  
—�Õ�•�o�ÿ�è�ù�#
‘�k�c�ž�F	å�ÿ�è�ù�#
‘�%�”�� STP �#
‘ož 

�  �F	å�ÿ�	 DEV A 	����ž�˜�@�ƒ���yHello Time=4s �kMax Age=25s �kForward Delay=18s ož 
DEV A 

	†%²�5�k�•�o�ÿ�è�ù�#
‘�k�c�ž�F	å�ÿ�è�ù�#
‘�%�”�� STP �#
‘ož 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#spanning-tree 

Ruijie(config)#spanning-treemode stp 

	†�8�5�k�F	å�ÿ�	 DEV A 	����ž�˜�@�ƒ 

Ruijie(config)#spanning-treehello-time 4 

Ruijie(config)#spanning-treemax-age 25 

Ruijie(config)#spanning-treeforward-time 18 

DEV B 
	†%²�5�k�•�o�ÿ�è�ù�#
‘�k�c�ž�F	å�ÿ�è�ù�#
‘�%�”�� STP �#
‘ož 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#spanning-tree 

Ruijie(config)#spanning-treemode stp 

  

o¬���à�•�co­ �  �*�� sh ow span n i ng-tree summa r y �ò	0�ÿ�è�ù�"�÷�y�#
‘�F	å�@�ƒož 
DEV A Ruijie#show spanning-tree summary  

 

Spanning tree enabled protocol stp 

  Root ID    Priority    0 

             Address     00d0.f822.3344 

             this bridge is root 

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec 

 

  Bridge ID  Priority    0 

             Address     00d0.f822.3344 

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec 

 

Interface        Role Sts Cost       Prio     OperEdge Type 

---------------- ---- --- ---------- -------- -------- ---------------- 

Gi0/2            Desg FWD 20000      128      False    P2p                              

Gi0/1            Desg FWD 20000      128      False    P2p 
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DEV B Ruijie#show spanning-tree summary  

 

Spanning tree enabled protocol stp 

  Root ID    Priority    0 

             Address     00d0.f822.3344 

             this bridge is root 

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec 

 

  Bridge ID  Priority    32768 

             Address     001a.a917.78cc 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

Interface        Role Sts Cost       Prio     OperEdge Type 

---------------- ---- --- ---------- -------- -------- ---------------- 

Gi0/2            Altn BLK 20000      128      False    P2p Bound(STP)                   

Gi0/1           Root FWD 20000      128      False    P2p Bound(STP)   

常见错误 

�z �F	å�ÿ�è�ù�#
‘���ž�˜	,�¼�@�ƒ�k�Q�Ä�¨
—�Õ�#� ���ÿ�è�ù	��ÿ�	�ž�õ
Ü�•	�ož�/�³�ÿ�		����ž�˜�@�ƒ�©�Y�ÿ�		���

�ž�˜�@�ƒ���Õož 

5.3.2 配置生成树的兼容性 

配置效果 

�z �F	å�N�M	��Ã� �Å�%�”�k�U�Y���ë�
�¿�	�D�Œ�$�•	��;��ož 

�z �F	åProtocol Migration ��
g� �ò�Í�Î���ò�k�§�€ RSTP�
STP	��Ã� ož 

注意事项 

�z �F	å�N�M	��Ã� �Å�%�”�k�U�Y�…
¥	€�M�G�� BPDU �ž�ÿ�G�¢�ù	€�M	��K�Å�Ä�#�+	��`�k�	�c	� MSTI 	��’�Î�k�Y���ë

�
�¿�	�D�Œ�$�•	��;��ož 

配置方法 

�Ì  配置接口的兼容性模式 

�z �U�#�F	å 

�Ì  配置 P r o t o co l Migr at i o n 

�z �U�#�F	å 

�z 	’�ò�t�G�ë�+	€
—�Õ�U�u�4 RSTP �#
‘�ž�k�U�1�Î
—�Õ
—	å��� �ò�Í�Î���ò�k� �ò���+�N
—�Õ�

g RSTP �#
‘ož 

检验方法 

�z �ª	P�à
šož 

相关命令 

�Ì  配置接口的兼容性模式 

o¬�x�X���”o­ sp an n i n g-tree comp atib le enab le  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 



 

5-21 

�F	å�6�' MSTP

o¬�…	��6�-o­ �ø�•�N�M	��Ã� �%�”�k�U�Y�…�¢�ù	€�M	��N�M�K�Å�’�Î�Ä�#�+�Å	��`�k MSTI 	��’�Î��
g�G���k�Y���ë�


�¿�	�D�Œ�$�•	��;��ož 

�Ì  配置 P r o t o co l Migr at i o n 

o¬�x�X���”o­ clear span n i n g-tree detect e d-proto cols  [ in terfac e interface-id] 

o¬�@�ƒ
ª�¢o­ in terface  interface-id�y�+�•	��N�M 

o¬�x�X�%�”o­ �Ô�Ó�%�” 

o¬�…	��6�-o­ �4�x�X	��Û� �ò�N�M�G�� RSTP BPDU �l�k�+ BPDU �l�ü
g� �ò���òož 

配置举例 

�Ì  配置 S p an n i n g Tree 协议兼容模式 

o¬	à	Ì�ê�Ëo­ 

�£ 5-19 

 
  

o¬�F	å�•�co­ �  
—�ÕA�kB �F	å���† 1�k2 ož���† 1 �¼	û VLAN 10�k���† 2 �¼	û VLAN 20ož 

�  	€�M gi 0/1 �K�9 VLAN 10�kgi 0/2 �K�9 VLAN 20�k�F	å	€�M	��ÿ�è�ù�Ã� �%�”ož 
DEV A 

	†%²�5�k�ë�•���† 1�k2 ož���† 1 �¼	û VLAN 10�k���† 2 �¼	û VLAN 20ož 

Ruijie#configure terminal  

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#spanning-tree mst configuration 

Ruijie(config-mst)#instance 1 vlan 10 

Ruijie(config-mst)#instance 2 vlan 20 

	†�8�5�k�F	å	€�M�ñ�K	� VLAN�k�c�ž�•�o	€�M	��ÿ�è�ù�Ã� �%�”ož 

Ruijie(config)#int gi 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#switchport access vlan 10 

Ruijie(config-if-GigabitEthernet 0/1)#spanning-tree compatible enable 

Ruijie(config-if-GigabitEthernet 0/1)#int gi 0/2 

Ruijie(config-if-GigabitEthernet 0/2)#switchport access vlan 20 

Ruijie(config-if-GigabitEthernet 0/2)#spanning-tree compatible enable 

DEV B 
�c DEV Aož 

  

o¬���à�•�co­ �  �*�� sh ow span n i ng-tree summa r y �ò	0�ÿ�è�ù�"�÷
‹	‘�©�k�3	Gož 
DEV A Ruijie#show spanning-tree summary  

 

Spanning tree enabled protocol mstp 

MST 0 vlans map : 1-9, 11-19, 21-4094 

  Root ID    Priority    32768 

             Address     001a.a917.78cc 

             this bridge is root 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

  Bridge ID  Priority    32768 
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Gi0/1            Root FWD 20000      128      False    P2p                              

 

MST 2 vlans map : 20 

  Region Root Priority   32768 

             Address     001a.a917.78cc 

             this bridge is region root 

 

  Bridge ID  Priority    32768 

             Address     00d0.f822.3344 

 

Interface        Role Sts Cost       Prio     OperEdge Type 

---------------- ---- --- ---------- -------- -------- ---------------- 

Gi0/2            Root FWD 20000      128      False    P2p 

常见错误 

�z �F	å	€�M	��Ã� �%�”�k�¬
}�¼�h	€�M	� VLAN 
v�ÿ�’�Îož�•
‘�e
è��	€	�	€�M VLAN �ç
n�F	å%²
�ož 

5.3.3 配置MSTP Region 

配置效果 

�z �F	å MSTP Region �U�Y�w�J�„�?
—�Õ�Ô�9�c%²�� MSTP Regin �Ä�k�R	ò�§�€	à	Ì�"�÷ož 

注意事项 

�z 
}
•�Ú�V
—�Õ�Ô�9�c%²�� MSTP Region�k�<
}
•���Ù�V
—�Õ�Ä	,�c	��d	f�gName �ho•	,�c	� Revision Numbero•	,

�c	� Instance—Vlan �+�•
nož 

�z �U�Y�F	å 0�l64 �Z Instance ���m�„�? Vlan�k�þ��	� Vlan �<
����ã�F	Ë Instance 0ož%²�� Vlan �Q
��K�9%²�� Instanceož 

�z �•
‘�Ó�¨�¼�{ STP 	��%�”���F	å Instance—Vlan 	��+�•
n�k�F	å�ñ�e�Ç�ø�• MSTP�k�Y�‘
š	à	Ì�";�	�	l���y�v�•ož  

配置方法 

�Ì  配置 M S T P Regi o n 

�z �U�#�F	å 

�z 
}
•�Ú�V
—�Õ�Ô�9�c%²�� MSTP Region �ž�F	åož 

�z �*�� in stan ce  instance-id vl a n  vlan-range �x�X�F	å MST Instance �
 Vlan 	��+�•�¼	©ož  

�z �*�� name  name �x�X�F	å MST �d	fož 

�z �*��
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�Ì  配置 MST Instan ce 与 Vlan 的对应关系 

o¬�x�X���”o­ In stan ce instance-id vl an vlan-range 

o¬�@�ƒ
ª�¢o­ instance-id�yMST Instance ID �k
8� �� 0�l64 ož 

vlan-range�yVLAN ID �k
8� �� 1�l4094 ož 

o¬�x�X�%�”o­ MST �F	å�%�”  

o¬�…	��6�-o­ �� vlan 	Á�•���ñ%²�� MST instance ���…	��4�x�Xož 

� �†�Û
ª�y 

instance 1 vlan 2-200� � � <� ©� �vlan 2 �ñ vlan 200 �C�•���ñ instance 1 ��ož 

instance 1 vlan 2,20,200� � � <� ©� �vlan 2o•vlan 20�kvlan 200 �•���ñ instance 1 ��ož 

�c�ý�k�Ó�U�Y	� no �x�X�� vlan �R instance ���í�”�k�í�”	� vlan 
���
ô�µ instance 0ož 

�Ì  配置 MST 名称 

o¬�x�X���”o­ name name 

o¬�@�ƒ
ª�¢o­ name�yMST �F	å�d	f�k
¥��	…���Â�Ú�U�Y�Ä 32 ����
-ož 

o¬�x�X�%�”o­ MST �F	å�%�”  

o¬�…	��6�-o­ - 

�Ì  配置 MST 版本号 

o¬�x�X���”o­ r e vi si o n version 

o¬�@�ƒ
ª�¢o­ version�y�6�� MST revision number�k
8� �� 0�l65535 ož	Þ	.�›�� 0 

o¬�x�X�%�”o­ MST �F	å�%�”  

o¬�…	��6�-o­ - 

配置举例 

 �»�•���"�h	H���'���u�0 MSTP �ä VRRP �­�‘�����"�d  

�Ì  在 MSTP+VRRP 拓扑中，配置 M S T P 协议，实现 VL AN 的负载均衡 

o¬	à	Ì�ê�Ëo­ 

�£ 5-20 

 
  

o¬�F	å�•�co­ �  �¨�A�E�Ñ A�kB �kC �kD ���k�ø�• MSTP �#
‘�k�ë�•���† 1�k 2ož 

�  �F	å�A�E�Ñ A �� MSTP 	����† 0 �y 1 	��ÿ�	�k�A�E�Ñ B �����† 2 	��ÿ�	ož 

�  �F	å�A�E�Ñ A �� VLAN 1�k10 	� VRRP 	� Master 
—�Õ�k�A�E�Ñ B �� VLAN 20 	� VRRP 	� Master


—�Õož 
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A 	†%²�5�k�F	å VLAN 10,20�k�c�ž
—�Õ�;	û	€�M�F	å�è Trunk �M 

A(config)#vlan 10 

A(config-vlan)#vlan 20 

A(config-vlan)#exit 

A(config)#int range gi 0/1-2 

A(config-if-range)#switchport mode trunk 

A(config-if-range)#int ag 1 

A(config-if-AggregatePort 1)# switchport mode trunk 

 

	†�8�5�k�ø�• MSTP�k�c�ž�ë�•���† 1�k2 

A(config)#spanning-tree 

A(config)# spanning-tree mst configuration 

A(config-mst)#instance 1 vlan 10 

A(config-mst)#instance 2 vlan 20 

A(config-mst)#exit 

 

	†���5�k�F	å
—�Õ A �����† 0 �y 1 	��ÿ�	 

A(config)#spanning-tree mst 0 priority 4096 

A(config)#spanning-tree mst 1 priority 4096 

A(config)#spanning-tree mst 2 priority 8192 

 

	†�š�5�k�F	å VRRP 	��i�¯	´�k�…
—�Õ A �� VLAN 10 	� VRRP Master 
—�Õ�k�c�ž�F	å VRRP 
Z	à�¼ IP �ª�­ 

A(config)#interface vlan 10 

A(config-if-VLAN 10)ip address 192.168.10.2 255.255.255.0 

A(config-if-VLAN 10) vrrp 1 priority 120 

A(config-if-VLAN 10) vrrp 1 ip 192.168.10.1 

 

	†�<�5�kVRRP 	��ó
•�i�¯	´�� 100�k�…
—�ÕA �� VLAN 20 	� VRRP Backup 
—�Õ 

A(config)#interface vlan 20 

A(config-if-VLAN 20)ip address 192.168.20.2 255.255.255.0 

A(config-if-VLAN 20)vrrp 1 ip 192.168.20.1 

B 	†%²�5�k�F	å VLAN 10,20�k�c�ž
—�Õ�;	û	€�M�F	å�è Trunk �M 

B(config)#vlan 10 

B(config-vlan)#vlan 20 

B(config-vlan)#exit 

B(config)#int range gi 0/1-2 

B(config-if-range)#switchport mode trunk 

B(config-if-range)#int ag 1 

B(config-if-AggregatePort 1)#switchport mode trunk 

 

	†�8�5�k�ø�• MSTP�k�c�ž�ë�•���† 1�k2 

B(config)#spanning-tree 

B(config)#spanning-tree mst configuration 

B(config-mst)#instance 1 vlan 10 

B(config-mst)#instance 2 vlan 20 

B(config-mst)#exit 

 

	†���5�k�F	å
—�Õ A �����† 2 	��ÿ�	 

B(config)#spanning-tree mst 0 priority 8192 

B(config)#spanning-tree mst 1 priority 8192 

B(config)#spanning-tree mst 2 priority 4096 

 

	†�š�5�k�F	å VRRP 
Z	à�¼ IP �ª�­ 

B(config)#interface vlan 10 

B(config-if-VLAN 10)ip address 192.168.10-ſ10-ſ10-ſ10 ѕℓι ᶵּז
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	†�<�5�k�F	å VRRP 	��i�¯	´�� 120�k�…
—�ÕB �� VLAN 20 	� VRRP Master 
—�Õ 

B(config)#interface vlan 20 

B(config-if-VLAN 20)vrrp 1 priority 120 

B(config-if-VLAN 20)ip address 192.168.20.3 255.255.255.0 

B(config-if-VLAN 20)vrrp 1 ip 192.168.20.1 

C 	†%²�5�k�F	å VLAN 10,20�k�c�ž
—�Õ�;	û	€�M�F	å�è Trunk �M 

C(config)#vlan 10 

C(config-vlan)#vlan 20 

C(config-vlan)#exit 

C(config)#int range gi 0/1-2 

C(config-if-range)#switchport mode trunk 

 

	†�8�5�k�ø�• MSTP�k�c�ž�ë�•���† 1�k2 

C(config)#spanning-tree 

C(config)#spanning-tree mst configuration 

C(config-mst)#instance 1 vlan 10 

C(config-mst)#instance 2 vlan 20 

C(config-mst)#exit 

 

	†���5�k�F	å
—�Õ C 	+�N	��ï	�	€�M�� Portfast �M�k�c�ž�o	� BPDU Guardož 

C(config)#int gi 0/3 

C(config-if-GigabitEthernet 0/3)#spanning-tree portfast 

C(config-if-GigabitEthernet 0/3)#spanning-tree bpduguard enable 

D �c
—�Õ Což 
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Gi0/1            Desg FWD 200000     128      False    P2p 

Gi0/2            Desg FWD 200000     128      False    P2p 

 

MST 2 vlans map : 20 

  Region Root Priority   4096 

             Address     001a.a917.78cc 

             this bridge is region root 

 

  Bridge ID  Priority    8192 

Gge            D Poot PWD 29200d   D P28      False    P2p 

Gi0/1            Desg FWD 200000     128      False    P2p 

GoÊdĚd s it F¥Qns9o7e$yegÁF¥¾aapy  +

Gde2            DPoot P8϶  9200d    DP9rñ2    Də9ĳe PPPP2r 

Gêo0E2           eseáP8϶  r00d0d    D9rñ2    Də9ĳe PPPP2r 

Gêo0Ep          DPeseáP8϶  r00d0d    D9rñ2    Də9ĳe PPPP2r 

   Εsӻor4Poot P2iority    Ł0oÑ

Gêo0E2           eseáP8϶  r00d0d    D9rñ2    Də9ĳe PPPP2r 

Gêo0Ep          DPeseáP8϶  r00d0d    D9rñ2    Də9ĳe PPPP2r 

G[

   Εsӻor4Poot P2iority    Ł0oÑ

            DPddress     00d9nƂ929



 

5-28 

�F	å�6�' MSTP

Ag1              Desg FWD 19000      128      False    P2p 

Gi0/1           Desg FWD 200000     128      False    P2p 

Gi0/2            Desg FWD 200000     128      False    P2p 

C Ruijie#show spanning-tree summary  

 

Spanning tree enabled protocol mstp 

MST 0 vlans map : 1-9, 11-19, 21-4094 

  Root ID    Priority    4096 

             Address     00d0.f822.3344 

             this bridge is root 

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec 

 

  Bridge ID  Priority    32768 

             Address     001a.a979.00ea 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

Interface        Role Sts Cost       Prio     Type  OperEdge 

---------------- ---- --- ---------- -------- ----- --------------- 

Fa0/2            Altn BLK 200000     128      P2p   False           

Fa0/1            Root FWD 200000     128      P2p   False           

 

MST 1 vlans map : 10 

  Region Root Priority   4096 

             Address     00d0.f822.3344 

             this bridge is region root 

 

  Bridge ID  Priority    32768 

             Address     001a.a979.00ea 

 

Interface        Role Sts Cost       Prio     Type  OperEdge 

---------------- ---- --- ---------- -------- ----- --------------- 

Fa0/2            Altn BLK 200000     128      P2p   False           

Fa0/1            Root FWD 200000     128      P2p   False           

 

MST 2 vlans map : 20 

  Region Root Priority   4096 

             Address     001a.a917.78cc 

             this bridge is region root 

 

  Bridge ID  Priority    32768 

             Address     001a.a979.00ea 

 

Interface        Role Sts Cost       Prio     Type  OperEdge 

---------------- ---- --- ---------- -------- ----- --------------- 

Fa0/2            Root FWD 200000     128      P2p   False           

Fa0/1            Altn BLK 200000     128      P2p   False 

D 	� 

常见错误 

�z MSTP �"�÷���kMST �¿	��F	å�•
‘�F	å%²
�ož 

�z �F	å���†�y VLAN 	��¥�0�¼	©�ž�kVLAN �Z�Ä�ë�•ož 

�z �¨ MSTP+VRRP �"�÷���k
—�Õ�ò�ç�

g STP �ê RSTP �#
‘�k�é
¥
—�Õ�©�7�Á�	�c MST �¿	�	‘�c��
g�ÿ�è�ù
‹	‘ož 

5.3.4 配置RSTP 快速收敛 

配置效果 
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�z �F	å link-type �¼	©�ñ RSTP �©�k
��½�,	��v�•ož 

注意事项 

�z �F	å
¥	€�M	����N	•�º�©�	�©“ �µ�+�µ���N ”�k��%²�µ�¼	©�ñRSTP �©�k
��½�,	��v�•ož
¬�@�Á�� RSTP	��½�,�v�•��ož

�¢�Ó�	
—	å
¥�›�ž�k
—�Õ�k�ÿ�G	€�M	� “�E�W”�Ù�Á�Û
���
—	å	��k�¶�E�W	�	€�M�<
—link type�� point-to-point�k�!�E�W

�<
—��shared ož�Ó�-�U�Y� �ò
—	ålink type �Û�Ð��	€�M	����N�©�	�©“�µ�+�µ���N”ož 

配置方法 

�Ì  配置 l i n k-type 

�z �U�#�F	å 

检验方法 

�z �ª	P�à
šož 

�z �…	� sh ow span n i ng-tree [ ms t instance-id] interfa c e interface-id �x�X�ò	0�ÿ�è�ù�N�M	��F	å�’�Îož 

相关命令 

�Ì  配置 l i n k-type 

o¬�x�X���”o­ sp an n i n g-treel i n k-type  [ p o i n t-to-point  | sh ared ] 

o¬�@�ƒ
ª�¢o­ point-to-point �y� �ò
—	å
¥�N�M	����N	•�º�� point-to-point 

sh ared �y� �ò
—	å
¥�N�M	����N	•�º�� shared 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �F	å
¥	€�M	����N	•�º�©�	�©“�µ�+�µ���N”�k��%²�µ�¼	©�ñ RSTP �©�k
��½�,	��v�•ož�¢	��ï�	
—	å
¥�›

�ž�k
—�Õ�k�ÿ�G	€�M	�“�E�W”�Ù�Á�Û
���
—	å	�ož 

配置举例 

�Ì  配置 R S T P 快速收敛 

o¬�F	å�•�co­ �F	å	€�M	����N	•�º���µ�+�µ	à	Ìož 
 Ruijie(config)#int gi 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#spanning-tree link-type point-to-point 

o¬���à�•�co­ �z �*�� sh ow span n i ng-tree summa r y �ò	0	€�M���N	•�ºož 

 Ruijie#show spanning-tree summary  

 

Spanning tree enabled protocol mstp 

MST 0 vlans map : ALL 

  Root ID    Priority    32768 

             Address     001a.a917.78cc 

             this bridge is root 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

  Bridge ID  Priority    32768 

             Address     00d0.f822.3344 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

Interface        Role Sts Cost       Prio     OperEdge Type 

---------------- ---- --- ---------- -------- -------- ---------------- 

Gi0/1            Root FWD 20000      128      False    P2p 
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常见错误 

�z 	€�M	����N	•�º�y�,�äo•�E�W�Ä�¼ož�ò�ç�©�!�E�W�k�é���N	•�º�� sharedož 

5.3.5 配置优先级 

配置效果 

�z 
—	å
—�Õ�i�¯	´�gSwitch Priority �h�¼	©	5�ñ�‚�„��
—�Õ���…��	à	Ì	��ÿ�k�c�ž�-�¼	©�ñ�…��	à	Ì	��";�	È�ãož 

�z 
—	å	€�M	��i�¯	´�gPort Priority �h�¼	©	5�ñ�‚�„��	€�M���µ Forwarding �Ù�Áož 

注意事项 

�z �•
‘	’�ò�t���þ�¶
—�Õ	��i�¯	´
—�±�ä�?�g�ƒ�›�4�h�k���ý�Ä�ï�9�…��	à	Ì	�	l��ož�U�Y	Ë�	�c	� Instance �ã�F�	�c

	�
—�Õ�i�¯	´�k�_�� Instance �U�ÿ�G���?�›�

g�Þ	y	��ÿ�è�ù�#
‘ož�+�9�	�c Region �•	�
—�Õ�k�	�[�Q�¼�¶ CIST

�gInstance 0�h	��i�¯	´ož�ò Bridge ID �ñ
”�k�i�¯	´	�
—	å�›�Ä 16 ���k�C�� 4096 	��•�ƒ�k�ã�ð�© 0�k 4096�k 8192�k

12288�k16384 �k20480�k 24576�k28672�k 32768�k 36864�k40960�k 45056�k49152�k 53248�k 57344�k61440ož	Þ	.

�›�� 32768ož 

�z �¢�Ä����	€�M�C���¨%²���»�F�P
Å���k
—�Õ�k�#�+%²���ä�i�¯	 �́g�ƒ�›�4�h	�	€�M���µ Forwarding �Ù�Á�k�z�i�¯	 �́g�ƒ

�›�Ý�h	�	€�M���µ Discarding �Ù�Áož�ò�ç����	€�M	��i�¯	´%²�ý�k�<�#	€�M�Z�4	��;�����µ Forwarding �Ù�Áož�Ó�U

�Y�¨%²��	€�M��	Ë�	�c	� Instance �ã�F�	�c	�	€�M�i�¯	´�k�_�� Instance �U�ÿ�G���?�›�

g�Þ	y	��ÿ�è�ù�#
‘ož 

�z 	€�M�i�¯	´�y
—�Õ�i�¯	´%²�ý�k�U�F	å	��i�¯	´�›�-�Ä 16
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�Ì  配置端口优先级 

o¬�x�X���”o­ spanning-tree [ mst instance-id] p o r t-priori t y priority 

o¬�@�ƒ
ª�¢o­ mst instance-id�yInstance �Z�k
8� �� 0�l64 ož 

p o r t-priori t y priority�y	€�M�i�¯	´�k�U�#	� 0�k 16�k 32�k48 �k 64�k 80�k96 �k 112�k 128�k144�k160�k176�k

192�k 208�k224�k240�k�» 16 ���…�ƒ�k�®�� 16 	��•�ƒož  

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �¨ Region �Ä�¥�è�ê
è�ž�k�i�¯�#�+�ä�i�¯	´	�	€�M�Ô�9�G���Ù�Áož�i�¯	´	,�c�ž�k�Y�#	��N�M�Z
û�4	�

	€�Mož 

�…	��4�x�X�k���1�§�€�ñ Region �Ä�¥�è�ê
è��	��„��	€�M�k�Ô�9�G���Ù�Áož 

配置举例 

�Ì  配置端口优先级 

o¬	à	Ì�ê�Ëo­ 

�£ 5-21 

 
  

o¬�F	å�•�co­ �z �F	å	à�	�i�¯	´�k�… DEV A ���ÿ�è�ù�ÿ�	ož 

�z �F	å DEV A 	�	€�M gi 0/2 	�	€�M�i�¯	´�� 16�k�… DEV B 	�	€�M gi 0/2 �#� ���ÿ	€�Mož 

DEV A 	†%²�5�k�ø�•�ÿ�è�ù�#
‘�k�F	å	à�	�i�¯	´ož 

Ruijie(config)#spanning-tree 

Ruijie(config)#spanning-tree mst 0 priority 0 

	†�8�5�k�F	å	€�M Gi 0/2 	�	€�M�i�¯	´ož 

Ruijie(config)# int gi 0/2 

Ruijie(config-if-GigabitEthernet 0/2)#spanning-tree mst 0 port-priority 16 

DEV B 

Ruijie(config)#spanning-tree 

o¬�€�à�•�co­ �z �*�� sh ow span n i ng-tree summa r y �ò	0�ÿ�è�ù�"�÷
‹	‘	È�çož 

DEV A 

Ruijie# Ruijie#show spanning-tree summary  

 

Spanning tree enabled protocol mstp 

MST 0 vlans map : ALL 

  Root ID    Priority    0 

             Address     00d0.f822.3344 

             this bridge is root 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

  Bridge ID  Priority    0 

             Address     00d0.f822.3344 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

Interface        Role Sts Cost       Prio     OperEdge Type 

---------------- ---- --- ---------- -------- -------- ---------------- 

Gi0/2            Desg FWD 20000      16       False    P2p 

Gi0/1            Desg FWD 20000      128      False    P2p 
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DEV B Ruijie#show spanning-tree summary  

 

Spanning tree enabled protocol mstp 

MST 0 vlans map : ALL 

  Root ID    Priority    0 

             Address     00d0.f822.3344 

             this bridge is root 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

  Bridge ID  Priority    32768 

             Address     001a.a917.78cc 

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec 

 

Interface        Role Sts Cost       Prio     OperEdge Type 

---------------- ---- --- ---------- -------- -------- ---------------- 

Gi0/2            Root FWD 20000      128      False    P2p 

Gi0/1            Altn BLK 20000      128      False    P2p 

�o
•�j
¨ 

�z 	€�M�i�¯	´�Q�Ä�¨�6�u	€�M�“�w�õ
Ü�•	�ož 

5.3.6 配置接口的路径花费 

配置效果 

�z 	€�M	�
è�¬
0
Ë�gPath Cost �h�k�§�€	€�M	�
ô�G�Ù�Á�k�C�§�€�…��	à	Ì	��"�÷	È�ãož 

�z �¢�î	€�M Path Cost ��	Þ	.�›�ž�k�F	å
è�¬
0
Ë	�
‹	‘�•�c�k�§�€	€�M	�
è�¬
0
Ë
‹	‘	È�çož 

注意事项 

�z 
—�Õ�©�ÿ�G�„��	€�M�ñ�ÿ�	�gRoot Bridge �h	� Path Cost �È�y�Â�4	ò�#�� Root Port 	��k�œ�4 Port Path Cost 	�
—	å

�¼	©�ñ�Î
—�Õ Root Portož�		�	Þ	.�›�©�7 Interface 	��e
è�,�ä�gThe Media Speed �h
���
‹	‘	��k�,�ä�ä	�
0
Ë�4�k

�ò�ç	’�ò�t�Z�Ä�Ô�ð�¬
}�U�	�·�¾�w�	�k�œ�����ý	‘�ß	� Path Cost �Â	`��ož�Ó�U�Y�¨%²��	€�M���S�+�	�c	� Instance

�ã�F�	�c	�
è�¬
0
Ë�k�_�� Instance �U�ÿ�G���?�›�

g�Þ	y	��ÿ�è�ù�#
‘ož 

�z �¢
¥	€�M Path Cost ��	Þ	.�›�ž�k
—�Õ�k
����ÿ�G	€�M�,�ä
‹	‘�ß
¥	€�M	� Path Costož�x IEEE 802.1d-1998 �y IEEE 

802.1t �+	,�c	��e
è�,�ä
•���4�	�c Path Cost �›�k 802.1d-1998 	��H�›
8� �©	?�…�º�gshort �h�g1—65535 �h�k802.1t

	��H�›
8� �©�x�…�º�glong �h(1—200,000,000) ož�¿���+�9 AP 	� Cost �›�Ä�����•���y�é�[	�	\�Ä�•���¡�����Ò�ò�M

	� Cost �› *95%�z�ö�Õ�P
<	��•���� 20,000,000,000/(AP 	����Ž�e
è�k�!)�k�¿�� AP 	����Ž�e
è�k�!���è�t�M	��k�!

*UP �è�t�M���ƒož
¬	’�ò�t%²��
}	Ï%²�ñ�…��	à	Ì�Ä Path Cost 	��ö�Õož	Þ	.�%�”��	\�Ä�x�…�º�%�”ož 

�z ��
n�ç�ß��	_�•�c�+�	�c�e
è�,�ä
���
—	å	� Path Costož 

	€�M�,�ä Interface 
IEEE 802.1d 

�gshort �h 

IEEE 802.1t 

�glong�h 

IEEE 802.1t 

�glong standard�h 

�¯�*	€�M 100 2000000 2000000 
10M 

Aggregate Link 95 1900000 2000000�¸ linkupcnt 
�¯�*	€�M 19 200000 200000 

100M 
Aggregate Link 18 190000 200000�¸ linkupcnt 

�¯�*	€�M 4 20000 20000 
1000M 

Aggregate Link 3 19000 20000�¸ linkupcnt 

�¯�*	€�M 2 2000 2000 
10000M 

Aggregate Link 1 1900 20000�¸ linkupcnt 
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o¬	à	Ì�ê�Ëo­ 

�£ 5-22 

 
  

o¬�F	å�•�co­ �z �F	å	à�	�i�¯	´�k�… DEV A ���ÿ�è�ù�ÿ�	ož 

�z �F	å DEV B 	�	€�M gi 0/2 	�	€�M
è�¬
0
Ë�� 1	�	€�M
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�z �“�w	€�M
è�¬
0
Ë�k�Q�Ä�¨�N�v	€�M�F	å�õ
Ü�•	�ož 

5.3.7 配置B P D U帧的最大跳数 

配置效果 

�z �F	å BPDU �l	��Â�Ý
é�ƒ�gMaximum-Hop Count �h�k�k�§�€ BPDU 	��ÿ�x�Ê�k�R	ò�§�€	à	Ì�"�÷ož 

注意事项 

�z BPDU �l�Â�Ý
é�ƒ	�	Þ	.�›�© 20�k%²
"�	�¬
}��
g�“�wož 

配置方法 

�Ì  配置 M axi m u m-Hop Count 

�z �U�#�F	åož�ò�ç	à	Ì�"�÷
•�%
û�Ý�k�…�± BPDU �l	��n�'
Ý���4�ó
•	� 20 
é�k�é�•
‘�¾�w max-hops �F	åož 

检验方法 

�z �ª	P�à
šož 

相关命令 

�Ì  设置
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###### mst 0 vlans map : ALL 

BridgeAddr : 00d0.f822.3344 

Priority: 0 

TimeSinceTopologyChange : 2d:0h:46m:4s 

TopologyChanges : 25 

DesignatedRoot : 0.001a.a917.78cc 

RootCost : 0 

RootPort : GigabitEthernet 0/1 

CistRegionRoot : 0.001a.a917.78cc 

CistPathCost : 20000 

常见错误 

�— 

5.3.8 配置接口p o r t fast 的相关特性 

配置效果 

�z �ø�• Port Fast �e
¥	€�M�k	+�N Forwardingož�x�k�œ���v�ñ BPDU 	ò�… Port Fast Operational State �� disabled�k�R	ò

�3�o	��@�
 STP 	‘�c	ò Forwardingož 

�z 	€�M�ø�• BPDU Guard �e�k�ò�ç�¨
¥	€�M���v�ñ BPDU�k�é�k���µ Error-disabled �Ù�Áož 

�z �ø�• BPDU Filter �e�k	,�•	€�M�k�˜�	�G�k�-�	�v BPDUož 

注意事项 

�z �ø�•�î�N�M	� portfast�k�¶�B	� BPDU guard �F	å�õ�ÿ�|ož  

�z �ø�•�¶�B	� BPDU Filter enabled �Ù�Á���kPort Fast enabled 	� Interface �1�˜�	�v BPDU�k�-�	�G BPDU�k���ý�k	+

�� Port Fast enabled 	€�M	����Ñ�<�v�	�ñ BPDUož	ò�ò�ç Port Fast enabled 	� Interface �œ�v�ñ BPDU 	ò�… Port Fast 

Operational �Ù�Á disabled�kBPDU Filter �-�<
����â�|ož 

�z �ø�•�î�N�M	� portfast�k�¶�B	� BPDU filter �F	å�õ�ÿ�|ož 

配置方法 

�Ì  配置 p o r t fast 

�z �U�#�F	å 

�z �ò�ç
—�Õ	�	€�M	+��	5	à	Ì	Ä	€�k�;�"�<�U�Y
—	å
¥	€�M�� Port Fastož 

�Ì  打开 BPDU Guard 

�z �U�#�F	å 

�z �ò�ç
—�Õ	�	€�M	+��	5	à	Ì	Ä	€�k���4�…�2�I�ñ BPDU �x�à�-
��ÿ�è�ù�"�÷�G�ÿ�‘�o�k�U�Y�¨���?	€�M���F	å BPDU 

Guard ��
�ož�•�o BPDU Guard 	�	€�M�v�ñ BPDU�k	€�M�k���µ Error-disabled �Ù�Áož 

�z �ò�ç
—�Õ	�	€�M	+��	5	à	Ì	Ä	€�k���4�…�2	€�M�����ß�ë�ê
è�k�-�U�Y�F	å BPDU Guard ��
��…�2�ê
èož
¥�•	��‰
Ó

����
—�Õ�g�A�ò HUB�h
��Ü
ô�G BPDU �lož  

�Ì  打开 BPDU Filter 

�z �U�#�F	å 

�z ���4�…�2�‘�o	� BPDU ���†�+�ÿ�è�ù�"�÷	��§�€�k�U�Y�¨	€�M�F	å BPDU Filter ��
����¡�J���?�‘�o	� BPDUož 

检验方法 
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�z �ª	P�à
šož 

�z �…	� sh ow span n i ng-tree [ ms t instance-id] interfa c e interface-id �x�X�ò	0�ÿ�è�ù�N�M	��F	å�’�Îož 

相关命令 

�Ì  配置接口的 Po rt Fast 

o¬�x�X���”o­ sp an n i n g-tree portfast  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �ø�• Port Fast �e
¥	€�M�k	+�N Forwardingož�x�k�œ���v�ñ BPDU 	ò�… Port Fast Operational State ��

disabled�k�R	ò�3�o	��@�
 STP 	‘�c	ò Forwarding  o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­  

o¬�…	��6�-o­ �ø�•� 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �F�� 
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o¬	à	Ì�ê�Ëo­ 

�£ 5-23 

 
  

o¬�F	å�•�co­ �z �F	å DEV C 	�	€�M gi 0/3 �� Port Fast 	€�M�k�c�ž�•�o BPDU Guard ��
�ož 

DEV C Ruijie(config)# int gi 0/3  

Ruijie(config-if-GigabitEthernet 0/3)# spanning-tree portfast  

%Warning: portfast should only be enabled on ports connected to a single 

host. Connecting hubs, switches, bridges to this interface when portfast is 

enabled,can cause temporary loops. 

Ruijie(config-if-GigabitEthernet 0/3)#spanning-tree bpduguard enable 

o¬���à�•�co­ �z �*�� sh ow span n i ng-tree interfa ce �x�X�ò	0	€�M	��F	å�’�Îož 

DEV C Ruijie#show spanning-tree int gi 0/3 

 

PortAdminPortFast : Enabled 

PortOperPortFast : Enabled 

PortAdminAutoEdge : Enabled 

PortOperAutoEdge : Enabled 

PortAdminLinkType : auto 

PortOperLinkType : point-to-point 

PortBPDUGuard : Enabled 

PortBPDUFilter : Disabled 

PortGuardmode  : None 

 

###### MST 0 vlans mapped :ALL 

PortState : forwarding 

PortPriority : 128 

PortDesignatedRoot : 0.00d0.f822.3344 

PortDesignatedCost : 0 

PortDesignatedBridge :0.00d0.f822.3344 

PortDesignatedPortPriority : 128 

PortDesignatedPort : 4 

PortForwardTransitions : 1 

PortAdminPathCost : 20000 

PortOperPathCost : 20000 

Inconsistent states : normal 

PortRole : designatedPort 

常见错਀
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5.3.9 配置TC 相关的特性 

配置效果 

�z �ø�• TC Protection ��
��ž�k�v�ñ TC-BPDU ���†�e	�%²���ž�•�Ä�g%²
"�� 4 	a�h�k�Q��
g%²�)�í�”�q�•ož���ý�U�Y�9

�²�È	¯	��í�” MAC �ª�­
n�¾�y ARP 
n�¾ož 

�z �ø�• TC Guard �e�k�¢%²��	€�M�v�ñ TC TC
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�Ì  配置某个接口的 t cg u ar d 

o¬�x�X���”o­ sp an n i n g-tree tc-guard  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �o	� tc-guard ��
��k
��…�2 tc ���†	��ý�•ož 

�Ì  配置某个接口的 t c 过滤 

o¬�x�X���”o­ sp an n i n g-tree igno re tc  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �o	� tc ���¡��
��k�é	€�M�v�ñ	� TC ���†�1�	�Ô�òož 

配置举例 

�Ì  配置端口的 T C Guard 功能 

o¬�F	å�•�co­ �F	å	€�M	� TC Guard ��
� 
 Ruijie(config)#int gi 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#spanning-tree tc-guard 

o¬���à�•�co­ �z �*�� sh ow run interface �x�X�ò	0	€�M	� TC Guard �F	åož  

 Ruijie#show run int gi 0/1 

 

Building configuration... 

Current configuration : 134 bytes 

 

interface GigabitEthernet 0/1 

 switchport mode trunk 

 spanning-tree tc-guard 

常见错误 

�z �j
¨�ª�F	å TC Guard �ê TC ���¡��
��k�U
��k�-
�	à	Ì
—�Õ���†
ô�G�ß�jož�A�ò�¨�"�÷�G�ÿ�J��	��Õ�Ñ���k�Z�Ä�C

�ž�Ž�” MAC �ª�­�-
����†
ô�G�ß�jož 

5.3.10 配置B P D U源MAC 检查 

配置效果 

�z �ø�• BPDU �› MAC ���ò�•�¼�k�1�Q�N�I�› MAC �ª�­���6�� MAC 	� BPDU �l�k���¡�J�¿�	�ñ�Ä�N�v	� BPDU �lož  

注意事项 

�z �¢	G���4�î	€�M�µ�+�µ�e
è�+	€	,��	��A�E�Ñ�ž�k�U�Y�F	å BPDU �› MAC ���ò�Û���ñ�Q�N�v�+	€�A�E�Ñ�G��	� BPDU

�lož 

配置方法 

�Ì  打开 BPD U 源 M AC 检查 

�z �U�#�F	å 

�z 	Þ	.�©�¼�{	�ož 

�z ���4�…�2�Ð�Þ	� BPDU �x�à�k�U�Y�F	å BPDU �› MAC ���ò��
�ož 
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检验方法 

�z �ª	P�à
šož 

相关命令 

�Ì  打开某个接口的 b p d u 源 ma c 检查 

o¬�x�X���”o­ b p du src-mac-check H.H.H 

o¬�@�ƒ
ª�¢o­ H.H.H�y
n	P�Q�N�v�› mac �ª�­��
¥�ª�­	� bpdu �lož 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ �…	� BPDU �› MAC ���ò�©���4�…�2�*���K���G�� BPDU ���†�Û�Ð�Þ�x�à�A�E�Ñ	ò�… MSTP �W�•�	�3�oož

�¢	G���4�î	€�M�µ�+�µ�e
è�+	€	,��	��A�E�Ñ�ž�k�U�*���F	å BPDU �› MAC ���ò�Û���ñ�Q�N�v�+	€�A�E

�Ñ�G��	� BPDU �l�k���’�ñ�Ä�¿�U BPDU �l�k�R	ò���ñ�…�2�Ð�Þ�x�àož 

�U�Y�¨ interface �%�”���Û���Ô��	�	€�M�F	å	,�•	� BPDU �› MAC ���ò MAC �ª�­�k��%²��	€�M�Q�ª
•�F

	å%²�����¡ MAC �ª�­ož 

配置举例 

�Ì  配置端口的 BP DU 源 M AC 检查功能 

o¬�F	å�•�co­ �F	å	€�M	� BPDU �› MAC ���ò  
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�z 	Þ	.�©�ø�•	�ož 

检验方法 

�z �ª	P�à
šož 

相关命令 

�Ì  打开边缘口的自动识别 

o¬�x�X���”o­ sp an n i n g-tree auto ed g e  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ �6�u�M�¨%²��	��ž�•
8� �Ä(�� 3 	a)�k�ò�ç�v�	�ñ���•	€�M�G��	� BPDU�k�é
•��
¥	€�M	,��	��©%²�V	à

	Ì
—�Õ�k�R	ò
—	å
¥	€�M����	Û	€�M�k	+�N���µ Forwarding �Ù�Áož
����ö
œ����	Û�M	�	€�M�œ�v�ñ BPDU

	ò
���
œ�ð���³��	Û�Mož 

�U�Y�*�� sp an n i n g-tree auto ed g e disab led �x�X�H�ƒ��	Û�M	�
���
œ�ð��
�ož 

配置举例 

�Ì  关闭端口的 Au t o Edge 功能 

o¬�F	å�•�co­ �¼�{	€�M	� Auto Edge ��
� 
 Ruijie(config)#int gi 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#spanning-tree autoedge disabled 

o¬���à�•�co­ �z �*�� sh ow span n i ng-tree interfa ce �x�X�ò	0	€�M	� Spanning Tree �F	åož 

 Ruijie#show spanning-tree interface gi 0/1 

 

PortAdminPortFast : Disabled 

PortOperPortFast : Disabled 

PortAdminAutoEdge : Disabled 

PortOperAutoEdge : Disabled 

PortAdminLinkType : point-to-point 

PortOperLinkType : point-to-point 

PortBPDUGuard : Disabled 

PortBPDUFilter : Disabled 

PortGuardmode  : None 

 

###### MST 0 vlans mapped :ALL 

PortState : forwarding 

PortPriority : 128 

PortDesignatedRoot : 0.00d0.f822.3344 

PortDesignatedCost : 0 

PortDesignatedBridge :0.00d0.f822.3344 

PortDesignatedPortPriority : 128 

PortDesignatedPort : 2 

PortForwardTransitions : 6 

PortAdminPathCost : 20000 

PortOperPathCost : 20000 

Inconsistent states : normal 

PortRole : designatedPort 

常见错误 

�z ��	Û	€�M	�
���
œ�ð��
��k�ó
•�6�u�M 3 	a�Ä�Ì�N�v�ñ BPDU �<�1	€�M
œ�ð�è��	Û	€�M�w	y�/ Forwardož�ò�ç	à	Ì�ê

�Ë���¨�����ê�v�G���†�•���ë
»�k�•
‘�1	€�M	�
���
œ�ð��
��¼�{ož 
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5.3.12 配置接口保护相关的特性 

配置效果 

�z �N�M�ø�• Root Guard ��
��ž�k� �ò�¿�¨�ñ�Ä���†��	�	€�M
…
)���6��	€�M�k%²�š
¥	€�M�v�ñ�i�¯	´�¾�ä	��F	å�’�Î�ž�k

Root Guard ��
��k�1
¥�N�M	å�� root-inconsistent (blocked)�Ù�Á, �¨
á�Ü�x	��ž�•�Ä�Z�Ä�v�ñ�¾�i	��F	å�’�Î�ž�k	€�M

�k�Ê�Ö�è�=�Û	��3�o�Ù�Áož 

�z 	��9�%�g�e
è	��{�ž�k�ÿ�M�ê�Õ�a�M	��9�v�	�ñ BPDU �k�J�è�6�u�M���µ
ô�G�Ù�Á�k�R	ò�-
��4	à	Ì���ê
è	��D�ÿ�k

LOOP Guard ��
��…�2�4��	_�Õ�Ñ	��G�ÿož 

注意事项 

�z 	€�M	� ROOT Guard �y LOOP Guard �c%²�ž�ö�Q
��Ä%²���ÿ�|ož 

配置方法 
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o¬�x�X���”o­ sp an n i n g-tree guar d loop  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ �o	� loop guard ��
��k
��…�2�ÿ	€�M�ê�Õ�a�M�œ�v�	�ñ bpdu 	ò�D�ÿ	��U
�	��ê
èož 

�Ì  关闭某个接口的 g u ar d 特性 

o¬�x�X���”o­ sp an n i n g-tree guar d none 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�F	å�%�” 

o¬�…	��6�-o­ 	Þ	.�©�¼�{ guard ��
�ož 

配置举例 

�Ì  配置端口的
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PortDesignatedRoot : 0.001a.a917.78cc 

PortDesignatedCost : 0 

PortDesignatedBridge :0.001a.a917.78cc 

PortDesignatedPortPriority : 128 

PortDesignatedPort : 17 

PortForwardTransitions : 1 

PortAdminPathCost : 20000 

PortOperPathCost : 20000 

Inconsistent states : normal 

PortRole : rootPort 

 

Ruijie#show spanning-tree int gi 0/2 

 

PortAdminPortFast : Disabled 

PortOperPortFast : Disabled 

PortAdminAutoEdge : Enabled 

PortOperAutoEdge : Disabled 

PortAdminLinkType : auto 

PortOperLinkType : point-to-point 

PortBPDUGuard : Disabled 

PortBPDUFilter : Disabled 

PortGuardmode  : Guard loop 

 

###### MST 0 vlans mapped :ALL 

PortState : discarding 

PortPriority : 128 

PortDesignatedRoot : 0.001a.a917.78cc 

PortDesignatedCost : 0 

PortDesignatedBridge :0.001a.a917.78cc 

PortDesignatedPortPriority : 128 

PxtDesignbdBnatedCosT<oop 

PxtDesignbdBnatedCosS ָӏҿM

ᴭ
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检验方法 

�z �ª	P�à
šož 

相关命令 

�Ì  配置 BPD U 透传功能 

o¬�x�X���”o­ b r i d g e-frame forw ard in g proto co l bpdu 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �¨ IEEE 802.1Q �ö�Õ���k BPDU 	�	)	� MAC �ª�­ 01-80-C2-00-00-00 �©�•���‘	
�ª�­�…	�	��k�/�8�² IEEE 

802.1Q �ö�Õ	�
—�Õ�k�+�9�N�v�ñ	� BPDU �l�©�	
ô�G	�ož�À	ò�k�¨���Ž	�	à	Ì�b	æ���k�U
��¬
}
—�Õ
�

�Ü�u�4�%�n BPDU �lož�†�ò�k
—�Õ�Ì�•�o STP �#
‘�ž�k�¬
}�%�n BPDU �l�k�…�±�
�$�;��	�
—�Õ�$�•	�

�ÿ�è�ù
‹	‘�3�oož 

BPDU �%�n��
��Q�¨ STP �#
‘�¼�{�ž�õ�o�•	�ož�¢ STP �#
‘�ø�•�ž�k
—�Õ�	�%�n BPDU �lož 

配置举例 

�Ì  配置 BPD U 透传功能 

o¬	à	Ì�ê�Ëo­ 

�£ 5-25 

 
 DEVA�kC ���•�o�ÿ�è�ù�#
‘�kDEV B �Ì�•�o�ÿ�è�ù�#
‘ož 

o¬�F	å�•�co­ �z DEV B ���F	å BPDU �%�n��
��k�…�± DEV A�kC �$�•	� STP �#
‘
��Ü�3	G
‹	‘ož 

DEV B Ruijie(config)#bridge-frame forwarding protocol bpdu 

o¬���à�•�co­ �z �*�� show run �ò	0 BPDU �%�n��
��©�k�•�oož 

DEV B Ruijie#show run 

 

Building configuration... 

Current configuration : 694 bytes 

bridge-frame forwarding protocol bpdu 

常见错误 

�— 

5.4 监视与维护 

清除各类信息 

 �}�•�•�n�û�¶�Q�/���û clea r 
a	—���¶
Ÿ�Ù���7�‘�ð�o�I�ž�—�ý�!�œ�`�/�n�d  

�•	� �x�X 

�Ž�”	€�M	��v�G��	Ï
‹�’�Î cl ear span n i n g-tree coun t ers [ in terface interface-id] 

�Ž�” STP 	��"�÷�w�J�’�Î clear span n i n g-tree mst instance-id topoch an g e reco r d  

查看运行情况 

�•	� �x�X 
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�ª	P MSTP 	��_�¾�@�ƒ�’�Î�C�ÿ�è�ù	��"�÷�’�Î sh ow span ning-tree 

�ª	P MSTP 	��v�G��	Ï
‹�’�Î sh ow span ni ng-tree count ers [ in terface interface-id] 

�ª	P MSTP 	��_ instance 	��’�Î�C�¿	€�M
ô�G�Ù�Á�’�Î sh ow span ning-tree summ a r y 

�ª	P�œ�ÿ�‘���ê�ê
è�‘��	ò block 	�	€�M sh ow span ni ng-treei n co n si st en t p o r t s 

�ª	P MST �¿	��F	å�’�Î sh ow span ning-tree mst co n fig u ratio n 

�ª	P
¥ instance 	� MSTP �’�Î  sh ow span ning-tree mst instance-id 

�ª	P�6�� interface 	��+�• instance 	� MSTP �’�Î sh ow span ning-tree mst instance-idin terfa ce interface-id 

�ª	P�6�����†��	��N�M	��"�÷�w�J�’�Î show span ning-tree mst instance-id topoch an g e reco r d 

�ª	P�6�� interface 	��ñ�Ä instance 	� MSTP �’�Î sh ow span ning-tree interfac e interface-id 

�ª	P forward-time sh ow span ning-treefo rw ard-time 

�ª	P Hello time sh ow span ning-tree hello time 

�ª	P max-hops sh ow span ni ng-treem ax-hops 

�ª	P tx-hold-count sh ow span ni ng-treetx-hold-count 

�ª	P pathcost method sh ow span ni ng-tree pathco stm et h o d 

查看调试信息 

 �Û�{�8�Ë�ð�o���V�½���‚
Ä�‡�W�d�°��
û�˜�
���È	K�‡�‘�ž�8�Ë�—�‘�d  

�•	� �x�X 

�ø�•�ÿ�è�ù�ñ�Ä	�
²
¡�•�¼ d eb u g mstp all 

�ø�•�ÿ�è�ù GR 	�
²
¡�•�¼  d eb u g mstp gr 

�ø�•�N�v BPDU ���†	�
²
¡�•�¼ d eb u g mstp rx 

�ø�•�G�� BPDU ���†	�
²
¡�•�¼ d eb u g mstp tx 

�ø�•�ÿ�è�ù�7�^
²
¡�•�¼ d eb u g mstp even t 

�ø�•�ÿ�è�ù Loop Guard �Ô�Å
²
¡�•�¼ d eb u g mstp loopg u ar d 

�ø�•�ÿ�è�ù Root Guard �Ô�Å
²
¡�•�¼ d eb u g mstp root gu ard 

�ø�• Bridge Detect �Ù�Á�Ñ
²
¡�•�¼ d eb u g mstp brid g ed et ect 
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6 LLDP 

6.1 概述 

LLDP�g Link Layer Discovery Protocol�k�e
è�C�G�ë�#
‘�h�©	� IEEE 802.1AB ���#	�%²	_�e
è�C�G�ë�#
‘ož�*�� LLDP �#


‘
��Ü��
g�"�÷	��G�ë�C�K�W�"�÷	��J���Õ�ÑožLLDP �1
—�Õ	��Î�ª�’�Î	Á	Ã�è TLV 	����”�gType/Length/Value �k	•�º/

�x�†/ �›�h�/
x�¨ LLDPDU�gLLDP data unit �k�e
è�C�G�ë�#
‘�ƒ�G�%�«�h���G��	Ë�>�D
—�Õ�k�c�ž�	�1�>�D
—�Õ�G��	� LLDPDU

�Y MIB�gManagement Information Base �k	’�ò�’�Î�€�h	��¥�”���¥
Ü�Û�k�U�ˆ	Ë	à	Ì	’�ò	©	Ï
˜�|ož 

�*�� LLDP
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�¿���y 

�z M 
n	P�©�¡��	� TLVož 

�z �¨ LLDPDU ���k Chassis ID TLVo•Port ID TLVo•Time To Live TLV �y End Of LLDPDU TLV �©�·�À�`�k	��k	ò�¿�		•

�º	� TLV �©�U�#�`�kož 

�Ì  LLDP 报文封装格式 

LLDP ���†�u�4��	_�/
x���”�yEthernet II �y SNAP�gSubnetwork Access Protocols �k�ÿ	à
˜�|�#
‘�hož 

�¿�� Ethernet II ���”�/
x	� LLDP ���†�ò�£�ñ	P�y 

�£ 6-4 Ethernet II ���”�/
x	� LLDP ���† 

 

�¿���y 

�z Destination Address�y	)	� MAC �ª�­�k�� LLDP 	�	Á�n�ª�­ 01-80-C2-00-00-0Eož 

�z Source Address�y�› MAC �ª�­�k��
—�Õ	�	€�M MAC �ª�­ož 

�z Ethertype�y�Y�ß	à	•�º�k�� 0x88CCož 

�z LLDPDU�yLLDP �#
‘�ƒ�G�%�«ož 

�z FCS�y�l�û�à�~�çož 

SNAP ���”�/
x	� LLDP ���†�ò�£�ñ	P�y 

�£ 6-5 SNAP ���”�/
x	� LLDP ���† 

 

�¿���y 

�z Destination Address�y	)	� MAC �ª�­�k�� LLDP 	�	Á�n�ª�­ 01-80-C2-00-00-0Eož 

�z Source Address�y�› MAC �ª�­�k��
—�Õ	�	€�M MAC �ª�­ož 

�z SNAP-encoded Ethertype�ySNAP �/
x	��Y�ß	à	•�º�k�� AA-AA-03-00-00-00-88-CC.ož 

�z LLDPDU�yLLDP �#
‘�ƒ�G�%�«ož 

�z FCS�y�l�û�à�~�çož 

�Ì  TLV 

LLDPDU ���/
x	� TLV �U�Y�ã�è�8���Ý	•�y 

�z �Â�Î	’�ò TLV 

�z 	Á	Ã���# TLV 

�Â�Î	’�ò TLV �©%²	Á	��9	à	Ì	’�ò	��Â	E TLV �¤�`ož	Á	Ã���# TLV �©	��ö�Õ	Á	Ã�y�¿�	�Ñ�ã���#	� TLV�k�A�ò IEEE 802.1

	Á	Ão•IEEE 802.3 	Á	Ã�ã�ð���#�4�_
�	� TLV �¤�`ož 

1. TLV 

�Â�Î	’�ò TLV �¤�`���m�4��	_	•�º	� TLV�y�¡�� TLV �y�U�# TLVož�¡�� TLV �©�6
¥ TLV �’�Î�·�À���m�¨ LLDPDU ���G�b�k

�U�# TLV �©�6�ÿ�G�¬
}	G�� TLV �©�k���m�¨ LLDPDU ���G�bož 





 

6-5 

�F	å�6�' LLDP

TLV 	•�º TLV 
ª�¢ 

LLDP-MED Capabilities TLV 

—�Õ�©�k�u�4 LLDP-MEDo•LLDPDU ���/
x	� LLDP-MED TLV 	•�º�Y�C�¢�ù


—�Õ	�	•�º�g	à	Ì���N
—�Õ�ê	Ä	€�h 

Network Policy TLV 
�*�s	€�M	� VLAN 	��F	åo•�u�4	��•	�	•�º�g�ò
§�º�ê
‚�È�ho•�8�C	��i�¯	´

�’�Î	ˆ 

Location Identification TLV ���y�ö
œ	Ä	€
—�Õož�¨	à	Ì�"�÷�v�¤	ˆ�•	���
��Ü	¤	G�ª���y�ß	Ä	€
—�Õ 

Extended Power-via-MDI TLV �U�ˆ�4�¾�ä	´	��ˆ	�	’�ò 

Inventory – Hardware Revision TLV MED 
—�Õ	�	F�^�Í�Î 

Inventory – Firmware Revision TLV MED 
—�Õ	��¡�^�Í�Î 

Inventory – Software Revision TLV MED 
—�Õ	�
÷�^�Í�Î 

Inventory – Serial Number TLV MED 
—�Õ	��~�ç�Z 

Inventory – Manufacturer Name TLV MED 
—�Õ	��ò�-�Œ	��d	f 

Inventory – Model Name TLV MED 
—�Õ	��%�²�d	f 

Inventory – Asset ID TLV MED 
—�Õ	�
Ï�D�ö
œ	…�k	��9	)�£	’�ò�y
Ï�D
æ
í 

 �,���ì�0�o�‚	y�!�6 LLDP �Ø�Ð���[ LLDP-MED �G�Ì�� TLV ���Ÿ�ã�d  

功能特性 

��
��Ô�Å �•	� 

LLDP�W�•�%�”  �F	å LLDP ���†�v�G	��%�”ož 

LLDP � � � † 	 � � n 
 ÿ �Ñ

�ò  

	+���u�4 LLDP �#
‘	��A�E�Ñ
—�Õ�U�G�� LLDP ���†	Ë�+�•ož 

LLDP � � � † 	 � �N � v �Ñ

�ò  

	+���u�4 LLDP �#
‘	��A�E�Ñ
—�Õ�U�N�v�+�•�G��	� LLDP ���†ož 

6.3.1 LLDP 工作模式 

�F	å LLDP �W�•�%�”�k
��Ü�…�A�E�Ñ�v�G LLDP ���†	��•�”�G�ÿ�J��ož 

工作原理 

LLDP �U�ˆ�4��	_�W�•�%�”�y 

�z TxRx�y�˜�G���-�N�v LLDPDUož 

�z Rx Only�y�Q�N�v�	�G�� LLDPDUož 

�z Tx Only�y�Q�G���	�N�v LLDPDUož 

�¢	€�M	� LLDP �W�•�%�”�G�ÿ�J���ž�k	€�M�1�+�#
‘�Ù�Á�Ñ��
g�ì�÷���q�•�k�*���F	å	€�M�ì�÷��	��•���ž�•�k�U�Y�9�²	�

�9�W�•�%�”�È	¯�w�J	ò�-
�	€�M�	�•�ª��
g�ì�÷���q�•ož 

相关配置 

�Ì  配置 L L D P 工作模式 

	Þ	.�Õ�Ñ���k�N�M��	��W�•�%�”�� TxRxož 

�…	� l l d p mode �x�X�U�Y�w�J�N�M��	��W�•�%�”ož 

�·�À�¨�N�M���F	å�W�•�%�”�� TxRx �õ
��… LLDP �#
‘���†�v�G��
��3�oož
3�N�M�W�•�%�”�F	å�� Rx Only�k�;�"
—�Õ�Q
�

�N�v LLDP ���†�k �x�—�c�G�� LLDP ���†�z
3�N�M�W�•�%�”�F	å�� Tx Only�k�;�"
—�Õ�Q
��G�� LLDP ���†�k �x�—�c�N�v LLDP

���†�z
3�™�M�W�•�%�”�¼�{�k�1�	�Ç�v�G LLDP ���†ož 
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�Ì  配置 L L D P 快速发送报文的个数 

	Þ	.�Õ�Ñ���kLLDP �½�,�G�����†	����ƒ�� 3 ��ož 

�…	� l l d p fast-coun t �x�X�U�Y�w�J LLDP �½�,�G�����†	����ƒož 

�w�J�½�,�G���Ñ�ò���½�,�G�����†	����ƒož 

6.3.3 LLDP 报文的接收机制 

LLDP
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 �¶�*���"�d�������" TTL �P�ô�ä LLDP �q�3�Ÿ
"�¨�·�·�O�d  
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n o { co u n t r y | state | coun t y | city | 
di vi si o n | neigh bo r h o od | street-grou p | 
lead in g-street-dir | trailin g-stre et-suffix | 
street-suffix | number | 
stre et-numb er-suffix | land mark | 
addit i on al-locati o n-infor m at i o n | name | 
postal-code | build i ng | unit | floo r | room 
| type-of-place |  
postal-commu n i t y-name | 
post-offi ce-box | addi t io n al-code } 
ca-word 

�í�”
—�Õ	��¯�*�ª�­�’�Î 

 �¶�*���"�d�������"�•�•���%�„�(�%�Ü	ò�ð�o�d  

l l d p locat i on elin ident i f i e r id 
elin-locat i on tel-number �F	å
—�Õ	�	¬�Ä	�
¢�Z	A�’�Î 

�F	å
—�Õ	�	¬�Ä	�
¢�Z	A�’

�Î  

n o lldp locati o n elin iden ti f i er id �í�”
—�Õ	�	¬�Ä	�
¢�Z	A�’�Î 

6.4.1 配置LLDP 功能 

配置效果 

�z �ø�•�ê�¼�{ LLDP 	���
�ož 

注意事项 

�z �ò�ç
}�L�N�M�� LLDP
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�Ì  关闭 L L D P 功能 

o¬�F	å�•�co­ �¼�{�¶�B LLDP ��
�ož 

 Ruijie(config)#no lldp enable 

  

o¬���à�•�co­ �ª	P LLDP �¶�B�Ù�Á�’�Îož 

 Ruijie(config)#show lldp status 

Global status of LLDP: Disable 

常见错误 

�z �N�M�]�•�o LLDP ��
��k�x�©�¶�B�Z�Ä�•�o LLDP ��
��k�4�ž�N�M��	� LLDP ��
����©�	
��ÿ�|ož 

�z 	€�M���.�ñ	��>�D���ƒ�’�ò�¨ 5 ���k�/	€�M�Â�Ú�Q
����.�ñ 5 ���>�Dož 

�z �ò�ç�>�D
—�Õ�	�u�4 LLDP�k�x�©�>�D
—�Õ����	�
—�Õ�u�4 LLDP�k	��9�>�D
—�Õ�U
��k
ô�G LLDP 	����†�k���ý�k	€

�M�U
��k���.�ñ�³	+��	�
—�Õ	��’�Îož 

6.4.2 配置LLDP 工作模式 

配置效果 

�z �F	å�N�M	� LLDP 	��W�•�%�”�� TxRx�k�é
¥�N�M�U�G���y�N�v���†ož 

�z �F	å�N�M	� LLDP 	��W�•�%�”�� Tx�k�é
¥�N�M�Q
��G�����†�k�	
��N�v���†ož 

�z �F	å�N�M	� LLDP 	��W�•�%�”�� Rx�k�é
¥�N�M�Q
��N�v���†�k�	
��G�����†ož 

�z �¼�{�N�M	� LLDP �W�•�%�”�k�é
¥�N�M�	
��N�v�y�G�����†ož 

注意事项 

�z LLDP �

g�¨���Ž	��Ò�ò�N�M���g�+�9 AP �M�k�é���Ž�©�

g�¨ AP �è�t�M���hož�Ä�L�M�kVSL �M�	�u�4 LLDPož 

配置方法 

�  �U�#�F	åož 

�z 	��ï�U�ÿ�G���Ž�¬
}�1�W�•�%�”�“�w�� Tx �ê Rx �%�”ož 

检验方法 

�ª	P�N�M�� LLDP 	��Ù�Á�’�Îož 

�z ���ò�N�M�� LLDP 	��W�•�%�”�©�k�y�F	å	�	,�což 

相关命令 

�Ì  配置 L L D P 工作模式 

o¬�x�X���”o­ l l d p mode { rx | tx | txrx  } 

o¬�@�ƒ
ª�¢o­ rx �y
n	P�Q�N�v�	�G�� LLDPDU 

tx�y
n	P�Q�G���	�N�v LLDPDU 

txrx�y
n	P�/�G���A�N�v LLDPDU 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ �N�M LLDP ��
��ÿ�|	��ù�U�©�¶�B�…
��4 LLDP ���N�M LLDP 	��W�•�%�”�Ô�9 txo•rx �ê txrxož 

�Ì  关闭 L L D P 工作模式 
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o¬�x�X���”o­ n o lldp mode 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ �¼�{�N�M	� LLDP �W�•�%�”�k�4�ž�N�M�	�Ç�G���y�N�v LLDP ���†ož 

配置举例 

�Ì  配置 L L D P 工作模式 

o¬�F	å�•�co­ �N�M���F	å LLDP 	��W�•�%�”�� Tx �%�”ož 
 Ruijie(config)#interface gigabitethernet 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#lldp mode tx 
  

o¬���à�•�co­ �ª	P LLDP �¨�N�M��	��Ù�Á�’�Îož 
 Ruijie(config-if-GigabitEthernet 0/1)#show lldp status interface gigabitethernet 0/1 

Port [GigabitEthernet 0/1] 

Port status of LLDP             : Enable 

Port state                      : UP 

Port encapsulation              : Ethernet II 

Operational mode                : TxOnly 

Notification enable             : NO 

Error detect enable             : YES 

Number of neighbors             : 0 

Number of MED neighbors         : 0 

常见配置错误 

- 

6.4.3 配置允许发布的TLV 类型 

配置效果 

�z 	��ï�U�Y�*���F	å�

g�G�b	� TLV 	•�º�k�…�G�� LLDP ���†�� LLDPDU 	��Ä� �w�Jož 

注意事项 

�z �F	å�Â�Î	’�ò TLVo•IEEE 802.1 	Á	Ã���# TLVo•IEEE 802.3 	Á	Ã���# TLV �ž�k�ò�ç�6�� all �@�ƒ�k�1�G�b
¥	•�º	�

�ñ�Ä�U�# TLVož 

�z �F	å LLDP-MED TLV �ž�k�ò�ç�6�� all �@�ƒ�k�1�G�b�” Location Identification TLV �$�Ù	��ñ�Ä	•�º	� LLDP-MED 

TLVož 

�z �F	å�ª
•�G�b LLDP-MED Capability TLV �ž�k�¬
}�¯�F	å�ª
•�G�b LLDP 802.3 MAC/PHY TLV�z�H�ƒ�G�b LLDP 802.3 

MAC/PHY TLV �ž�k�¬
}�¯�H�ƒ�G�b LLDP-MED Capability TLV 

�  �F	å LLDP-MED TLV �ž�k�·�À�F	å�ª
•�G�b LLDP-MED Capability TLV�k�õ�U�Y�F	å�ª
•�G�b LLDP-MED �¿�		•�º

	� TLVož�H�ƒ�G�b LLDP-MED TLV�k�·�À�¯�H�ƒ�G�b LLDP-MED �¿�		•�º	� TLV�k�õ�ª
•�H�ƒ�G�b LLDP-MED 

Capability TLVož�¢
—�Õ��	û IP 	�
¢�k
3 IP 	�
¢�u�4 LLDP-MED�k�é�U�Y�*���F	å network policy TLV �� IP

	�
¢ 

�  �ò�ç
—�Õ	Þ	.�u�4 DCBX ��
��k	Þ	.�Õ�Ñ��	€ IEEE 802.3 TLV �C LLDP-MED TLV 

配置方法 

�  �U�#�F	åož 

�z 	��ï�U�ÿ�G���Ž�¬
}�¨�î�N TLV 	•�ºož 
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检验方法 

�ª	P	€�M���U�G�b	� TLV �F	å�’�Îož 

�z ���ò�N�M���ª
•�G�b	� TLV �©�k�y�F	å	�%²
�ož 

相关命令 

�Ì  配置 L L D P 允许发布的 T L V 

o¬�x�X���”o­ lld p tl v-enab le { basic-tl v { all | port-descrip t i o n | syst em -capabi l i t y | system-descri p t i o n | 
syst em-nam e  } |dot1-tlv  { all | port-vl an-id | proto co l-vl an-id  [ vlan-id ] | vlan-name  [ vlan-id ] } 
| d o t 3-tl v { a l l | link-aggrega t io n | mac-phy sic | max-frame-size | pow er } | med-tl v { all | capabili t y | 
in ven t o r y | locati o n { civi c-locatio n | elin } identifier id | netw ork-poli c y prof i l e  [ profile-num ] | 
pow er-over-eth ern et  } } 

o¬�@�ƒ
ª�¢o­ b asic-tl v �y�Â�Î	’�ò TLV 

p o rt-descrip tio n �y
n	P Port Description TLV  

s ys t e m-capab i l i t y �y
n	P System Capabilities TLV 

s yst em-des cri p tion �y
n	P System Description TLV 

s yst em-nam e �y
n	P System Name TLV  

d o t1-tlv �y802.1 	Á	Ã���#	� TLV 

p o r t-vlan-id �y
n	P Port VLAN ID TLV 

p r o t o co l-vlan-id �y
n	P Port And Protocol VLAN ID TLV 

vlan-id�y
n	P	€�M�#
‘ VLAN ID�k�F	å
8� ���y1-4094 

vl an-nam e �y
n	P VLAN Name TLV 

vlan-id�y
n	P�6�� VLAN �d	f�+�•	� VLAN ID�k�F	å
8� ���y1-4094 

d o t 3-tl v �y802.3 	Á	Ã���#	� TLV 

lin k-aggreg atio n �y
n	P Link Aggregation TLV 

mac-ph ysic �y
n	P MAC/PHY Configuratioin/Status TLV 

|7x-fram e-siz e�y
n	P Maximum Frame Size TLV 

p ow er �y
n	P Power Via MDI TLV 

med-tl v �y LLDP MED TLV 

c a p a b i l i t y �y
n	P LLDP-MED Capabilities TLV 

i n ven t o r y �y
n	P	)�£	’�ò TLV�k���,	F�^�Í�Îo•�¡�^�Í�Îo•
÷�^�Í�Îo•�~�ç�Zo•�ò�-�D�Œ�d	fo•�%�²�d

	f�y
Ï�D�ö
œ	…	ˆ 

l o c a t i o n �y
n	P Location Identification TLV 

ci vi c-locatio n �y
n	P�/
x	à	Ì���N
—�Õ	��¯�*�ª�­�’�Î 

e l i n�y
n	P�/
x	¬�Ä	�
¢�Z	A�’�Î 

id�y
n	P�F	å	�	Œ	� ID�k�F	å
8� ���y1-1024 

n etw o r k-poli cy �y
n	P Network Policy TLV 

profile-num�y Network Policy 	Œ	� ID�k�F	å
8� ���y1-1024 

p ow er-over-eth ern et �y
n	P Extended Power-via-MDI TLV 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­   

�Ì  取消发布指定的 T L V 类型 

o¬�x�X���”o­ n o lldp tl v-en ab le {basic-tlv { all | port-descript i o n | syst em-capabil i t y | system-descrip t i o n | 
syst em-nam e } | dot1-tlv { al l | port-vl an-id | prot o co l-vl an-id | vl an-name } | dot3-tl v {  all | 
link-aggreg atio n | mac-physic | max-fra me-size | pow er } | med-tl v { all | capabi l i t y | in vent o r y | 
locatio n  { ci vi c-locatio n | elin } identifier id  | netw o r k-policy profi l e [ profile-num ] | 
pow er-over-eth ern et  } } 
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o¬�@�ƒ
ª�¢o­ b asic-tl v �y�Â�Î	’�ò TLV 

p o rt-descrip tio n �y
n	P Port Description TLV  

s ys t e m-capab i l i t y �y
n	P System Capabilities TLV 

s yst em-des cri p tion �y
n	P System Description TLV 

s yst em-nam e �y
n	P System Name TLV  

d o t1-tlv �y802.1 	Á	Ã���#	� TLV 

p o r t-vlan-id �y
n	P Port VLAN ID TLV 

p r o t o co l-vlan-id �y
n	P Port And Protocol VLAN ID TLV 

vl an-nam e �y
n	P VLAN Name TLV 

d o t 3-tl v �y802.3 	Á	Ã���#	� TLV 

lin k-aggreg atio n �y
n	P Link Aggregation TLV 

mac-ph ysic �y
n	P MAC/PHY Configuratioin/Status TLV 

max-fram e-siz e�y
n	P Maximum Frame Size TLV 

p ow er �y
n	P Power Via MDI TLV 

med-tl v �y LLDP MED TLV 

c a p a b i l i t y �y
n	P LLDP-MED Capabilities TLV 

i n ven t o r y �y
n	P	)�£	’�ò TLV�k���,	F�^�Í�Îo•�¡�^�Í�Îo•
÷�^�Í�Îo•�~�ç�Zo•�ò�-�D�Œ�d	fo•�%�²�d

	f�y
Ï�D�ö
œ	…	ˆ 

l o c a t i o n �y
n	P Location Identification TLV 

ci vi c-locatio n �y
n	P�/
x	à	Ì���N
—�Õ	��¯�*�ª�­�’�Î 

e l i n�y
n	P�/
x	¬�Ä	�
¢�Z	A�’�Î 

id�y
n	P�F	å	�	Œ	� ID�k�F	å
8� ���y1-1024 

n etw o r k-poli cy �y
n	P Network Policy TLV 

profile-num�y Network Policy 	Œ	� ID�k�F	å
8� ���y1-1024 

p ow er-over-eth ern et �y
n	P Extended Power-via-MDI TLV 

œ À ¹ ´ Z � ” À• Ì œ À ¹ ´
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Port And Protocol VLAN ID TLV    NO     YES     

VLAN Name TLV                       YES    YES     

 

IEEE 802.3 extend TLV: 

MAC-Physic TLV                      YES    YES     

Power via MDI TLV                  YES    YES     

Link Aggregation TLV               YES    YES     

Maximum Frame Size TLV             YES    YES     

 

LLDP-MED extend TLV: 

Capabilities TLV                    YES    YES     

Network Policy TLV                  YES    YES     

Location Identification TLV       NO     NO      

Extended Power via MDI TLV        YES    YES     

Inventory TLV                        YES    YES 

常见配置错误 

- 

6.4.4 配置LLDP 报文中发布管理地址 

配置效果 

�z �F	å�N�M�� LLDP ���†��	��G�b	’�ò�ª�­�k�U�…	’�ò�ª�­ TLV �G�ÿ�w�Jož 

�z �H�ƒ	’�ò�ª�­�G�b�1�… LLDP ���†��	�	’�ò�ª�­�7	Þ	.�Õ�Ñ���#�Hož 

注意事项 

�z LLDP �

g�¨���Ž	��Ò�ò�N�M���g�+�9 AP �M�k�é���Ž�©�

g�¨ AP �è�t�M���hož�Ä�L�M�kVSL �M�	�u�4 LLDPož 

配置方法 

�  �U�#�F	åož 

�z �¨�N�M���F	å LLDP ���†�G�b	�	’�ò�ª�­ož 

检验方法 

�ª	P�Î�ª
—�Õ�N�M��	� LLDP �’�Îož 

�z ���ò�Î�ª
—�Õ�N�M��	� LLDP �’�Î�©�k�y�F	å	�	,�což 

相关命令 

�Ì  配置 L L D P 报文中发布的管理地址 

o¬�x�X���”o­ l l d p manag em en t-address-tl v [ ip-address ] 

o¬�@�ƒ
ª�¢o­ ip-address �y LLDP ���†���G�b	�	’�ò�ª�­ 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ 	Þ	.�Õ�Ñ���k LLDP ���†�G�b	’�ò�ª�­ož�G�b	�	’�ò�ª�­��	€�M�ª
•�*��	��Â�4 VLAN 	� IPv4 �ª�­�k�ò�ç


¥ VLAN �Ì�F	å IPv4 �ª�­�k�é	Ð	Ò�ò����%²���ª
•�*��	��Â�4 VLAN�k	+�ñ���ñ IPv4 �ª�­���2ož 

�Ì  取消管理地址的发布 

o¬�x�X���”o­ n o lldp manag em en t-addre s s-tl v 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 
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o¬�…	��6�-o­ 	Þ	.�Õ�Ñ���k LLDP ���†�G�b	’�ò�ª�­ož�G�b	�	’�ò�ª�­��	€�M�ª
•�*��	��Â�4 VLAN 	� IPv4 �ª�­�k�ò�ç


¥ VLAN �Ì�F	å IPv4 �ª�­�k�é	Ð	Ò�ò����%²���ª
•�*��	��Â�4 VLAN�k	+�ñ���ñ IPv4 �ª�­���2ož 

配置举例 

�Ì  配置 L L D P 报文中发布的管理地址 

o¬�F	å�•�co­ �¨�N�M���F	å LLDP ���†�G�b	�	’�ò�ª�­�� 192.168.1.1  
 Ruijie(config)#interface gigabitethernet 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#lldp management-address-tlv 192.168.1.1 
  

o¬���à�•�co­ �ò	0�+�•�N�M��	,�•	��F	å�’�Î 
 Ruijie(config-if-GigabitEthernet 0/1)#show  lldp local-information interface GigabitEthernet 

0/1 

Lldp local-information of port [GigabitEthernet 0/1] 

  Port ID type                      : Interface name 

  Port id                           : GigabitEthernet 0/1 

  Port description                  : GigabitEthernet 0/1 

 

  Management address subtype        : ipv4 

  Management address                : 192.168.1.1 

  Interface numbering subtype       : ifIndex 

  Interface number                  : 1 

  Object identifier                 :  

         

  802.1 organizationally information 

  Port VLAN ID                      : 1 

  Port and protocol VLAN ID(PPVID)  : 1 

      PPVID Supported               : YES 

      PPVID Enabled                 : NO 

  VLAN name of VLAN 1               : VLAN0001 

  Protocol Identity                 :  

         

  802.3 organizationally information 

  Auto-negotiation supported        : YES 

  Auto-negotiation enabled          : YES 

  PMD auto-negotiation advertised   : 1000BASE-T full duplex mode, 100BASE-TX full duplex mode, 

100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half duplex mode 

  Operational MAU type              : speed(100)/duplex(Full) 

  PoE support                       : NO 

  Link aggregation supported        : YES 

  Link aggregation enabled          : NO 

  Aggregation port ID               : 0 

  Maximum frame Size                : 1500 

 

  LLDP-MED organizationally information 

  Power-via-MDI device type         : PD 

  Power-via-MDI power source        : Local 

  Power-via-MDI power priority      :  

  Power-via-MDI power value         :  

  Model name                        : Model name 

常见配置错误 

- 
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6.4.5 配置快速发送LLDP 报文的个数 

配置效果 

�z �w�J�½�,�G���Ñ�ò�� LLDP ���†�G��	����ƒož 

注意事项 

�z - 

配置方法 

�  �U�#�F	åož 

�z �¨�¶�B�F	å�%�”���F	å�½�,�G�� LLDP ���†���ƒož 

检验方法 

�ª	P�¶�B LLDP 	��Ù�Á�’�Îož 

�z ���ò LLDP �½�,�G�����ƒ�©�k�y�F	å	�	,�což 

相关命令 

�Ì  配置快速发送 L L D P 报文的个数 

o¬�x�X���”o­   LLDP ����	����9�•é�é�ož

o ¬ � x � U � % � ” o ­ o H 	 à -  

� Ì  快 速 发 送L L D P



 

6-17 

�F	å�6�' LLDP

6.4.6 配置TTL 乘数和LLDP 报文发送时间间隔 

配置效果 

�z �w�J TTL �+�ƒ	��›ož 

�z �w�J LLDP ���†�G���ž�•�•�œož 

注意事项 

- 

配置方法 

�  �U�#�F	åož 

�z �¶�B�F	å�%�”����
g�F	åož 

检验方法 

�ª	P�N�M�� LLDP 	��Ù�Á�’�Îož 

�z ���ò�N�M�� LLDP 	��W�•�%�”�©�k�y�F	å	�	,�což 

相关命令 

�Ì  配置 T T L 乘数 

o¬�x�X���”o­ l l d p hold-multi p l i e r value 

o¬�@�ƒ
ª�¢o­ value �yTTL �+�ƒ�k	Þ	.�� 4�k�F	å
8� �� 2-10 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ LLDP ���†�� Time To Live TLV 	��›=TTL �+�ƒ�˜���†�G���ž�•�•�œ+1 ož�œ�4�k�*��
²�… TTL �+�ƒ�U�Y�O

�ò�Î
—�Õ�’�Î�¨�>�D
—�Õ	����t�ž�•ož 

�Ì  恢复缺省 T T L 乘数 

o¬�x�X���”o­ n o lldp hold-mult i p li er 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ LLDP ���†�� Time To Live TLV 	��›=TTL �+�ƒ�˜���†�G���ž�•�•�œ+1 ož�œ�4�k�*��
²�… TTL �+�ƒ�U�Y�O

�ò�Î
—�Õ�’�Î�¨�>�D
—�Õ	����t�ž�•ož 

�Ì  配置 L L D P 报文发送时间间隔 

o¬�x�X���”o­ lldp timer tx-inter val seconds 

o¬�@�ƒ
ª�¢o­ seconds �yLLDP ���†	��G���ž�•�•�œ�k�U�F	å
8� �� 5-32768 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

�Ì  恢复缺省 L L D P 报文发送时间间隔 

o¬�x�X���”o­ n o lldp timer tx-inter val 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

配置举例 
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�Ì  配置 L L D P 工作模式 

o¬�F	å�•�co­ �F	å TTL �+�ƒ�� 3�k LLDP ���†	��G���•�œ�� 20 	a�k�4�ž�k�Î�ª
—�Õ�’�Î�¨�>�D
—�Õ	����t�ž�•�� 61 	a
 Ruijie(config)#lldp hold-multiplier 3 

Ruijie(config)#lldp timer tx-interval 20 
  

o¬���à�•�co­ �ª	P�¶�B LLDP �Ù�Á�’�Îož  
 Ruijie(config)#lldp hold-multiplier 3 

Ruijie(config)#lldp timer tx-interval 20 

Ruijie(config)#show lldp status 

Global status of LLDP                  : Enable 

Neighbor information last changed time :  

Transmit interval                      : 20s 

Hold multiplier                        : 3 

Reinit delay                           : 2s 

Transmit delay                         : 2s 

Notification interval                  : 5s 

Fast start counts                      : 3 

常见配置错误 

- 

6.4.7 配置LLDP 报文的发送延迟时间 

配置效果 配看
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o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �¢�Î�ª�’�Î�G�ÿ�J���ž�k�k	y�/�g�>�D
—�Õ�G�� LLDP ���†ož���4�9�²�Î�ª�’�Î�È	¯�J���–
Ü	��È	¯�ª�G

�� LLDP ���†�k�U�Y�F	å LLDP ���†	��G���•���ž�•�Û�’�ò LLDP ���†	��È	¯�G��ož 

配置举例 

�Ì  配置 L L D P 报文的发送延迟时间 

o¬�F	å�•�co­ �F	å�G�� LLDP ���†	��•���ž�•�� 3 	a  
 Ruijie(config)#lldp timer tx-delay 3 
  

o¬���à�•�co­ �ò	0�¶�B LLDP �Ù�Á�’�Î 
 Ruijie(config)#show lldp status 

Global status of LLDP                  : Enable 

Neighbor information last changed time :  

Transmit interval                      : 30s 

Hold multiplier                        : 4 

Reinit delay                           : 2s 

Transmit delay                         : 3s 

Notification interval                  : 5s 

Fast start counts                      : 3 

常见配置错误 

- 

6.4.8 配置端口初始化的延迟时间 

配置效果 

�z �w�J	€�M�ì�÷��	��•���ž�•ož 

注意事项 

�z - 

配置方法 

�  �U�#�F	åož 

�z 	��ï�U�ÿ�G���Ž�¬
}�+	€�M�Ù�Á�Ñ�ì�÷��	��•���ž�•��
g�F	åož 

检验方法 

�ª	P�¶�B LLDP 	��Ù�Á�’�Îož 

�z ���ò�¶�B LLDP 	�	€�M�ì�÷��	��•���ž�•�©�k�y�F	å	�	,�což 

相关命令 

�Ì  配置端口初始化的延迟时间 

o¬�x�X���”o­ lldp timer reinit-delay seconds 

o¬�@�ƒ
ª�¢o­ seconds �y	€�M�ì�÷��	��•���ž�•�k�F	å
8� �� 1-10 	a 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ ���4�9�²	€�M	��W�•�%�”	��È	¯�J���–
Ü	��È	¯�ª�ì�÷���Ù�Á�Ñ�k�U�Y�F	å	€�M�ì�÷��	��•���ž�•ož 

�Ì  恢复缺省端口初始化的延迟时间 
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o¬�x�X���”o­ no lldp timer reinit-delay 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ ���4�9�²	€�M	��W�•�%�”	��È	¯�J���–
Ü	��È	¯�ª�ì�÷���Ù�Á�Ñ�k�U�Y�F	å	€�M�ì�÷��	��•���ž�•ož 

配置举例 

�Ì  配置端口初始化的延迟时间 

o¬�F	å�•�co­ �F	å	€�M�ì�÷��	��•���ž�•�� 3 	a�k�w�ª	P LLDP
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�Ì  打开 L L D P Trap 功能 

o¬�x�X���”o­ l l d p noti f i cat io n remo t e-chang e enab l e 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ �*���F	å Trap ��
��k�U�Y�1�Î�ª
—�Õ	� LLDP �’�Î�g�†�ò�G�ë�•�>�Do•���y�ñ�
�>�D	��*�’�e
è�{�ž	ˆ

�’�Î�h�G��	Ë	à	’�Æ���˜�k	’�ò�t�U�Y�ÿ�G�4�’�Î	!�O	à	Ì	��

g�Ù�Ñož 

�Ì  关闭 L L D P Trap 功能 

o¬�x�X���”o­ n o lldp noti f i cat i o n remo t e-chang e enab l e 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ �*���F	å Trap ��
��k�U�Y�1�Î�ª
—�Õ	� LLDP �’�Î�g�†�ò�G�ë�•�>�Do•���y�ñ�
�>�D	��*�’�e
è�{�ž	ˆ

�’�Î�h�G��	Ë	à	’�Æ���˜�k	’�ò�t�U�Y�ÿ�G�4�’�Î	!�O	à	Ì	��

g�Ù�Ñož 

�Ì  配置发送 L L D P Trap 信息的时间间隔 

o¬�x�X���”o­ l l d p timer notif i c a t i o n-interva l seconds 

o¬�@�ƒ
ª�¢o­  
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Port state                      : UP 

Port encapsulation              : Ethernet II 

Operational mode                : RxAndTx 

Notification enable             : YES 

Error detect enable             : YES 

Number of neighbors             : 0 

Number of MED neighbors         : 0 

常见配置错误 

- 

6.4.10 配置LLDP 错误检测功能 

配置效果 

�z LLDP �j
¨���y��
��ø�•�k�¢ LLDP ���y�ñ�j
¨�ž�k�1�ø�- LOG �’�Î�U	P	’�ò�tož 

�z �F	å LLDP �j
¨���y��
��k�j
¨���y���,�e
è��	€	� VLAN �F	å���yo•	€�M�Ù�Á���yo•	€�M	ü�`�F	å���yo• MTU �F	å

���y�C�ê
è���y 

注意事项 

- 

配置方法 

�  �U�#�F	åož 

�z 	��ï�U�ÿ�G���Ž�¬
}�¨�N�M�%�”����
g�F	å�k�ø�•�ê�¼�{ LLDP �j
¨���y��
�ož 

检验方法 

�ª	P�N�M�� LLDP 	��Ù�Á�’�Îož 

�z ���ò�N�M�� LLDP �j
¨���y��
��©�ø�•���©�¼�{�k�
���Ž�F	å�©�k%²
�ož 

相关命令 

�Ì  打开 L L D P 错误检测功能 

o¬�x�X���”o­ lldp error-dete ct 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ LLDP �j
¨���y��
��©�‰�´�e
è��	€	�
—�Õ�A�; LLDP ���†��	��Ô��	� TLV �’�Î��
g	��k���4�‘
š���y��


�	��3	G�

g�k�¬
}
—�Õ�G�b�3	G	� TLV �’�Îož 

�Ì  关闭 L L D P 错误检测功能 

o¬�x�X���”o­ n o lldp error-detect 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ LLDP �j
¨���y��
��©�‰�´�e
è��	€	�
—�Õ�A�; LLDP ���†��	��Ô��	� TLV �’�Î��
g	��k���4�‘
š���y��


�	��3	G�

g�k�¬
}
—�Õ�G�b�3	G	� TLV �’�Îož 

配置举例 

�Ì  打开 L L D P 错误检测功能 
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o¬�F	å�•�co­ �ø�• LLDP �¨�N�M GI 0/1 ��	��j
¨���y��
�ož 
 Ruijie(config)#interface gigabitethernet 0/1 

Ruijie(config-if-GigabitEthernet 0/1)#lldp error-detect 
  

o¬���à�•�co­ �ª	P LLDP �¨�N�M��	��Ù�Á�’�Îož 
 Ruijie(config-if-GigabitEthernet 0/1)#show lldp status interface gigabitethernet 0/1 

Port [GigabitEthernet 0/1] 

Port status of LLDP             : Enable 

Port state                      : UP 

Port encapsulation              : Ethernet II 

Operational mode                : RxAndTx 

Notification enable             : NO 

Error detect enable             : YES 

Number of neighbors             : 0 

Number of MED neighbors         : 0 

常见配置错误 

- 

6.4.11 配置LLDP 报文封装格式 

配置效果 

�z �w�J LLDP ���†	��/
x���”ož 

注意事项 

- 

配置方法 

�  �U�#�F	åož 

�z 	��ï�U�ÿ�G���Ž�¬
}�¨�N�M���w�J LLDP ���†	��/
x���”ož 

检验方法 

�ª	P�N�M�� LLDP 	��Ù�Á�’�Îož 

�z ���ò�N�M�� LLDP ���†�/
x���”�©�k�y�F	å	�	,�což 

相关命令 

�Ì  配置 L L D P 报文的封装格式为 SN AP 

o¬�x�X���”o­ lld p encap su latio n snap 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­  ��	t�l���‡���•�•�ä	ƒ�b�•�•���þ�(
¹�ð�����‘�Ü LLDP �q�3���"�N�­
½���ß�m�L�´�d  

�Ì  恢复缺省的 L L D P 报文的封装格式，即为 E t h e r n e t II  

o¬�x�X���”o­ n o lldp encap su latio n snap 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­  ��	t�l���‡���•�•�ä	ƒ�b�•�•���þ�(
¹�ð�����‘�Ü LLDP �q�3���"�N�­
½���ß�m�L�´�d  
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o¬�x�X���”o­ l l d p netw ork-policy profil e profile-num 

o¬�@�ƒ
ª�¢o­ profile-num�y LLDP network-policy 	Œ	�	��ö
œ�k
8� ���y1-1024 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �…	��4�x�X���µ LLDP network-policy �F	å�%�”�k�…	��4�x�X�ž�¬
}�6��	Œ	� IDož 

� � �µ LLDP network-policy �F 	å �%�” �e �k �U�…	 � { voice | voice-signaling } vlan � x �X �F 	å �À� } 	 �

network-policy 	Œ	�ož 

�Ì  删除 L L D P Netw ork Profil e 策略 

o¬�x�X���”o­ n o lldp netw ork-poli cy prof i l e profile-num 

o¬�@�ƒ
ª�¢o­ profile-num�y LLDP network-policy 	Œ	�	��ö
œ�k
8� ���y1-1024 

o¬�x�X�%�”o­ �N�M�%�” 

o¬�…	��6�-o­ �…	��4�x�X���µ LLDP network-policy �F	å�%�”�k�…	��4�x�X�ž�¬
}�6��	Œ	� IDož 

� � �µ LLDP network-policy �F 	å �%�” �e �k �U�…	 � { voice | voice-signaling } vlan � x �X �F 	å �À� } 	 �

network-policy 	Œ	�ož 

配置举例 

�Ì  配置 L L D P Netw ork Profil e 策略 

o¬�F	å�•�co­ �F	å�N�M 1 �G�b	� LLDP ���†�� Network Policy TLV 	Œ	��� 1�yvoice �•	�	•�º vlan id �© 3�kcos �© 4�k 

dscp �© 6ož 
 Ruijie#config 

Ruijie(config)#lldp network-policy profile 1 

Ruijie(config-lldp-network-policy)# voice vlan 3 cos 4 

Ruijie(config-lldp-network-policy)# voice vlan 3 dscp 6 

Ruijie(config-lldp-network-policy)#exit 

Ruijie(config)# interface gigabitethernet 0/1 

Ruijie(config-if-GigabitEthernet 0/1)# lldp tlv-enable med-tlv network-policy profile 1 
  

o¬���à�•�co­ �ª	P�Î�ª
—�Õ	� LLDP network-policy �F	å	Œ	��’�Îož 
 network-policy information: 

-------------------------- 

network policy profile :1 

voice vlan 3 cos 4 

voice vlan 3 dscp 6 

常见配置错误 

- 

6.4.13 配置设备的普通地址信息 

配置效果 

�z 
—�Õ	��ª�­�’�Î�G�ÿ�J��ož 

注意事项 

- 

配置方法 

�  �U�#�F	åož 

�z 	��ï�U�ÿ�G���Ž�¬
}�F	å
—�Õ	��¯�*�ª�­�’�Îož 
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检验方法 

�ª	P�Î�ª
—�Õ	� LLDP �¯�*�ª�­�’�Îož 

�z ���ò LLDP �¯�*�ª�­�’�Î�©�k�y�F	å	�	,�což 

相关命令 

�Ì  配置设备的普通地址信息 

o¬�x�X���”o­ �F	å LLDP �¯�*�ª�­�’�Îož	��ï�U�Y�…	� no �#�¾�í�”�ª�­�’�Îož 
{ co u n t r y | st ate | count y | city | di vi si o n | neig hb o r ho o d | street-group | lead i ng-street-dir | 
trailing-street-suffix | street-suffix | number | street-number-suffi x | landm ark | 
addi tion al-locatio n-info rmatio n | na me | postal-code | buildin g | unit | floo r | room | type-of-place |  
postal-commu n i t y-name | post-office-box | additi o n al-code } ca-word 

o¬�@�ƒ
ª�¢o­ co u n t r y �y�¢���W	A�k2 ����	…ožchina �yCH 

state �y�ª�­�’�Î CA 	•�º�� 1 

co u n t y �yCA 	•�º�� 2 

city �y CA 	•�º�� 3 

d i vi si o n �yCA 	•�º�� 4 

n ei g h bo r h oo d �yCA 	•�º�� 5 

stre et-grou p �yCA 	•�º�� 6 

lead in g-street-dir �yCA 	•�º�� 16 

trailing-street-suffix �yCA 	•�º�� 17 

street-suffix �y CA 	•�º�� 18 

n u m b er �yCA 	•�º�� 19 

st r e et-number-suffi x �yCA 	•�º�� 20 

l an d m ark �yCA 	•�º�� 21 

ad d i t i on al-locati o n-infor m at i o n �yCA 	•�º�� 22 

name �yCA 	•�º�� 23 

p o st al-code �y CA 	•�º�� 24 

b u i l d i n g�yCA 	•�º�� 25 

u n i t �yCA 	•�º�� 26 

f l o o r �yCA 	•�º�� 27 

r o o m �yCA 	•�º�� 28 

type-of-place �yCA 	•�º�� 29 

p o st al-commu n i t y-name �y CA 	•�º�� 30 

p o s t-office-box �yCA 	•�º�� 31 

�y31  s150 1 Tf(st71E>T-16
71T0j
/1j T_0 2_ity)11(-na)4(m)4(e)]TJ
/C2_0 1 Tf
0 Tc 11.5474J |-ityst30 1 Tfo-0.
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o¬�…	��6�-o­ ���µ LLDP Civic Address �F	å�%�”�e�k�F	å LLDP �¯�*�ª�­�’�Îož 

�Ì  配置设备类型信息 

o¬�x�X���”o­ d e vi ce-typ e device-type 

o¬�@�ƒ
ª�¢o­ device-type�y
—�Õ	•�º�k	Þ	.�� 1�k�H�›
8� �� 0-2 

0 
n	P
—�Õ	•�º�� DHCP Server 

1 
n	P
—�Õ	•�º�� Switch 

2 
n	P
—�Õ	•�º�� LLDP MED 	Ä	€ 

o¬�x�X�%�”o­ LLDP Civic Address �F	å�%�”  

o¬�…	��6�-o­ ���µ LLDP Civic Address �F	å�%�”�e�k�F	å LLDP �¯�*�ª�­��
—�Õ	•�º�’�Îož 

�Ì  恢复设备类型信息 

o¬�x�X���”o­ n o devi c e-typ e 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ LLDP Civic Address �F	å�%�”  

o¬�…	��6�-o­ ���µ LLDP Civic Address �F	å�%�”�e�k�Ê�Ö LLDP �¯�*�ª�­��
—�Õ	•�º�’�Î��	Þ	.�›ož 

配置举例 

�Ì  配置设备的普通地址信息 

o¬�F	å�•�co­ �F	å
—�Õ�N�M 1 	��ª�­���y�A�E�Ñ
—�Õ�k�ª�­�©�¢���yCH �k�½�a�yFuzhou �k�=	Ú�y350000ož 
 Ruijie#config 

Ruijie(config)#lldp location civic-location identifier 1 

Ruijie(config-lldp-civic)# country CH 

Ruijie(config-lldp-civic)# city Fuzhou  

Ruijie(config-lldp-civic)# postal-code 350000 
  

o¬���à�•�co­ �ª	P
—�Õ�N�M 1 	� LLDP �¯�*�ª�­�’�Îož 
 civic location information: 

-------------------------- 

Identifier            :1 

country               :CH 

device type           :1 

city                  :Fuzhou 

postal-code           :350000 

常见配置错误 

- 

6.4.14 配置设备的紧急电话号码信息 

配置效果 

�z �¾�w
—�Õ	�	¬�Ä	�
¢�Z	A�’�Îož 

注意事项 

- 

配置方法 

�  �U�#�F	åož 
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�z 	��ï�U�ÿ�G���Ž�¬
}�F	å
—�Õ	�	¬�Ä	�
¢�Z	A�’�Îož 

检验方法 

�ª	P�Î�ª
—�Õ	�	¬�Ä	�
¢�Z	A�’�Îož 

�z ���ò�Î�ª
—�Õ	�	¬�Ä	�
¢�Z	A�’�Î�©�k�y�F	å	�	,�což 

相关命令 

�Ì  配置设备的紧急电话号码信息 

o¬�x�X���”o­ l l d p locat i on elin ident i fi e r id elin-locat i o n tel-number 

o¬�@�ƒ
ª�¢o­ id�y
n	P	¬�Ä	�
¢�Z	A�’�Î	��F	å�ö
œ�Z�k
8� ���y1-1024 

tel-number�y
n	P	¬�Ä	�
¢�Z	A�k
8� �y10 – 25 ��
- 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �…	��4�x�X�Û�F	å	¬�Ä	�
¢�Z	A�’�Îož 

�Ì  删除设备的紧急电话号码信息 

o¬�x�X���”o­ n o lldp locati o n elin iden ti f i er id 

o¬�@�ƒ
ª�¢o­ id�y
n	P	¬�Ä	�
¢�Z	A�’�Î	��F	å�ö
œ�Z�k
8� ���y1-1024 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

配置举例 

�Ì  配置设备的紧急电话号码信息 

o¬�F	å�•�co­ �F	å
—�Õ�N�M 1 	�	¬�Ä	�
¢�Z	A���y085285555556ož 
 Ruijie#config 

Ruijie(config)#lldp location elin identifier 1 elin-location 085283671111 
  

o¬���à�•�co­ �ª	P
—�Õ�N�M 1 	�	¬�Ä	�
¢�Z	A�’�Îož 
 elin location information: 

------------------------- 

Identifier          :1 

elin number         :085283671111 

常见配置错误 

- 

6.5 监视与维护 

清除各类信息 

 �}�•�•�n�û�¶�Q�/���û clea r 
a	—���¶
Ÿ�Ù���7�‘�ð�o�I�ž�—�ý�!�œ�`�/�n�d  

�•	� �x�X 

�Ž�” LLDP 	�	Ï
‹�’�Îož clear lldp statistics  [ interfac e interface-name ] 

�Ž�” LLDP 	��>�D�’�Îož clear lldp table  [ interface interface-name ] 

查看运行情况 

�•	� �x�X 
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�ª	P�Î�ª
—�Õ	� LLDP �’�Î�k���?�’

�Î�1
t	Á	Ã�è TLV �G��	Ë�>�D
—�Õož 

s h ow lldp local-infor m a t i o n  [ gl o b al  | in ter f ace  interface-name ] 

�ª	P�Î�ª
—�Õ	� LLDP �¯�*�ª�­�’�Î

�ê	ñ	¬�Ä	�
¢�Z	A�’�Îož 

sh ow lldp locatio n  { civi c-locatio n | elin-locatio n } { identifier id | interfa c e 
interface-name | static  } 

�ª	P�>�D
—�Õ	� LLDP �’�Îož sh ow lldp neig h bo rs [ interface interface-name ] [ detail ] 

� ª 	 P � Î � ª 
 — � Õ 	 �LLDP 

network-policy �F	å	Œ	��’�Î 

sh ow lldp netw ork-poli cy { p r o f i l e  [ profile-num ] | i n t e r f a c e  interface-name } 

�ª	P LLDP 	�	Ï
‹�’�Îož sh ow lld p statistics  [ glob al | interface interface-name ] 

�ª	P LLDP 	��Ù�Á�’�Îož sh ow lldp statu s  [ in terface interface-name ] 

�ª	P	€�M���U�G�b	� TLV �F	å�’�Îož  sh ow lldp tl v-conf i g [ in terface interface-name ] 

查看调试信息 

 �Û�{�8�Ë�ð�o���V�½���‚
Ä�‡�W�d�°��
û�˜�
���È	K�‡�‘�ž�8�Ë�—�‘�d  

�•	� �x�X 

�ø�• LLDP �j
¨�Ô�ò	�
²
¡�•�¼ož d eb u g lldp erro r  

�ø�• LLDP �7�^�Ô�ò	�
²
¡�•�¼ož d eb u g lldp even t  

�ø�• LLDP �½�Õ�a�Ô�ò	�
²
¡�•�¼ož  d eb u g lldp ha 

�ø�• LLDP ���†�N�v	�
²
¡�•�¼ož d e b u g lldp packet 

�ø�• LLDP �Ù�Á�Ñ	,�¼	�
²
¡�•�¼ož  d eb u g lldp stm 
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�F	å�6�'  IP �ª�­�
�Æ��  

1 IP �©�¬�	�§��  

1.1 ��
é  

�œ�Ô	à�#
‘�g Internet Protocol�k IP�h�…	��.
þ
Z�'	��ª�­�1�ƒ�G���R�›�•�G���ñ	)	��•�k�/ IP �ª�­ož�¨	à	Ì�C�k
è	�
—�Õ�…

	� IP �ª�­���è�ƒ�G��
ô�Gož  

 �»�•�'�ì�s IPv4 �����)�û���u�d  

�"
`
P
�  

�z RFC 1918�y Address Allocation for Private Internets 

�z RFC 1166�y Internet Numbers 

1.2 �À�¹�€�Ð  

�Á�º�•	�  �«�°�T��  

�F	å �/�6 �ª�­�*�’ �� ����	à	Ì�…	��c%²���A�E�Ñ�N�M��
g�*�’  

1.2.1 ��	´ IP�©�¬
ù�‘  

�€�Ð�ª�‘  

�A�E�Ñ���N%²���B�¿	à�k�B�¿	à�ã������	à�<�y 172.16.1.0/24 �y 172.16.2.0/24ož
}�L����	à�<	�
‹	‘�Ñ�C�U�Y�*���A�E�Ñ�y

�œ�Ô	à�*�’�k�w������	à�<	�
‹	‘�Ñ�$�•�U�Y�;	,�*�’ož  

�£  1-1 IP �ª�­�F	å
8�†  

 

��	×��	µ  
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�Æ�� 

�z �¨ vlan1 �M���F	å���� ip �ª�­�k%²���� ip �ª�­�k%²���R ip �ª�­ož 

�z �¨ 172.16.1.0/24 	à�<��	����Ñ���F	å	à�¼�� 172.16.1.1�k�¨ 172.16.2.0/24 	à�<��	����Ñ���F	å	à�¼�� 172.16.2.1ož 

1.3 ��	×
u
U  

�Á�¯���½ 

�Ì  IP �©�¬ 

IP �ª�­	� 32 �y�8���ò	Á�è�k���4�0�Ê�y�T���•�Ž�k%²
"	������ò
n	Pož�����ò
n	P�ž�k�ã���š	Á�k�?	Á 8 �y�k
8� �R 0~255�k

	Á�$�•	���. ���Z�œ�•�k�A�ò��192.168.1.1 ���<�©	������ò
n	P	� IP �ª�­ož  

IP �ª�­�Á�d�Ã�#�k
��À�© IP �C�#
‘	��;���ª�­ož32 �y	� IP �ª�­	������B�ã	Á�è�y1 �h	à	Ì�B�ã�z2 �h�Î�ª�ª�­�B�ãož�ÿ�G	à

	Ì�B�ã	��ã�Ù���A�Ô�y	��›�k	)�ù�…	���	� IP �ª�­�U�Y�æ�ã�è�š�Ý	•ož 

A 	•�ª�­�k�Â�ä�A�Ô�y����0 ���k�Ä 7 ���A�Ô�y
n	P	à	Ì�Z�k24 ���A�Ô�y
n	P�Î�ª�ª�­ož���ý�È�»�Ä 128 �� A 	•	à	Ìož 

�£ 1-2 

 

B 	•�ª�­�k�ù�����Â�ä�A�Ô�y����10���k�Ä 14 ���A�Ô�y
n	P	à	Ì�Z�k16 ���A�Ô�y
n	P�Î�ª�ª�­ož���ý�È�»�Ä 16,348 �� B 	•

	à	Ìož 

�£ 1-3 

 

C 	•�ª�­�k�ù�����Â�ä�A�Ô�y����110���k�Ä 21 ���A�Ô�y
n	P	à	Ì�Z�k 8 ���A�Ô�y
n	P�Î�ª�ª�­ož���ý�È�»�Ä 2,097,152 �� C

	•	à	Ìož 

�£ 1-4 

 

D 	•�ª�­�k�ù�š���Â�ä�A�Ô�y����1110���k�¿�•�A�Ô�y��	Á�n�ª�­ož 

�£ 1-5 
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�¨�•
—	à	Ì��	i���k��
g IP �ª�­
•�æ�ž�k%²��
}�ÿ�G�•
—	à	Ì	��Å
Å��
g IP �ª�­�ã�Fož�ò�ç�•
—	�	à	Ì�¬
}�
�;	û	à���N�k

�é�¬
}�ñ	,�•	��Ñ�ã	�
¬�ã�F IP �ª�­ož���¢�ª���U�Y�g���¢�;	û	à�’�Î���¶�gCNNIC �h	�
¬�k
¿
Á IP �ª�­�ã�F	��Â	Ä�Ñ�ã��

�¢�Ž�;	û	à�d���
	Ú�Z�ã�F�¸�[�gICANN, Internet Corporation for Assigned Names and Numbers �hož�ò�ç�•
—	�	à	Ì���Ä�B

	\�Ä	à	Ì�k�<�	�¬
}	�
¬ IP �ª�­�k�x�©�-�	
��š�Ž�ã�F�k�Â�ñ�ã�F���y	�	\�Ä	à	Ì�ª�­ož 

��
n���‘	
�
�U	�	��ª�­�ç
n�y 

	•�ð �ª�­	q�• �Ù�Á 

0.0.0.0~0.255.255.255 �‘	
 

1.0.0.0~126.255.255.255 �U	� A 	•	à	Ì 

127.0.0.0~127.255.255.255 �‘	
 

128.0.0.0~191.254.255.255 �U	� 
B 	•	à	Ì 

191.255.0.0~191.255.255.255 �‘	
 

192.0.0.0~192.0.0.255 �‘	
 

192.0.1.0~223.255.254.255 �U	� C 	•	à	Ì 

223.255.255.0~223.255.255.255 �‘	
 

D 	•	à	Ì 224.0.0.0~239.255.255.255 	Á�n�ª�­ 

240.0.0.0~255.255.255.254 �‘	
 
E 	•	à	Ì 

255.255.255.255 �z�n�ª�­ 

�¿�����y�Ä�����ª�­�²�U�ˆ	Ë	\�Ä	à	Ì�k���?�ª�­�©�	�k�¨�;	û	à���…	�	��k�ò�ç�ã�F�4���?�ª�­	�	à	Ì�¬
}���N�;	û	à�k�é

�¬
}�1���? IP �ª�­
ô�E�è�Ä�|	��;	û	à�ª�­ož��
n��	\�Ä	à	Ì�ª�­	q�•�k	\�Ä	à	Ì�ª�­	� RFC 1918 �†�����#�y  

	•�ð �ª�­	q�• �Ù�Á 

A 	•	à	Ì 10.0.0.0~10.255.255.255 1 �� A 	•	à	Ì  

B 	•	à	Ì 172.16.0.0~172.31.255.255 16 �� B 	•	à	Ì  

C 	•	à	Ì 192.168.0.0~192.168.255.255 256 �� C 	•	à	Ì 

�¼�9 IP �ª�­o• TCP/UDP 	€�M�C�¿�		Ú	A	��ã�F�Õ�Ñ�k
¬�@	ð RFC 1166 �†��ož 

�Ì  �þ	¯�2	� 

	à	Ì�Q	A�-�©%²�� 32 �A�Ô	��ƒ�›�k�ö
œ	5
¥ IP �ª�­	��„�Ù���A�Ô��	à	Ì�B�ãož	à	Ì�Q	A���k�›��“1” 	��A�Ô�+�•	� IP �ª�­�A

�Ô�y�<�©	à	Ì�B�ã�k�›��“0” 	��A�Ô�+�•	� IP �ª�­�A�Ô�y�<�©���Ñ�ª�­�B�ãož�ò A 	•	à	Ì�+�•	�	à	Ì�Q	A��“255.0.0.0” ož�Ó�U

�Y�ï	�	à	Ì�Q	A�+%²��	à	Ì��
g�ÿ	à�æ�ã�k�ÿ	à�æ�ã�<�©�1���Ñ�ª�­�B�ã	�%²�?�A�Ô�y�-�•��	à	Ì�B�ã�k	Ý�4���Ñ� �O�k�Í��

	à	Ì	��ƒ�O�k���ž	�	à	Ì�Q	A�<	f���ÿ	à�Q	Aož 

�Ì  �y�O�ö�g 

�z�n���†�©�6	)�ö�ª�­���î���Ò�ò	à	Ì���ñ�Ä���Ñ	��ƒ�G��ož�i�H�D�}�u�4��	_	•�º�z�n���†�y 1�h���g�z�n�k�©�6�ƒ�G���N

�v	ñ��%²���6��	à	Ì	��ñ�Ä���Ñ�k	)�ö�ª�­	����Ñ�B�ã�¶����1 ���z2 �hA!�Z�z�n�k�©�6�ƒ�G���N�v	ñ���ñ�Ä	à	Ì	����Ñ�k	)�öI2
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�Ì  TTL 

TTL�g Time-To-Live�h�k�ÿ���ž�•ož�6���ƒ�G��
t
è	��˜���’�$�ù�ª
•�*��	�	à�<�ƒ�Oož�	�© IP �#
‘���†��	�%²���›�k�	�s
•

	à	Ì�k�ƒ�G���¨	à	Ì��	��ž�•�©�k�ß�x	ò�•
t���’ož 

��	×�¤4ì 

��
��Ô�Å�� �•	� 

�/�6 �ª�­ �� 	��9�F	å�N�M IP �ª�­�k
¥�N�M�õ�ª
•�

g IP �#
‘ož 
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�z 
•�Ú�›	�	à	Ì�©�Â�9	†�8�C	��	�N	à	Ì�k�Z�Ä��
g�ÿ	à	��æ�ãož�) IP �ª�­	��…	��U�Y�…
¥	à	Ì�®� �£��	´�ñ�Â�9 IP �C	�


è	�	à	Ìož�+�9�?���ÿ	à�k
—�Õ�C�F	å%²�� IP �ª�­ož 

�z %²��	à	Ì	������ÿ	à
t�P�Ù%²��	à	Ì�œ	Y�•�k�U�Y�ë�•%²��
t�œ	Y	à	Ì	��ÿ	à�k�*���F	å�) IP �ª�­	��•�”�k�1�œ	Y	��ÿ

	à���N
Ü�Ûož%²���ÿ	à�	
��¨
—�Õ	������ê�����Y���N�M�ß�ëož 

 ���"�± IP �����
�•�����‘�ò�G�¸�<���"	t�V IP �����d�"�´�		î�h���¢
[�•�•���"	t�± IP �������•�c
Q�•�•�™�¡�����"


½�¢�		î���± IP �����d�ò�ö�"�´�c
Q�•�•�P�•
 ���Ó�� IP �������¶�»���"���V�����d  

�Ì  ��	´
ù
Ú PPP �"�‹
��G IP �©�¬  

 �‡
a	—���}�$�s�$���Ç�h���[�d  

�*���4�F	å�k�µ�+�µ�N�M�U�Y�*�� PPP �#�Œ�N�I�+	€��
��\�ã�F	� IP �ª�­ož 

�Ì  ��	´�/�L�˜�Ð IP �©�¬ 

�ñ
µ���™	� IP �ª�­���k�©�6%²���N�M���Z�Ä�F	å IP �ª�­�k�x���4�…
¥�N�M
��3�o�…	��k�<�g�c%²
—�Õ���¿�	�Ä IP �ª�­	��N�M

�™	�%²�� IP �ª�­ož  

 �»
^�	���Ç�c
B�����Ç�ä�,�M���Ç�� IP �����¶�»�„�c
Q���Ç�������ì
Q
,�â
Ÿ�����c
Q���Ç�� IP �����d  

 �„�������Ç�� �,�3 �����â
Ÿ�¾�����c
Q���Ç�� �,�3 �����d  

 �"�´�„�������Ç���•�Q IP �����������V IP �����„�����d  

 �¢�Q���Ç�� IP �����¶�»���S�•�Q���Ç�d  

 �������Ç�� IP �����³�4�ä�„�������Ç�� IP �����l�[�¢�!��
;�‚�„�������Ç�� IP �����­�$�—�­�$�d  

�ü�»��	´ 

�Ì  ��	´�/�L%•���Ë�Ù�� IP �©�¬  

�z 	Þ	.�Õ�Ñ�N�M�Z�Ä�F	å IP �ª�­ož  

�z �*�� ip address �x�X�F	å�N�M IP �ª�­ož 

�z �F	å�e�ÿ�G�Ï	s���y�/�U�…	�
¥ IP �ª�­��
g�*�’ož 

�z �*�� ip address ip-address mask secondary �U�Y�F	å�Ú���) IP �ª�­ož 

1.3.2 �y�O�ö�g�Ó�Â 

�V�€�<�Â 

�z�n�ã��	_�k�¶�z�n�k�/ IP �ª�­��
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�ò�ç IP 	à	Ì
—�Õ
ô�GA!�Z�z�n�g%²
"�6	)�ö IP �ª�­���¶��1 ��	��z�n���†�h�k�U
��k�–
Ü	à	Ì	�
Ý
¿
ú�k���M�§�€	à	Ì	��



g�k��	_�Õ�Ñ	f���z�n�Î�ºož
—�Õ�U�ˆ�4%²�?���c
��Ü�1�z�n�Î�º�’�ò�¨�Î�ª	à	Ì�k�Š�2�¿	Ð	Ò�ý�™ož�x�+�9�	�y�A�E�Ñ	ˆ�Â

�9�8�C	à	Ì
—�Õ�k�1
ô�G�y�n�n�z�n�Î�ºož 


†�Ð�z�n�Î�º�Â�ñ	����c�<�©	Ë�?��	à	Ì�6��%²���z�n�ª�­�k���<�©���g�z�n�k��
}�L�…	��z�n���†	� IP �#
‘�@�U
��•	���

�g�z�n	ò�	�©A!�Z�z�n��
g�ƒ�G�n�nož 

�¼�9�z�n�|�Ê	�
¦	Â�T���k
¬�@
• RFC 919 �y RFC 922ož 

IP ���g�z�n���†�©�6	)�ö�ª�­���î�� IP �ÿ	à�z�n�ª�­	� IP ���†�k�ò	)�ö�ª�­�� 172.16.16.255 	����†�<	f�����g�z�n���†ož

�x�©�D�ÿ
¥���†	�
-�µ�A�	�©	)�ö�ÿ	à	��è�tož 

�Z�Ä�
	)�ö�ÿ	à	+��	�
—�Õ�N�v�ñ IP ���g�z�n���†�k
æ
ô�G�%�n���†%²�ý�Ô�ò���g�z�n���†ož�¢���g�z�n���†�ñ��	+��
¥�ÿ

	à	�
—�Õ�e�k
—�Õ�1�����g�z�n���†
ô�E��A!�Z�z�n���†�g%²
"�6	)�ö IP �ª�­���¶��1 ��	��z�n���†�h�k�À�e�Y�e
è�C�z�n�•

�”�G��	Ë	)�ö�ÿ	à��	��ñ�Ä���Ñož 

�ü�»��	´ 

�Ì  ��	´ IP �y�O�©�¬ 

�z 	Þ	.�Õ�Ñ���N�M IP �z�n�ª�­�� 255.255.255.255ož 

�z �ò�ç�¬
}���#�¿�	�ª�­	��z�n���†�k�U�Y�¨�N�M���F	å ip broadcast-address �x�Xož  

�Ì  �©
d
Ã�F���f�y�O 

�z 	Þ	.�Õ�Ñ�N�M�	�ª
•
ô�G���g�z�nož 

�z 	��ï�U�Y�¨�6��	��N�M���k�*�� ip directed-broadcast �x�X�F	å�N�M�ª
•
ô�G���g�z�n�k���ý
¥�N�M�<�U�Y
ô�G�ñ	+��

	à	Ì	����g�z�n�4ož
¥�x�X�Q�§�€���g�z�n���†�¨	)�ö�ÿ	à	��n
ÿ�k	ò�	�§�€�¿�	���g�z�n���†	��3�o
ô�Gož 

�z �¨�N�M���k	��ï���U�Y�*�����#
˜�|�O�ò�ç
n�Û�O�ò
ô�G�î�?���g�z�nož�¢���#�4
˜�|�ç
n�ž�k�Q�Ä	…�`
˜�|�ç
n�����#

	����g�z�n�õ�k
t
ô�Gož 

1.3.3 �0�ñICMP �Z�9�ö�g�é�F
î
û�´ 

�V�€�<�Â 

���4�…�2�!	Í�Æ���x�à�k�+ ICMP �[�j���†	��G���,�ä��
g�’�ò�k�J	��X�Î��	‘�což 

�ò�ç IP ���†�¬
}�ã�Ì�k�x�© IP �Ù�B	��	�U�ã�Ì�y
t
—	å�4�k
—�Õ�k�g�› IP �ª�­�G��	Ú�Z�� 4 	� ICMP 	)	��	�U�����†�k��

	_ ICMP �[�j���†	���
}	��(�©
è�¬ MTU �G�ëož���4�…�2�¿�	 ICMP �[�j���†�ß�Ú�-
��G�	�ß	Ú�Z�� 4 	� ICMP 	)	��	�U��

���†�k�R	ò�-
�
è�¬ MTU �G�ë��
��â�|�k�+	Ú�Z�� 4 	� ICMP 	)	��	�U�����†�y�¿�	 ICMP �[�j���†�ã�ð�’�,ož 

�ü�»��	´ 

�Ì  ��	´ IP �¨�����T�â�œ�x
V�F�é ICMP �ù�é���T
Ö�ö�g�é�F
î
û�´ 
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�z 	Þ	.�,�ä�© 100 �D	a 10 ��ož  

�z �U�*�� ip icmp error-interval DF �F	å�G���,�äož 

�Ì  ��	´�¾�� ICMP �Z�9�ö�g�é�F
î
û�´ 

�z 	Þ	.�,�ä�© 100 �D	a 10 ��ož  

�z �U�*�� ip icmp error-interval �F	å�G���,�äož 

1.3.4 IP TTL 

�V�€�<�Â 

IP �ƒ�G���R�›�ª�­�g	)	��ª�­	Æ��
è	��˜�•�n�n�k
—	å%²�� TTL �ƒ�›�k�?��%²��
è	��˜ TTL �›�<�×%²�k�¢�×�ñ�©	��ž�˜�k
è
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1.4 ��	´
u
U  

�F	å�¾�� �F	å�•
‘ & 	,�¼�x�X 

 �¡�����"�d�������" ip �������m�����Ç�n�û IP �Ø�Ð�d  
�F	å�N�M �/�6 �ª�­ ��

ip address �ô�W�F	å�N�M IP �ª�­ 

 �¶�*���"�d�����•�" IP �œ�Ì�������m���g�Ÿ�G�¿�œ�Ì�q�3�d  

ip broadcast-address �F	å IP �z�n�ª�­ 
�F	å�z�n���†�Ô�ò�•�” ��

ip directed-broadcast �ª
•
ô�G���g�z�n 

 �¶�*���"�d  

ip icmp error-interval DF 
�F	å IP �Ù�B�	�U�ã�Ì�y
‡�G	� ICMP 	)	��	

�U�����†	��G���,�ä 

�F	å �/�)�3�6 �[�j���†	��G���,

�ä ��

ip icmp error-interval 
�F	å�¿�	 ICMP �[�j���†�y ICMP �M���g���†

	��G���,�ä 

 �¶�*���"�d�������"�æ�Ì�q�3�ä�œ�Ì�q�3�� TTL�d  

—	å �/�6���:�:�2��

ip ttl 
—	å TTL �› 

 �¶�*���"�d�������"�s���Ì�q�3���W	¾���)�û�¿���d  
�F	å �/�6 �›
è	� ��

ip source-route �o	� IP �›
è	�  

1.4.1 ��	´�/�LIP �©�¬ 

��	´�]�È 

�*���F	å�N�M IP �ª�­���ë IP 	à	Ì�*�’ož 

�I�¿�6�• 

- 

��	´�q�D 

�Ì  �Õ�V��	´�/�L IP �©�¬ 

�z �·�À�F	åož 

�z �¨���C�N�M�%�”���F	åož 
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�I�¿�6�• 

- 

��	´�q�D 

�Ì  ��	´ IP �y�O�©�¬ 

�z �U�#�F	å�k�Ä�?	ï	����Ñ�U
��Q
• 0.0.0.0 	��z�n�ª�­�k�4�ž�¬
}�F	å�N�M	��z�n�ª�­�� 0.0.0.0ož 

�z �¨���C�N�M�%�”���F	åož 

�Ì  �©
d
Ã�F���f�y�O 

�z 
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o¬�F	å�•�co­ 

 

 

�¨
—�Õ	€�M gigabitEthernet 0/1 �F	å IP �z�n���†	�	)�ö�ª�­�� 0.0.0.0�k�o	����g�z�n	�
ô�Gož 

�5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�������L�Q�W�H�U�I�D�F�H���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W����������

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W���������������Q�R���V�Z�L�W�F�K�S�R�U�W��

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W���������������L�S���E�U�R�D�G�F�D�V�W���D�G�G�U�H�V�V��������������������

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W���������������L�S���G�L�U�H�F�W�H�G���E�U�R�D�G�F�D�V�W��

o¬���à�•�co­ �…	� show ip interface �U�Y	0�ñ�N�M GigabitEthernet 0/1 �F	å�è�� 

�5�X�L�M�L�H���V�K�R�Z���U�X�Q�Q�L�Q�J���F�R�Q�I�L�J���L�Q�W�H�U�I�D�F�H���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W����������

�L�S���G�L�U�H�F�W�H�G���E�U�R�D�G�F�D�V�W��

�L�S���E�U�R�D�G�F�D�V�W���D�G�G�U�H�V�V������������������

1.4.3 ��	´ICMP �ö�g�Z�9�ö�g�é�F
î
û�´ 

��	´�]�È 

�F	å ICMP �[�j���†	��G���,�äož 

�I�¿�6�• 

- 

��	´�q�D 

�Ì  ��	´ IP �¨�����T�â�œ�x
V�F�é ICMP �ù�é���T
Ö�ö�g�é�F
î
û�´ 

�z �U�#�F	åož 

�z �¨�¶�B�%�”���F	åož 

�Ì  ��	´�¾�� ICMP �Z�9�ö�g�é�F
î
û�´ 

�z �U�#�F	åož 

�z �¨�¶�B�%�”���F	åož 

�ó�¯�q�D 

�ü
g
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o¬�x�X���”o­ ip icmp error-interval DF milliseconds [bucket-size] 

o¬�@�ƒ
ª�¢o­ milliseconds�y�X�Î��	��ó�•�u�Ê�k�H�›
8�  0~2147483647�k	Þ	.�›�� 100�k�%�y���D	aož�H�›�� 0 �ž�k
n

	P�	�’�ò ICMP �[�j���†	��G���,�äož 
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1.4.4 ��	´IP TTL 

��	´�]�È 

�“�w�N�M	� IP TTL �›ož  

�I�¿�6�• 

- 

��	´�q�D 

�z �U�#�F	åož 

�z �¨���C�N�M�%�”���F	åož 

�ó�¯�q�D 

�*�� show run-config �U�Y	0�ñ�F	å�ÿ�| 

�ü�»�w�W 

�Ì  ��	´ IP TTL 

o¬�x�X���”o­ ip ttl  value 

o¬�@�ƒ
ª�¢o­ value�yTTL �›�k�H�›
8� �© 0~255ož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

��	´���… 

o¬�F	å�•�co­ �F	å�Î�Ñ�G��	��%�n���†	�	Þ	. TTL �›�� 100ož 

 �5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����L�S���W�W�O����������

o¬���à�•�co­ �*�� show run-config �U�Y	0�ñ�F	å�ÿ�| 

 �5�X�L�M�L�H���V�K�R�Z���U�X�Q�Q�L�Q�J���F�R�Q�I�L�J����

�L�S���W�W�O����������
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1.5 �ñ
Q�		¢�õ  

�o�c�^	l�‘54 

- 

�Ó	�
Ü
65Š�Ð 

�•	� �x�X 

�ª	P�N�M IP �’�Î  show ip interface [interface-type interface-number | brief ] 
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2 DNS 

2.1 ��
é  

DNS�g Domain Name System�k�¿�d	©	Ï�h�k�œ�Ô	à���•���¿�d�y IP �ª�­	,�;�¥�0	�%²���ã�b�”�ƒ�G�€�k
��Ü�…	��ï�¾�•�Ž

	�
˜�|�;	û	à�k	ò�		��>
“�{
��Ü
t�Ñ�˜	+�N
¯�H	� IP �ƒ��ož�*�����Ñ�d�k�Â	Ä�±�ñ
¥���Ñ�d�+�•	� IP �ª�­	���	i�R�Ÿ�¿�d


†�ä�g�ê���Ñ�d
†�ä�hož  

 �•�3�'���u DNS ���­�‘
•���d  

�"
`
P
�  

�z RFC1034�y DOMAIN NAMES - CONCEPTS AND FACILITIES 

�z RFC1035�y DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION 

2.2 �À�¹�€�Ð  

�Á�º�•	�  �«�°�T��  

�²�Á�¿�d
†�ä  	+�N�¨�Î
—�Õ���ÿ�G�Ä
—	��¿�d /IP �+�•
n��
g�¿�d
†�ä  

���Á�¿�d
†�ä  �R	à	Ì��	� DNS �Æ���˜���Á
B�H�¿�d�+�•	��ª�­  

2.2.1 �•4Æ�¾�c
U�Å 

�€�Ð�ª�‘  

  

 

 

�z �¨
—�Õ���Ä
—	å�¿�d�y IP 

�z

	��+�•
n


—�Õ��	�%²�?�•	��g�A�ò Ping�k Telnet 	ˆ�h��
g�¿�d�q�•�ž�k	+�N�¨
—�Õ���<
�
†�ä�ñ�Ä
—	� IP�k�—�¬���ñ	à	Ì��	��Æ

���˜ož

��	×��	µ  

�z �¨
—�Õ���Ä
—	å�¿�d�y IP 	��+�•�¼	©  

2.2.2 ��4Æ�¾�c
U�Å  

�€�Ð�ª�‘  
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�z �� DNS Server���B	æ�¨	à	Ì���k�+�Ù�U�ˆ�¿�d�Æ��  

�z �� host.com���B	æ�¨	à	Ì���k�…	��¿�d (host.com)�+�Ù�U�ˆ�Æ��  

�z �� Device-A"
—�Õ�6���� DNS Server���•�� DNS �Æ���˜�k�R�� DNS Server����
B�H�ñ�� host.com"	��ª�­  

�£  2-1 ���Á�¿�d
†�ä�F	å	Á	à�£  

��	×��	µ  

�z �1  DNS Server �B	æ�� "Device-A"	� DNS �Æ���˜  

2.3 ��	×
u
U  

�Á�¯���½  

�Ì  DNS 

DNS 	�
†�ä�˜�y�¿�d�Æ���˜	Á�èož�¿�d�Æ���˜�©�6�‘���Ä	à	Ì���ñ�Ä���Ñ	��¿�d�y IP �ª�­	��+�•�¼	©�k�w�U�ˆ�1�¿�d�y IP �;


ô	��Æ���˜ož DNS 	� TCP �y UDP 	€�M�Z�C�©
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�²�Á�¿�d
†�ä�k�<�©	��ï�¨
—�Õ���Ä�¯
—	å�ñ�¿�d�y IP 	��+�•�¼	©�k�¢	��ï�…	��î�?�•	�(�A�ò Pingo•Telnet 	ˆ	ˆ )��
g�¿�d

�q�•�ž�k	©	Ï�R�Î
—�Õ��
†�ä�ß�¿�d�+�•	� IP�k	ò�	�¬
}�ñ	à	Ì��	� DNS �Æ���˜
B�H�¿�d�+�•	� IPož 

�Ì  ��4Æ�¾�c
U�Å 

���Á�¿�d
†�ä�k�<�©�¢	��ï�…	��î�?�•	���
g�¿�d�q�•�ž�k	©	Ï DNS 
†�ä�˜�ò
¤�Ù�B	� DNS �Æ���˜�k
B�H�ñ�¿�d�+�•	� IPož 

���Á�¿�d
†�ä��	i�y��

1. 	��ï�•	�(Ping o•Telnet 	ˆ)�g	©	Ï DNS 
†�ä�˜
¬�L�¿�d�+�•	� IP 

2. 	©	Ï DNS 
†�ä�˜�¯�ò�����Á	Ù���k�ò�ç���Á	Ù��	��¿�d�Ì���Ê�é���›	Ë�•	�	i�~ 

3. �ò�ç�	���¨�Ì���Ê	��¿�d�kDNS 
†�ä�˜�g�Ù�B	� DNS �Æ���˜�G
Ü�¿�d
ô IP 	�
¬�L 

4. DNS 
†�ä�˜�N�v�ñ DNS �Æ���˜	��•	‹�k	Ù���w
ô�G	Ë�•	�	i�~ 

�ü�»��	´ 

�Ì  �•�n�¾�c
U�Å��	× 

�z 	Þ	.�Õ�Ñ���k
—�Õ�©�•�o�¿�d
†�ä��
�ož 

�z �*�� ip domain-lookup �x�X�•�o�¿�d
†�ä��
�ož 

�Ì  ��	´�•4Æ�¾�c�*�€�é IP 

�z 	Þ	.�Õ�Ñ���k�Z�Ä�¿�d/IP 	��²�Á�F	åož 

�z �*�� ip host �x�X�6���¿�d�+�•	� IPv4 �ª�­  

�Ì  ��	´�¾�c�§���— 

�z 	Þ	.�Õ�Ñ���k�Ì�F	å�¿�d�Æ���˜ož 

�z �*�� ip name-server �x�X�F	å�¿�d�Æ���˜ož 

2.4 ��	´
u
U  

�F	å�¾ �F	å�•
‘ & 	,�¼�x�X 

 �¶�*���"  

ip domain-lookup �•�o�¿�d
†�ä��
� 
�F	å�²�Á�¿�d
†�ä  

ip host �F	å�¿�d�+�•	� IPv4 �ª�­ 

 �¶�*���"  

ip domain-lookup �•�o�¿�d
†�ä��
� 
�F	å���Á�¿�d
†�ä  

ip name-server �F	å�¿�d�Æ���˜ 
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2.4.1 ��	´�•4Æ�¾�c
U�Å 

��	´�]�È 

	©	Ï
†�ä�˜�R
—�Õ�Î�ª
†�ä�¿�d�+�•	� IPož 

��	´�q�D 

�Ì  �•�n�¾�c
U�Å��	× 

�z 	Þ	.�]�•�o�¿�d
†�ä��
� 

�z �ò�ç�¼�{
¥��
��k�²�Á�¿�d
†�ä�	�ÿ�|ož 

�Ì  ��	´�•4Æ�¾�c�*�€�é IPv4 �©�¬  

�z �·�À�F	å�k	��ï�…	��ñ	��¿�d�·�À�F	å�+�•	� IPož 

�ó�¯�q�D 

�z �*�� show run �ò	0�F	å�’�Îož 

�z �*�� show hosts �¢�ù	��¿�d�y IP �+�•�¼	©  

�ü�»�w�W 

�Ì  ��	´�¾�c�*�€�é IPv4 �©�¬ 

o¬�x�X���”o­ ip host host-name ip-address 

o¬�@�ƒ
ª�¢o­ host-name�y�¿�d 

ip-address�y�+�•	� IPv4 �ª�­  

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

��	´���… 

�Ì  ��	´�•4Æ�¾�c
U�Å 

o¬�F	å�•�co­ �  �¨
—�Õ���²�Á�F	å�¿�d www.test.com IP � � � ¿ � d
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�1�D�P�H���V�H�U�Y�H�U�V���D�U�H����

��

�+�R�V�W�����������������������������������������W�\�S�H���������$�G�G�U�H�V�V���������������������7�7�/���V�H�F������������������

�Z�Z�Z���W�H�V�W���F�R�P�����������������������V�W�D�W�L�F����������������������������������������������������������������������������

2.4.2 ��	´��4Æ�¾�c
U�Å 

��	´�]�È 

	©	Ï
†�ä�˜�R DNS �Æ���˜
†�ä�¿�d�+�•	� IP 

��	´�q�D 

�Ì  �•�n�¾�c
U�Å��	× 

�z 	Þ	.�]�•�o�¿�d
†�ä��
� 

�z �ò�ç�¼�{
¥��
��k���Á�¿�d
†�ä�	�ÿ�|ož 

�Ì  ��	´ DNS �§���— 

�z �·�À�F	å�k�…	����Á�¿�d
†�ä�·�À�F	å�Ù�B	� DNS �Æ���˜ož 

�ó�¯�q�D 

�z �*�� show run �ò	0�F	å�’�Î 

�ü�»�w�W 

�Ì  ��	´�¾�c�§���— 

o¬�x�X���”o­ ip name-server  { ip-address } 

o¬�@�ƒ
ª�¢o­ ip-address�y DNS �Æ���˜	� IPv4 �ª�­ 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

��	´���… 

�Ì  ��	´��4Æ�¾�c
U�Å 
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o¬	à	Ì�ê�Ëo­ 

�£ 2-2 

 

 DEVICE�y�R	à	Ì��	� DNS �Æ���˜ (192.168.10.1)
†�ä�¿�d 

o¬�F	å�•�co­ �¨
—�Õ���F	å DNS �Æ���˜�ª�­�� 192.168.10.1 

 �'�(�9�,�&�(���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�'�(�9�,�&�(���F�R�Q�I�L�J�������L�S���Q�D�P�H���V�H�U�Y�H�U����������������������������

�'�(�9�,�&�(���F�R�Q�I�L�J�������H�[�L�W��

o¬���à�•�co­ �*�� show hosts �ò	0�©�k�F	å�6�� DNS �Æ���˜  

 �5�X�L�M�L�H���F�R�Q�I�L�J�����V�K�R�Z���K�R�V�W�V����

�1�D�P�H���V�H�U�Y�H�U�V���D�U�H����

���������������������������V�W�D�W�L�F��

��

�+�R�V�W�������������������W�\�S�H���������$�G�G�U�H�V�V���������������������������������������������������������������������7�7�/���V�H�F������������������

2.5 �ñ
Q�		¢�õ  

�o�c�^	l�‘54 

 �}�•�•�n�û�¶�Q�/���û clear 
a	—���¶
Ÿ�Ù���7�‘�ð�o�I�ž�—�ý�!�œ�`�/�n�d  

�•	� �x�X 

 �•	� 

�x�X 
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�F	å�6�'  	à	Ì�*�’���y�W�À  

3.2.2 ���²
·�Ò�ó�Ó  

�€�Ð�ª�‘  

�£ 3-2 	à	Ì
—�Õ A �
	)�ö���Ñ B �C���N�¨ IP 	à	Ì��ož  

	à	Ì
—�Õ�
	)�ö���Ñ�C���N�¨ IP 	à	Ì���k���Ñ
è	����ò�<�©�î�� IP ���†�¨�8	ñ�$�•�n
ÿ�k	o	}�¬
}	Æ���Ú�5	à�¼�g
è	��˜�hož

	)�ö���Ñ�*�o�	�©	à	Ì
—�Õ�Î
ï�k�w���*�o�
	à	Ì
—�Õ�	�¨�c%²�� IP 	à�<ož  

 

��	×��	µ  

�*���¨	à	Ì
—�Õ���

g Traceroute ��
�ož  

3.3 ��	×
u
U  

��	×�¤4ì  

��
��Ô�Å  �•	�  

Ping ���*�Å�y
¡  ���y�6�� IPv4 �ª�­�©�k�U���k�w
ÿ�ß	,�¼�’�Îož  

Traceroute ���*�Å�y
¡  �ª	P IPv4 �ƒ�G���R�›�ª�­�ñ	)	��ª�­�ñ	Æ��	�	à�¼ož  

3.3.1 Ping 
ä
ù4ì�Z
p  

�V�€�<�Â  

PING �W�À�g	)�ö IP �ª�­�G��%²�� ICMP 
¬�L�g ICMP Request�h�ƒ�G���k
}�L�+�•���›%²�� ICMP �›�Ò�g ICMP Echo Tf 0.0002 Tc 9 0 0 9 0 0 Tm 47.254 25.0Tw 3 TD[(ICMPTT2 1 Tf 10.5 0 1�/P�­�G��)-7(%²��Tc 0.0695 TBcÒ�g)]TJ
/TT0%� 	G�����V��
�Ñ�˜�w

/TT	,�*0%�ž�•�wÚ�50 1 Tf 9 0 0 9 0 0 Tm 30.018 70.027TBcÒ�g
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3.3.2 Traceroute
ä
ù4ì�Z
p 

�V�€�<�Â 

Traceroute �W�À�ï	� ICMP �C IP ���†�ã�B	� TTL�g Time To Live�h���<ož�Ù�¯�k	à	Ì
—�Õ	� Traceroute �W�À���ß%²�� TTL �©

1 	� ICMP Request �ñ	)	����Ñ�k�¢
è�¬��	�	†%²��
è	��˜�v�ñ�������†�ž�k�	�1 TTL �× 1ož�4�ž TTL �J�� 0 �4�k�ñ�Y
¥
è	�

�˜�k�1�4���†���’�k�w���›%²�� ICMP 
Ý�ž�gICMP time exceeded �h�ƒ�Î�kTraceroute �W�À�v�ñ�����ƒ�Î�e�k�Ž	=�3����
è

	��˜���¨�9����
è�¬���k�N	5�Ç���ß�P%²�� TTL �© 2 	����†�k�G�ë	† 2 ��
è	��˜ož Traceroute �W�À�?�)�1���ß	����†	� TTL ��

1 �Û�G�ë�P%²��
è	��˜�k�����M�Ö	����•%²	+�4	Ò�ñ�î���ƒ�G���†�ñ��	)	����Ñož�¢���†�ñ��	)	����Ñ�e�k
¥���Ñ�	�k���› ICMP 

time exceeded �ƒ�Î�k	ò�©���› ICMP Echo�kTraceroute �W�À	È�Ø�M�y�w�ª	P�R	à	Ì
—�Õ�ñ	)	����Ñ	�
è�¬�’�Îož 

�ü�»��	´ 

�z �*�� traceroute �x�X��
g�F	å  

3.4 ��	´
u
U  

�F	å�¾ �F	å�•
‘ & 	,�¼�x�X 

 �¶�*���"�������¿�	 IPv4 �����¾�î�¶�Ò�d  
Ping ���*�Å�y
¡  

ping �

g Ping ��
�ož 

 �¶�*���"���¡�µ IPv4 �ô�l�g�¶�W�����þ
‚������
N�<�¶���	�‘�d  
Traceroute ���*�Å�y
¡  

traceroute �

g Traceroute ��
�ož 

3.4.1 Ping
ä
ù4ì�Z
p 

��	´�]�È 

�¨	à	Ì
—�Õ���J	� Ping ���*�Å�y
¡�k�U�Y�±	=
¥	à	Ì
—�Õ�y	)	����Ñ�$�•�©�k�‘�4���*�k���†�©�k�U�Y�¨	à	Ì
—�Õ�y	)	���

�Ñ�$�•�n
ÿož 

�I�¿�6�• 

�ü
g PING �q�•	�	à	Ì
—�Õ�Î
ï�¬
}�F	å IP �ª�­ož 

��	´�q�D 

�z �ò�ç�¬
}���y IPv4 �ª�­�©�k�U���k�U�*�� Ping IPv4 �x�Xož 
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�ó�¯�q�D 


ÿ�µ ping �x�X�k�/�U�¨ CLI 		�µ�ª	P	,�¼�’�Îož 

�ü�»�w�W 

�Ì  Ping IPv4  

o¬�x�X���”o­ ping  [ip ] [ address [ length  length ] [ ntimes times ] [ timeout seconds ] [ data data ] [ source source ] 

[ df-bit ] [ validate ] [ detail ] [ out-interface interface ] ] 

o¬�@�ƒ
ª�¢o­ address�y�6��	)	� IPv4 �ª�­�ê�¿�dož 

length�y�6���G���ƒ�G���ƒ�G�Ê�­�<	��x�†�k
8� �y36~18024�k�ó
•�Ê�­�x�†�� 100ož 

times�y�6���G���ƒ�G��	����ƒ�k
8� �y1~ 4294967295 ož 

seconds�y�6��
Ý�ž	��ž�•�k
8� �y1~10�g	a�hož 

data�y�6�����†�Ê�­�ƒ�G�k���”�� 1-255 �x�†	���	…���k�ó
•�Ê�­�� abcdož 

source�y�6�����†�› IPv4 �ª�­�ê�›�N�Mož�¿���k�ê�›�N�M�ª�­�g�†�ò 127.0.0.1�h�	�ª
•�•���›�ª�­ož 

df-bit �y
—	å IP 	� DF �ö
œ�y�k�¢ DF �y
t
—	å�� 1 �ž�k
n	P�	�+�ƒ�G����
g�ã�<�Ô�ò�k�ó
• DF �y�� 0ož 

validate �y
—	å�©�k�û�à�€�•���†ož 

detail�y
—	å�›�ª�©�k�ª	P
¦	Â�’�Î�k�ó
•�Q�ª	P���`���y��. ��ož 

interface�y�6���G���ƒ�G���†	��ß�M�N�Mož 

o¬�x�X�%�”o­ �¨�¯�*	��ï�%�”���k�Q
��

g�Â�Î	� ping ��
��z�¨� p i n g ��ož DFooÅQ�Â�Î	� p i n g � D F o§	å%Ê	�Ÿ 
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�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� ���������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� ���������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� ���������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� ���������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� ���������W�L�P�H� ���P�V���7�7�/� ������

��

�6�X�F�F�H�V�V���U�D�W�H���L�V�����������S�H�U�F�H�Q�W�����������������U�R�X�Q�G���W�U�L�S���P�L�Q���D�Y�J���P�D�[��� ���������������P�V����

o¬���à�•�co­ 	Þ	.�1 5 ���ƒ�G�<�x�†�� 100Byte 	��ƒ�G���G���ñ�6��	� IP �ª�­�k�¨�6��	��ž�•�g	Þ	.�� 2 	a�h�Ä�k�ª	P	,

�•	��M�y�’�Î�k�Â�e
ÿ�ß%²��	Ï
‹�’�Îož 

�Ì  
Ü
6�Þ�I Ping ��	× 

o¬�F	å�•�co­ �¨�Ô�Ó�%�”��
ÿ�µ Ping IPv4 �ª�­ 192.168.21.26�k�w�6���G���ƒ�G��	��x�†o•���ƒo•
Ý�ž	��ž�•	ˆož 

 �o
• �S�L�Q�J��

�5�X�L�M�L�H�����S�L�Q�J�������������������������������O�H�Q�J�W�K�������������Q�W�L�P�H�V�����������G�D�W�D���I�I�I�I���V�R�X�U�F�H�������������������������������W�L�P�H�R�X�W������

�6�H�Q�G�L�Q�J�����������������������E�\�W�H���,�&�0�3���(�F�K�R�H�V���W�R���������������������������������W�L�P�H�R�X�W���L�V�������V�H�F�R�Q�G�V����

���������S�U�H�V�V���&�W�U�O���&���W�R���E�U�H�D�N���!��

����������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

������������

�6�X�F�F�H�V�V���U�D�W�H���L�V�����������S�H�U�F�H�Q�W�������������������������U�R�X�Q�G���W�U�L�S���P�L�Q���D�Y�J���P�D�[��� ���������������P�V��

�ª	P �G�H�W�D�L�O	� �S�L�Q�J��

�S�L�Q�J�������������������������������O�H�Q�J�W�K�������������Q�W�L�P�H�V���������G�D�W�D���I�I�I�I���V�R�X�U�F�H�������������������������������W�L�P�H�R�X�W�������G�H�W�D�L�O��

�6�H�Q�G�L�Q�J���������������������E�\�W�H���,�&�0�3���(�F�K�R�H�V���W�R���������������������������������W�L�P�H�R�X�W���L�V�������V�H�F�R�Q�G�V����

���������S�U�H�V�V���&�W�U�O���&���W�R���E�U�H�D�N���!��

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������
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�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

�5�H�S�O�\���I�U�R�P���������������������������������E�\�W�H�V� �����������W�L�P�H� ���P�V���7�7�/� ������

��

�6�X�F�F�H�V�V���U�D�W�H���L�V�����������S�H�U�F�H�Q�W���������������������U�R�X�Q�G���W�U�L�S���P�L�Q���D�Y�J���P�D�[��� ���������������P�V����

��

o¬���à�•�co­ �1 20 ���x�†�� 1500Byte 	��ƒ�G���G���ñ�6��	� IP �ª�­�k�¨�6��	��ž�•�g3 	a�h�Ä�k�ò�ç�Ä�•	‹�k�ª	P	,�•

	��M�y�’�Î�k�Â�e
ÿ�ß%²��	Ï
‹�’�Îož 

3.4.2 Traceroute
ä
ù4ì�Z
p 

��	´�]�È 

�¨	à	Ì
—�Õ���J	� Traceroute ���*�Å�y
¡�k�U�Y�±	=
¥	à	Ì
—�Õ�y	)	����Ñ�$�•	�
è	��"�÷�’�Î�k���†�R	à	Ì
—�Õ�ñ	)	����Ñ

	Æ���4�Ú�5��	à�¼ož 

�I�¿�6�• 

�ü
g Traceroute �q�•	�	à	Ì
—�Õ�Î
ï�¬
}�F	å IP �ª�­ož 

��	´�q�D 

�z �ò�ç�¬
}
æ
í IPv4 �ƒ�G���ñ��	)	����Ñ	Æ���„�?	à�¼�k�U�*���F	å Traceroute IPv4 �x�Xož 

�ó�¯�q�D 


ÿ�µ traceroute �x�X�k�/�U�¨ CLI 		�µ�ª	P	,�¼�’�Îož  

�ü�»�w�W 

�Ì  Traceroute IPv4 

o¬�x�X���”o­ traceroute  [ip ] [ adress [ probe number ] [ source source ] [ timeout seconds ] [ ttl minimum maximum ] 

[ out-interface interface ] ] 

o¬�@�ƒ
ª�¢o­ address�y�6��	)	� IPv4 �ª�­�ê�¿�dož 

number�y�6���G��	��M�y	��ƒ�O�k
8� �y1~255ož 

source�y�6�����†�› IPv4 �ª�­�ê�›�N�Mož�¿���k�ê�›�N�M�ª�­�g�†�ò 127.0.0.1�h�	�ª
•�•���›�ª�­ 

seconds�y�6��
Ý�ž	��ž�•�k
8� �y1~10�g	a�hož 

minimum maximum�y�6���Â�4�y�Â�Ý TTL �›�k
8� �y1~255ož 

interface�y�6���G���ƒ�G���†	��ß�M�N�Mož 

o¬�x�X�%�”o­ �¨�¯�*	��ï�%�”���k�Q
��

g�Â�Î	� traceroute ��
��z�¨�Ô�Ó	��ï�%�”���k���U�Y�

g traceroute 	��ý�J��
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�ož 

o¬�…	��6�-o­ Traceroute �x�X��
}	��9���ò	à	Ì	����*�Å�k�w�¨	à	Ì�{�ž�G�ÿ�ž�k�Õ	G	����y�{�ž�G�ÿ	��y	åož
}�…	��¿

�d��
��k�é
}�¯�F	å�¿�d�Æ���˜�k�À�}�F	å
¬�@	ð DNS �F	å�B�ãož 

��	´���… 

�Ì  	¯	›�Ø
ù�é Traceroute ���…  

o¬�F	å�•�co­ �¨�Ô�Ó�%�”���k
ÿ�µ Traceroute IPv4 �ª�­ 61.154.22.36ož 

 �5�X�L�M�L�H�����W�U�D�F�H�U�R�X�W�H����������������������������

���������S�U�H�V�V���&�W�U�O���&���W�R���E�U�H�D�N���!��

�7�U�D�F�L�Q�J���W�K�H���U�R�X�W�H���W�R����������������������������

�����������������������������������������������������������P�V�H�F���������P�V�H�F���������P�V�H�F��

�����������������������������������������������������������P�V�H�F���������P�V�H�F�������P�V�H�F��

�����������������������������������������������������������P�V�H�F���������P�V�H�F���������P�V�H�F��

�����������������������������������������������������������P�V�H�F�����������P�V�H�F�����������P�V�H�F��

���������������������������������������������������������P�V�H�F�����������P�V�H�F���������P�V�H�F��

���������������������������������������������������������P�V�H�F���������P�V�H�F�����������P�V�H�F��

�����������������������������������������������������������P�V�H�F���������P�V�H�F�����������P�V�H�F��

 �R���µ	�	È�ç�U�Y�Ž���ª	0�ñ�k�R�›�ª�­
}
˜�| IP �ª�­�� 61.154.22.36 	����Ñ�k	à	Ì�ƒ�G���C	Æ���4�„�?	à

�¼�g1�l6 �h�k�c�ž	Ë�ß�4�ñ��
¥	à�¼�ñ
0
Ë	��ž�•ož 

�Ì  	¯	›���Ï�>	¯�»��
ù�é Traceroute ���… 

o¬�F	å�•�co­ �¨�Ô�Ó�%�”���k
ÿ�µ Traceroute IPv4 �ª�­ 202.108.37.42ož 
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 �5�X�L�M�L�H�����W�U�D�F�H�U�R�X�W�H������������������������������

�����S�U�H�V�V���&�W�U�O���&���W�R���E�U�H�D�N���!��

�7�U�D�F�L�Q�J���W�K�H���U�R�X�W�H���W�R������������������������������
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4 TCP 

4.1 ��
é 

TCP �#
‘���•	��C�U�ˆ�4%²���U�´	�o•�Ä���N	��Â�9 IP 	��n
ÿ�C�#
‘ož 

�•	��C�g TCP �C�G��	��9	à�•�n
ÿ	�o•	� 8 �y��
-
n	P	��ƒ�G�v�k�À�e TCP ���ƒ�G�v�ã���è� �¢�x�†	����†�<�k�Â�Ý�ã�<�Ý

�4�g MSS�h�*�o�I
¥
‹	‘�Ñ���N	�	à	Ì	��ƒ�G�e
è�C	��Â�Ý�n���%�«�gMTU �h�’�òož�$�e TCP �����†�n	Ë IP �C�k	��	�Û�*��

	à	Ì�1���†�n��	Ë�N�v	€���}	� TCP �Což 

TCP ���4�‘
š�	�G�ÿ�����k�<	Ë�?����
-%²���~�Z�k�c�ž�~�Z�-�‘
š�4�n���ñ�N�v	€���}	���	��7�~�N�vož�À�e�N�v	€���}�+

�]�è���v�ñ	���
-�G�›%²��	,�•	�	G
•(ACK) �z�ò�ç�G��	€���}�¨�`�ò	��ª���ž�•(RTT) �Ä�Ì�v�ñ	G
•�k�;�"�+�•	��ƒ�G�g�•
—

���â�4�h�1�k
t�M�nož 

�z �¨�ƒ�G�3	G�Å�
�`�c�Å���kTCP 	�%²���û�à�y�á�ƒ�Û���à�ƒ�G�©�k�Ä�j
¨�k�¨�G���y�N�v�ž�C
}
‹	‘�û�à�y�z�c�ž�U�Y

�…	� MD5 
•
š�+�ƒ�G��
g�û�àož 

�z �¨�‘
š�U�´�Å���k�J	�
Ý�ž�M�n�y7Â�k	G
•�Ñ�òož 
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��	×��	µ 

�z �¨
—�Õ A ���•�o TCP �‘�t��
�ož 

4.3 ��	×
u
U  

�Á�¯���½ 

�Ì  TCP �¨���á�“ 

 

�z Source Port �©�›	€�M�k16 �yož  

�z Destination Port �©	)	�	€�M�k16 �yož 

�z Sequence Number �©�~�ç�Z�k32 �yož 
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�z Acknowledgment Number �©	G
•�~�ç�Z�k32 �yož 

�z Data Offset �©�ƒ�G�ž	g�k4 �y�k
¥���<	��›�© TCP �Ù�B�g���,�#�¾�h�x�†�”�Y 4ož 

�z �ö�º�y�y  6 �y�k URG 
n	P Urgent Pointer ���<�Ä�Þ�#�k ACK 
n	P Acknowledgment Number ���<�Ä�Þ�#�k PSH 
n	P Push

��
��k RST 
n	P�Ö�y TCP ���N�k SYN 
n	P SYN ���†�g�¨�•	y TCP ���N	��ž�˜�…	��h�k FIN 
n	P�G���•�Z�Ä�ƒ�G�¬
}�G

���4�g�¨�¼�{ TCP ���N	��ž�˜�…	��hož 

�z Window 
n	P�N�v	Ù�Ï��	�	q�~	q�•�k16 �y�k	��Û�s
• TCP ���N�+	€
��\
��Ü�N�v	��Â�Ý�ƒ�G�x�†ož 

�z Checksum �©�û�à�y�k16 �yož  

�z Urgent Pointers �©	¬�Ä�6�S�k 16 �y�k�Q�Ä URG �ö�º�y
t
—	å�ž
¥���<�õ�Ä�Þ�#�k
n	P	¬�Ä�ƒ�G	,�+�~�ç�Z�gSequence 

Number ���<	��›�h	��ž	gož 

� 
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�z �¨�G
Ü�•�G�� SYN ���†�e�k�€�•�•�›�• SYN+ACK ���†�k�x�G
Ü�•�	�Ç�›�Ö ACK�k�€�•�•�-�k%²	+�M�n	+�ñ
Ý��%²��

	��M�n�)�ƒ�ê
Ý�ž�ž�•ož�gSYN ���†�x�à�k�ß�ë��	_�Õ�Ñož�h 

�ü�»��	´ 

�Ì  
f	´ TCP SYN 
¬�•�•�N 

�z TCP SYN 
Ý�ž�ž�•	�	Þ	.�›�© 20 	aož 

�z 	��ï�U�Y�¨�¶�B�F	å�%�”���…	���ip tcp synwait-time  seconds���x�X
—	å SYN 
Ý�ž�ž�•�k�H�›
8� �© 5 �ñ 300�k�%�y

�©	aož 

�z �ò�ç	à	Ì�����¨ SYN �x�à�k�×�5 SYN 
Ý�ž�ž�•�U�Y�…�2%²�?
Ï�›�ƒ	ô�k�x�+��	Ò	� SYN �x�à���	�ñ�|�çož�¨
—�Õ����

�
�Ù		
¬�L�•	y���N�ž�k�×�5 SYN 
Ý�ž�ž�•�U�Y�×�5	��ï	ˆ�­�ž�•�k�ò telnetož�ò�ç	à	Ì�A
û�[�-�U�Y� �¢�Í��
Ý�ž�ž

�•ož 

4.3.2 ��	´	E�L�Ü�3 

�V�€�<�Â 

TCP 	��N�v	Ù�Ï��	��Û	Ù���R�+	€�N�v�ñ	��ƒ�G�k���?�ƒ�G�e	Ò�k
t�•	�	i�~
¯�Hož%²
"�Õ�Ñ���kTCP 	�	v�M�›�F�¥�N�v	Ù

�Ï��	�	q�~	q�•	��Ý�4ož�+�9�k�!�A
û�Ýo•�Ä�Ý���O�ƒ�G	����N�k�Í�Ý	v�M�U�Y�ª
K�U�ä TCP �n
ÿ�Å
�ož 

�ü�»��	´ 

�Ì  
f	´	E�L�Ü�3 

�z 	��ï�U�Y�¨�¶�B�F	å�%�”���…	���ip tcp window-size  size���x�X
—	å	v�M�Ý�4�k�%�y�©��
-�k�H�›
8� �© 128 �ñ(65535<< 

14)�k	Þ	.�›�© 65535ož�ò�ç	v�M�Ý�9 65535 ��
-�k
����•�o	v�M�ý�Ý��
�ož 

�z ���Ž�*�s	Ë�+	€	�	v�M�Ý�4�©�R�F	å	�	v�M�Ý�4�y�N�v	Ù�Ï��	��þ�•	q�•�H
û�4�›ož 

 

4.3.3 ��	´	O�L���T
Ö�•�Š�j�F
î reset �ö�g 

�V�€�<�Â 

TCP �#
‘�¨�ã�G TCP ���†	Ë�•	�	i�~�ž�k�ò�ç���	�ñ
¥���†�ñ�K	� TCP ���N�k�����›�Ö%²�� reset ���†�Y	Ä�2�+	€	� TCP

���Nož�x�à	ñ�U
��ï	��Ý�O	�	€�M�	�U��	� TCP ���†�+
—�Õ��
g�x�àož 

�ü�»��	´ 



 

4-6 



 

4-7 

�F	å�6�' TCP 

(3) TCP �›	€�*��
†�ä
¥ ICMP �[�j���†�k�U	= TCP 
è�¬���¢�ù�Â�4	� MTU �›�k�/
è�¬ MTUož 

(4) �e	Ò TCP �›	€�G���ƒ�G�<	��x�†�	
Ý�� MSS�kMSS�|
è�¬ MTU�lIP �ã�B�x�†�lTCP �ã�B�x�†ož  

�ü�»��	´ 

�Ì  �n�Ð
·�« MTU �F�»��	× 

TCP 	Þ	.�¼�{
è�¬ MTU �G�ë��
�ož 

	��ï�U�Y�¨�¶�B�F	å�%�”���…	���ip tcp path-mtu-discovery ���x�X�•�o
è�¬ MTU �G�ë��
�ož 

4.3.6 TCP�•�U��	×  

�V�€�<�Â 

�ò�ç TCP �e�È	=�3�+	€�©�k���¨�3�o�W�•�k�U�Y�•�o�‘�t��
�ož�¢ TCP �+	€�¨%²�<�ž�•�Ä�g	f��	q�~�ž�•�h�Z�Ä�G�������†

	Ë�Î	€�k�Î	€�•�÷�G���‘�t���†�k��	Ò�G��
3�t�)�k�ò�ç�Z�Ä�v�ñ%²���•	‹���†�k�<
•���+	€�‘�o�k�¼�{ TCP ���Nož 

�ü�»��	´ 

�Ì  �n�Ð�•�U��	× 

�z TCP 	Þ	.�¼�{�‘�t��
�ož 

�z 	��ï�U�Y�¨�¶�B�F	å�%�”���…	���ip tcp keepalive  [interval  num1] [times num2] [idle-period num3]���x�X�•�o�‘�t��


�ožinterval �©�ž�•�•�œ�k�ó
•�›�© 75 	a�z times �©�G���‘�t���†	��Â�Ý�)�ƒ�k�ó
•�›�© 6 �)�z idle-period �©	q�~�ž�•�k

�ó
•�›�© 15 �ã�Uož  

 ��
a	—�â�|�Õ�Ó�û�`�v�j�ä�º���j���s
N���� TCP 	U���[�“�Ò�d  

4.4 ��	´
u
U  

�F	å�¾�� �F	å�•
‘ & 	,�¼�x�X 

 �¶�*���"�������
�$ TCP 	U�����ÿ
Ÿ�d  

ip tcp synwait-time �F	å�•	y TCP ���N	�
Ý�ž�ž�•ož 

ip tcp window-size �F	å TCP 	v�M�Ý�4ož 

ip tcp send-reset 
�F	å�v�ñ	€�M�	�U��	� TCP ���†�ž�©�k�G��

reset ���†ož 

ip tcp mss �F	å TCP ���N	� MSSož 

�:�)�6 �Å
��i�� ��

ip tcp path-mtvTT2 1 Tf
081 Tf �F	å
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- 

�ü�»�w�W 

�Ì  ��	´ SYN 
¬�•  

o¬�x�X���”o­ ip tcp synwait-time  seconds 

o¬�@�ƒ
ª�¢o­ seconds�ySYN ���†
Ý�ž�ž�•ož�%�y��	a�k�H�›
8� �© 5 �ñ 300�k	Þ	.�›�© 20ož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �ò�ç	à	Ì�����¨ SYN �x�à�k�×�5 SYN 
Ý�ž�ž�•�U�Y�…�2%²�?
Ï�›�ƒ	ô�k�x�+��	Ò	� SYN �x�à���	�ñ�|�çož

�¨
—�Õ�����
�Ù		
¬�L�•	y���N�ž�k�×�5 SYN 
Ý�ž�ž�•�U�Y�×�5	��ï	ˆ�­�ž�•�k�ò telnetož�ò�ç	à	Ì�A
û�[

�-�U�Y� �¢�Í��
Ý�ž�ž�•ož 

�Ì  ��	´ TCP 	E�L�Ü�3 

o¬�x�X���”o­ ip tcp window-size  size 

o¬�@�ƒ
ª�¢o­ size�y�%�y�©��
-�k�H�›
8� �© 128 �ñ(65535 << 14)�k	Þ	.�›�© 65535ož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

�Ì  ��	´	O�L���T
Ö�•�Š�j�F
î reset �ö�g 

o¬�x�X���”o­ ip tcp send-reset 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �v�ñ	€�M�	�U��	� TCP ���†�ž�k�ó
•�G�� reset ���†ož 

�Ì  ��	´ MSS 

o¬�x�X���”o­ ip tcp mss max-segment-size 

o¬�@�ƒ
ª�¢o­ max-segment-size�yMSS 	����’�›ož�%�y����
-�k�H�›
8� �© ���� �ñ �����������k�ó
•�…	��ÿ�G MTU 
‹	‘�±�ñ	�

MSSož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ ip tcp mss 	��•	��<�©�’�ò�/�1�•	y	� TCP ���N	� MSS 	��Â�Ý�›ož�`�~�•�•	y	����N�#�Œ	� MSS �›�	
�
Ý

���F	å	��›ož�ò�ç
}�×�4���N	��Â�Ý MSS �›�k�U�Y�F	å
¥�x�X�k%²
"�Õ�Ñ���	�¬
}�F	åož 

�Ì  ��	´
·�«  (20800J
/C2_0 1 Tf
az)1Tw -timerd
( )Tj
[(max-s)-8(eTJ
/C20.235(p s)4.4939 77.7[w 5 Tc 1(nc 8.1ue)]Tt2(i)-1)]Tsd
( )Td
<6FAC05780458109004.aP���� ���†�ž�k� �¶�B�%�” 

o¬�…	��6�-o­ ���†�ž�k�	�
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���ž�•�•�œ�<�©�…	��@�ƒ age-timer �Û�6��ož�¢
—�Õ�G�ë	�
è�¬ MTU �A TCP ���N��	€�#�Œ�ß�Û	� MSS �4�ž�k


—�Õ�<�k�7�����F	å�ž�•�•�œ�k�>�:
¡�G�ë�¾�Ý	�
è�¬ MTUož	+�ñ
è�¬ MTU ���ñ MSS 	��›�k�ê	ñ	��ï� �2

�������ž�˜�k�����M�y��	i�õ�k� �2ož� �2�������ž�˜�k�…	� age-timer infinite �@�ƒož 

��	´���… 

�Ì  �•�n TCP �é
·�« MTU �F�»��	×ož 

o¬�F	å�•�co­ �¨
—�Õ���•�o TCP 	�
è�¬ MTU �G�ë��
��k�M�•�M�y	��ž�•�•�œ�H	Þ	.�›ož 

 �5�X�L�

age-ti(ag)-w 1F9E>TC2_0 1 Tf
0show tcp pmtu2 0 Td
[<054708EB050536F9E7.30f
0.0002 7F209303.247 0 Td
[(MT)-9(U)]TJage-c 2.C	�
è�¬6ùé@0i�Vð
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- 

�ü�»�w�W 

�Ì  �•�n�•�U��	× 

o¬�x�X���”o­ ip tcp keepalive [interval  num1] [times  num2] [idle-period num3] 

o¬�@�ƒ
ª�¢o­ interval num1�y�G���‘�t���†	��ž�•�•�œ�k�%�y�©	a�k�H�›
8� �© 1 �ñ 120�k	Þ	.�›�© 75 	aož 

times num2�y�G���‘�t���†	��Â�Ý�)�ƒ�k�H�›
8� �© 1 �ñ 10�k	Þ	.�›�© 6ož 

idle-period num3�y	q�~�ž�•�k�/�+	€�Z�Ä�g�Î	€�G�������†	��ž�•�x�†�k�%�y�©	a�k�H�›
8� �© 60 �ñ 1800�k

	Þ	.�›�© 15 �ã�Uož  

o¬�x�X�%�”o­ �¶�B�%�” 
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�•	� �x�X 

�ª	P IPv4 TCP ���N	��Â�Î�’�Î 
show tcp connect [ local-ip a.b.c.d] [local-port num] [peer-ip a.b.c.d] [peer-po

rt num] 

�ª	P IPv4 TCP ���N	�	Ï
‹�’�Î show tcp connect statistics 

�ª	P IPv4 TCP 
è�¬ MTU 	��’�Î 
show tcp pmtu [local-ip a.b.c.d] [local-port num] [peer-ip a.b.c.d] [peer-port 

num] 

�ª	P IPv4 TCP 	€�M�…	��Õ�Ñ show tcp port [num] 

�ª	P IPv4 TCP �@�ƒ�’�Î show tcp parameter 

�ª	P IPv4 TCP 	Ï
‹�’�Î show tcp statistics 

�Ó	�
•
p�‘54 

 �Û�{�8�Ë�ð�o���V�½���‚
Ä�‡�W�d�°��
û�˜�
���È	K�‡�‘�ž�8�Ë�—�‘�d  

�•	� �x�X 

�ò	0 IPv4 TCP ���†	�
²
¡�’�Î debug ip tcp packet [ in | out ] [local-ip  a.b.c.d] [peer-ip  a.b.c.d] [local-port  num] 

[peer-port num] [deeply ] 

�ò	0 IPv4 TCP ���N	�
²
¡�’�Î debug ip tcp transactions  [local-ip a.b.c.d] [peer-ip  a.b.c.d] [local-port  num] 

[peer-port num] 
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Æ�] IPv4 �¼
Ã 

5.1 ��
é 

�¨�	�u�4	F�^
ô�G	��D�}���k	�
÷�^
ô�G IPv4 ���†�k���4�…
÷�^
ô�G�Å
����ñ�Â�i�k�é�[���ë�4
÷�^ IPv4 �½
ôož 

�½
ô��
}	Ó�����™
n�y
ô�G
n�y�>�N
nož
ô�G
n	��Û���y
è	��z�>�N
n	��Û���y��%²
é	��e
è�C�’�Î�k	,�¢�9 ARP 
nož 

�½
ô�U�Y����
†�ä��%²
é�k���U�Y���ë�v�O
¿
ú�®
kož 

 �•�3�'���u�(�Ñ IPv4 ���­�‘
•���d  

�"
`
P
� 

- 

5.2 �À�¹�€�Ð  

�Á�º�•	��� �«�°�T�� 

�v�O
¿
ú�®
k �� �¨	à	Ì
è	����k�¢
è	��ù	Ö�¼	û�ñ�Ú����%²
é�ž�k�½
ô�U�Y�¨�Ú����%²
é�����ë�v�O
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�z �ò�ç���µ CLI 		�µ	��ž�˜	Æ���4 Login 
ï�a
•
š�gnone �•�c�”�Ù�h�k�1
“�£�¢�ù�…	�	�	��ï�dož�4�ž�k��
g Enable 
•


š	��ž�˜�k�1�	�Ç�U	P
ÿ�µ	��ï�d�k	+�N�…	��
 Login 
•
š	,�c	�	��ï�d��
g
•
š�k�h�Þ
ÿ�µ	��M�X
}�
�$���Fož 

�z �ò�ç���µ CLI 		�µ	��ž�˜�Z�Ä��
g Login 
•
š�k�ê�¨ Login 
•
š	��ž�˜�…	��4 none �•�c�k�1�	�k
“�£	��ï�d�’�Îož�4

�ž�k�ò�ç��
g enable 
•
š�k�1�k
}�L�M�•
ÿ�µ	��ï�dož����	��ï�d�’�Î�	�k
t
“�£�k�?�)��
g Enable 
•
š�C
}�M�•
ÿ

�µož 

��	´�q�D 

�Ì  �
���º�¥�•�¦�h�‡���†�Ú
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�F	å�6�' AAA 

�z 	Þ	.�Õ�Ñ���k�ª
• login 	��ï�:
¡�%	A	��â
Â�)�ƒ�� 3 �)ož  

�Ì  
f	´ login �Ð�Ð
C�6���é�•�N�G�…ož 

�z �U�#�F	åož 

�z 	Þ	.�Õ�Ñ���k�¢ login 	��ï�:
¡	��£	��)�ƒ
Ý���Â�Ý�›�k
t�g��	��ž�•�� 15 �ã�Uož 

�ó�¯�q�D 

�z �…	� show aaa method-list �ò	0�]�F	å	��•�c�ç
n�’�Îož 

�z �…	� show aaa lockout �ò	0	��ï�:
¡	��£�â
Â�)�ƒ	��Â�Ý�›�y	��ï�g��	��ž�•�x�†	��F	å�’�Îož 

�z �…	� show running-config �ò	0 Login 
•
š�¼	û
•
š�•�c�ç
n	��’�Îož 

�ü�»�w�W 

�Ì  �•�n AAA 

o¬�x�X���”o­ aaa new-model  

o¬�@�ƒ
ª�¢o­ �— 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ 
¥�x�X�© AAA 	��…
��x�X�k�ò�ç�Ó
}�…	� AAA �
�¶�Æ���k�<�·�À�…	� aaa new-model �…
� AAA �
�¶�Æ��ož

�ò�ç�Z�Ä�o	� AAA�k�é�ñ�Ä AAA �x�X�1�©�	�U�F	å	�ož 

�Ì  ���" Login 
\
i�é�q�D	l�¹�x�Ý
6�Ž�}ož 

o¬�x�X���”o­ aaa authentication login  { default | list-name } method1 [ method2...] 

o¬�@�ƒ
ª�¢o­ default�u�…	�
¥�@�ƒ�k�é�e�µ���#	��•�c�ç
n�•�� Login 
•
š	��ó
•�•�což 

list-name�u���#%²�� Login 
•
š	��•�c�ç
n�k�U�Y�©�`�~��	…��ož 

method�u�·�À�©��local o•noneo•group���ñ�ç�¼�p���$%²�k%²���•�c�ç
n�Â�Ú�Ä 4 ���•�což 

local �u�…	��Î�ª	��ï�d�ƒ�G�€��
g
ï�a
•
šož 

none �u�	��
g
ï�a
•
šož 

group �u�…	��Æ���˜	Á��
g
ï�a
•
š�k	)�TACACS+upL o g i n
…	�†6ùà
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�F	å�6�' AAA 

enable �u�…	� enable �x�X�F	å	��%	A��
g
•
šož 

local �u�…	��Î�ª	��ï�d�ƒ�G�€��
g
ï�a
•
šož 

none �u�	��
g
ï�a
•
šož 

group �u�…	��Æ���˜	Á��
g
ï�a
•
š�k	)�ù�u�4 RADIUS �y TACACS+�Æ���˜	Áož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �ò�ç
—�Õ�o	� AAA 	��£
•
š�
�¶�Æ���k	��ï�<�·�À�…	� AAA ��
g Enable 
•
š�#�Œož�Ó�·�À�…	� aaa 

authentication enable �x�X�F	å�ó
•	��ê�U�#	��•�c�ç
n	��9 Enable 
•
šož 

�Q�Ä�ù�µ	��•�c�Z�Ä�€�•�k�õ
��…	��e�µ	��•�c��
g
ï�a
•
šož 

�Ì  
f	´ login �Ð�Ð�9
p�æ�¢�
�d�é�£�Ü�šož 

o¬�x�X���”o­ aaa local authentication attempts  max-attempts 

o¬�@�ƒ
ª�¢o­ max-attempts�y�Â�Ý�:
¡�â
Â�)�ƒ�k�H�›
8�  1~2147483647 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ 
¥�x�X�F	å Login 	��£	��ï�:
¡	��£�â
Â�)�ƒož 

�Ì  
f	´ login �Ð�Ð
C�6���é�•�N�G�…ož 

o¬�x�X���”o­ aaa local authenti cation lockout-time  lockout-time 

o¬�@�ƒ
ª�¢o­ lockout-time�y�g���ž�•�g�%�y�y�ã�U�h�k�H�›
8�  1~2147483647 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �F	å Login 	��£	��ï�:
¡
Ý���F	å	��£�â
Â�)�ƒ�e
t�g��	��ž�•�x�†ož 

��	´���… 

 �»�•���"�h	H���'���u�0 AAA �
���­�‘�����"�d  

�Ì  AAA Login 
\
i��	´	 �…ož�* Login �Ð�Ð�®�Ð RADIUS �§���—
á
6
\
i�g�§
â	8�§���—�;�¥�•�€�é5Š�Ð��
Ã�¯�©
\
iož  

o¬	à	Ì�ê�Ëo­ 

�£ 1-3 

 
  

o¬�F	å�•�co­ 	†%²�5�y�•�o AAAož 

	†�8�5�y�ò�ç	��ï�…	���	i�Æ���˜
•
š�k�é�¬
}�¯�F	å RADIUS �ê TACACS+�Æ���˜ož�ò�ç�…	� Local 
•
š�k

�é�¬
}�¨ NAS ���F	å�Î�ª	��ï�ƒ�G�€�’�Îož�g�Î�†�¬
}�F	å RADIUS �Æ���˜�y�Î�ª�ƒ�G�€�’�Î�h 

	†���5�y�ÿ�G�	�c�N�µ	��ï	•�º�g�Î�†�� Login 	��ï�h�k�F	å AAA 
•
š�•�c�ç
n�g�Î�†	�
•
š�•�c�©�¯ RADIUS


•
š�k�—�€�•�e
ô Local 
•
š�hož 

	†�š�5�y�1�•�c�•	��9�î���Ô��	��N�M�ê	¿
èož�ò�ç�…	�	��© default 
•
š�•�c�k�é�U�Y�	�·�F	å
¥�5�âož 

NAS �5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����X�V�H�U�Q�D�P�H���X�V�H�U���S�D�V�V�Z�R�U�G�����S�D�V�V��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���Q�H�Z���P�R�G�H�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������
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�F	å�6�' AAA 

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���N�H�\���U�X�L�M�L�H��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���O�L�V�W�����J�U�R�X�S���U�D�G�L�X�V���O�R�F�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����O�L�Q�H���Y�W�\������������

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�����O�R�J�L�Q���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�L�V�W����

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�����H�[�L�W��

  

o¬���à�•�co­ �¨ NAS 
—�Õ���k�*�� show aaa method-list �x�X�ò	0�F	å�|�çož 

NAS �5�X�L�M�L�H���V�K�R�Z���D�D�D���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���O�L�V�W�����J�U�R�X�S���U�D�G�L�X�V���O�R�F�D�O��

��

�$�F�F�R�X�Q�W�L�Q�J���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�R�U�L�]�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

 �Y Telnet 	��ï���†�k	��ï��	i	��£�ñ NAS 
—�Õ���kCLI 		�µ�U	P
ÿ�µ	��ï�d/ �%	Aož 


ÿ�µ�3	G	�	��ï�d/ �%	A�k�õ
�
˜�|
—�Õož 

User �8�V�H�U���$�F�F�H�V�V���9�H�U�L�I�L�F�D�W�L�R�Q��

��

�8�V�H�U�Q�D�P�H���X�V�H�U��

�3�D�V�V�Z�R�U�G���S�D�V�V��

�Ì  
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�F	å�6�' AAA 

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���N�H�\���U�X�L�M�L�H��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���H�Q�D�E�O�H���G�H�I�D�X�O�W���J�U�R�X�S���U�D�G�L�X�V���O�R�F�D�O���H�Q�D�E�O�H��

  

o¬���à�•�co­ �¨ NAS 
—�Õ���k�*�� show aaa method-list �x�X�ò	0�F	å�|�çož 

 NAS �5�X�L�M�L�H���V�K�R�Z���D�D�D���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���H�Q�D�E�O�H���G�H�I�D�X�O�W���J�U�R�X�S���U�D�G�L�X�V���O�R�F�D�O���H�Q�D�E�O�H��

��

�$�F�F�R�X�Q�W�L�Q�J���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�R�U�L�]�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

��

 	��ï	´�ð�ä�E�ñ 15 	´�kCLI �U	P
•
šož
ÿ�µ�3	G	�	��ï�d/ �%	A�k�õ
�
˜�|
—�Õož 

NAS �5�X�L�M�L�H�!�H�Q�D�E�O�H��

�8�V�H�U�Q�D�P�H���X�V�H�U��

�3�D�V�V�Z�R�U�G���S�D�V�V��

�5�X�L�M�L�H����

�n
N�9
w 

�z �Z�Ä�F	å RADIUS �Æ���˜�ê	ñ TACACS+�Æ���˜ož 

�z �Z�Ä�F	å�Î�ª�ƒ�G�€	��ï�d�y�%	Aož 

1.4.2 ��	´ AAA �*�´ 

��	´�]�È 

�z ���#	��ï�U�Y�…	��„�?�Æ���ê�(�Ä�„�?�Ó�’ož 

�I�¿�6�• 

�z �¼�9 Exec �I�Ó�yExec �I�Ó�*�o	È�` Login 
•
š%²
Ü�…	��k�w�U�Y�¨�c%²��	¿
è���c�ž�…	� Login 
•
š�y Exec �I�Óož�x

�©
}�h�Þ�k	��9�I�Ó�y
•
š�U�Y�J	��	�c	��•�c�y�	�c	��Æ���˜�k�œ�4�+�9	,�c	�	��ï�k
•
š�y�I�Ó�U
��Ä�	�c	�	È

�çož	��ï	��£�ž�k�ò�ç Exec �I�Ó�â
Â�k�/�…�]	Æ�*���4 Login 
•
š�k�-�	
����µ�ñ CLI 		�µož 

�z �¼�9�I�Ó�•�c�y�ò�ç�¨%²���I�Ó�•�����…	��Ú	_�I�Ó�%�”�k�é�I�Ó�%�”	��ü
g�¿�~���F	å	��¯�e�¿�~ož�Q�Ä�¨�¢�ù�I�Ó

�%�”�Z�Ä�€�•	��Õ�Ñ���k�õ�k�J	���%²	_�I�Ó�%�”�z�ò�ç�¢�ù�I�Ó�%�”�â
Â�k�é�	�k�J	���%²	_�I�Ó�%�”��
g�I�Óož 

�z �¼�9 Command �I�Ó�yCommand �I�Ó��
�	)�ù�N TACACS+�#
‘�u�4ož 
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�F	å�6�' AAA 

�z �¼�9 Console �I�Ó�yRGOS �u�4���ã�*���O�ò�V	��£�y�¿�U	Ä	€	��£	�	��ï�k�U�Y
—	å�O�ò�V	��£	�	��ï�k�©�k�¬
}��


g�x�X�I�Óož�ò�ç�¼�{�4�O�ò�V	��x�X�I�Ó��
��k�é�]	Æ�•	��ñ�O�ò�V	¿
è	��x�X�I�Ó�•�c�ç
n�1�	�ÿ�|ož 

��	´�q�D 

�Ì  �•�n
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�F	å�6�' AAA 

�Ì  �•�n�{
L�*��	´���“���é�w�W
á
6�*�´ož 

�z �…	� aaa authorization config-commands �x�X�•�o�¬
}�+�F	å�%�”��	��x�X��
g�I�Ó	���
�ož 

�z 	Þ	.�Õ�Ñ���k�+�F	å�%�”��	��x�X�	�•�o�I�Ó��
�ož 

�Ì  �•�n�*�0�ñ�U�é�Ð�Ð�Ý
6�é�w�W
á
6�*�´ož 

�z �…	� aaa authorization console �x�X�•�o�+�O�ò�V	�	��ï�ü
g	��x�X��
g�I�Ó	���
�ož 

�z 	Þ	.�Õ�Ñ���k�	�•�o�+�O�ò�V	�	��ï�ü
g	��x�X��
g�I�Ó	���
�ož 

�ó�¯�q�D 

�…	� show running-config �x�X�ò	0�Y���F	å�©�k�ÿ�|ož 

�ü�»�w�W 

�Ì  �•�n AAA ož 

o¬�x�X���”o­ aaa new-model 

o¬�@�ƒ
ª�¢o­ �— 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ 
¥�x�X�© AAA 	��…
��x�X�k�ò�ç�Ó
}�…	� AAA �
�¶�Æ���k�<�·�À�…	� aaa new-model 
ª
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�F	å�6�' AAA 

 �»�•���"�h	H���'���u�0 AAA �Ñ�ã�­�‘�����"�d  

�Ì  ��	´ AAA exec �*�´ož VTY 	Ž
· 0~4 ���é�Ð�Ð�æ�¢�•���Ð Login 
\
i�g�v��
á
6 exec �*�´ož�¾�� Login 
\
i���Ð�¯�©


\
i�gexec �*�´�®���Ð RADIUS�g�ñ�È�;�¥�•�€�T�X���Ð�¯�©�*�´ož 

o¬	à	Ì�ê�Ëo­ 

�£ 1-5 

 
  

o¬�F	å�•�co­ 	†%²�5�y�•�o AAAož 

	†�8�5�y�ò�ç	��ï�…	���	i�Æ���˜�I�Ó�k�é�¬
}�¯�F	å RADIUS �ê TACACS+�Æ���˜ož�ò�ç�…	� local �I�Ó�k

�é�¬
}�¨ NAS ���F	å�Î�ª	��ï�ƒ�G�€�’�Îož 

	†���5�y�ÿ�G�	�c�N�µ�•�”�y�Æ��	•�º�k�F	å AAA �I�Ó�•�c�ç
nož 

	†�š�5�y�1�•�c�•	��9�î���Ô��	��N�M�ê	¿
èož�ò�ç�…	�	��© default 
•
š�•�c�k�é�U�Y�	�·�F	å
¥�5�âož 

Exec �I�Ó�*�o	È�` Login 
•
š%²
Ü�…	��k�w�U�Y�¨�c%²��	¿
è���c�ž�…	� Login 
•
š�y Exec �I�Óož 

NAS �5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����X�V�H�U�Q�D�P�H���X�V�H�U���S�D�V�V�Z�R�U�G�����S�D�V�V��

�5�X�L�M�L�H���F�R�Q�I�L�J�����X�V�H�U�Q�D�P�H���X�V�H�U���S�U�L�Y�L�O�H�J�H������

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���Q�H�Z���P�R�G�H�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���N�H�\�����W�H�V�W��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���O�L�V�W�����J�U�R�X�S���O�R�F�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���H�[�H�F���O�L�V�W�����J�U�R�X�S���U�D�G�L�X�V���O�R�F�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����O�L�Q�H���Y�W�\����������

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�����O�R�J�L�Q���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�L�V�W����

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�������D�X�W�K�R�U�L�]�D�W�L�R�Q���H�[�H�F���O�L�V�W����

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�����H�[�L�W��

  

o¬���à�•�co­ �¨ NAS 
—�Õ���k�*�� show runo•show aaa method-list �x�X�ò	0�F	å�|�çož 

NAS �5�X�L�M�L�H���V�K�R�Z���D�D�D���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���O�L�V�W�����J�U�R�X�S���O�R�F�D�O��

��

�$�F�F�R�X�Q�W�L�Q�J���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�R�U�L�]�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���H�[�H�F���O�L�V�W�����J�U�R�X�S���U�D�G�L�X�V���O�R�F�D�O��

 �5�X�L�M�L�H�����V�K�R�Z���U�X�Q�Q�L�Q�J���F�R�Q�I�L�J��

�D�D�D���Q�H�Z���P�R�G�H�O��

����
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�F	å�6�' AAA 

�D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���H�[�H�F���O�L�V�W�����J�U�R�X�S���O�R�F�D�O����

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���O�L�V�W�����J�U�R�X�S���U�D�G�L�X�V���O�R�F�D�O��

����

�X�V�H�U�Q�D�P�H���X�V�H�U���S�D�V�V�Z�R�U�G�����S�D�V�V����

�X�V�H�U�Q�D�P�H���X�V�H�U���S�U�L�Y�L�O�H�J�H������

����

�U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�U�D�G�L�X�V���V�H�U�Y�H�U���N�H�\�������������E��������������

����

�O�L�Q�H���F�R�Q������

�O�L�Q�H���Y�W�\����������

���D�X�W�K�R�U�L�]�D�W�L�R�Q���H�[�H�F���O�L�V�W����

���O�R�J�L�Q���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�L�V�W����

����

�(�Q�G��

�Ì  ��	´ Command �*�´ož�� Login �Ð�Ð
f	´�w�W�*�´�g�€�Ð default �*�´�q�D�u�* 15 	ƒ�w�W
á
6�*�´�g�®�„�Ð tacacs+

�§���—�*�´�g�x�•�€�d
Ã local �*�´ož�*�´�b�•�€�Ð�8�0�ñ�U�æ�¢�Ð�Ð�x�¾�T	“	O�æ�¢�é�Ð�Ðož  

o¬	à	Ì�ê�Ëo­ 

�£ 1-6 

 
  

o¬�F	å�•�co­ 	†%²�5�y�•�o AAAož 

	†�8�5�y�ò�ç	��ï�…	���	i�Æ���˜�I�Ó�k�é�¬
}�¯�F	å RADIUS �ê TACACS+�Æ���˜ož�ò�ç�…	� local �I�Ó�k

�é�¬
}�¨ NAS ���F	å�Î�ª	��ï�ƒ�G�€�’�Îož 

	†���5�y�ÿ�G�	�c�N�µ�•�”�y�Æ��	•�º�k�F	å AAA �I�Ó�•�c�ç
nož 

	†�š�5�y�1�•�c�•	��9�î���Ô��	��N�M�ê	¿
èož�ò�ç�…	�	��© default 
•
š�•�c�k�é�U�Y�	�·�F	å
¥�5�âož 

NAS �5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����X�V�H�U�Q�D�P�H���X�V�H�U�����S�D�V�V�Z�R�U�G���S�D�V�V����

�5�X�L�M�L�H���F�R�Q�I�L�J�����X�V�H�U�Q�D�P�H���X�V�H�U�����S�U�L�Y�L�O�H�J�H��������

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���Q�H�Z���P�R�G�H�O����

�5�X�L�M�L�H���F�R�Q�I�L�J�����W�D�F�D�F�V���V�H�U�Y�H�U���K�R�V�W��������������������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����W�D�F�D�F�V���V�H�U�Y�H�U���N�H�\���D�D�D��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���G�H�I�D�X�O�W���O�R�F�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���F�R�P�P�D�Q�G�V���������G�H�I�D�X�O�W���J�U�R�X�S���W�D�F�D�F�V�����O�R�F�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���F�R�Q�V�R�O�H��

o¬���à�•�co­ �¨ NAS 
—�Õ���k�*�� show runo•show aaa method-list �x�X�ò	0�F	å�|�çož 

NAS �5�X�L�M�L�H���V�K�R�Z���D�D�D���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����
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�F	å�6�' AAA 

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���G�H�I�D�X�O�W���O�R�F�D�O��

��

�$�F�F�R�X�Q�W�L�Q�J���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�R�U�L�]�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���F�R�P�P�D�Q�G�V���������G�H�I�D�X�O�W���J�U�R�X�S���W�D�F�D�F�V�����O�R�F�D�O��

 �5�X�L�M�L�H���V�K�R�Z���U�X�Q��

����

�D�D�D���Q�H�Z���P�R�G�H�O��

����

�D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���F�R�Q�V�R�O�H��

�D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���F�R�P�P�D�Q�G�V���������G�H�I�D�X�O�W���J�U�R�X�S���W�D�F�D�F�V�����O�R�F�D�O��

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���G�H�I�D�X�O�W���O�R�F�D�O��

����

����

�Q�I�S�S��

����

�Y�O�D�Q������

����

�X�V�H�U�Q�D�P�H���X�V�H�U�����S�D�V�V�Z�R�U�G�������S�D�V�V����

�X�V�H�U�Q�D�P�H���X�V�H�U�����S�U�L�Y�L�O�H�J�H��������

�Q�R���V�H�U�Y�L�F�H���S�D�V�V�Z�R�U�G���H�Q�F�U�\�S�W�L�R�Q��

����

�W�D�F�D�F�V���V�H�U�Y�H�U���K�R�V�W��������������������������������

�W�D�F�D�F�V���V�H�U�Y�H�U���N�H�\���D�D�D��

����

�O�L�Q�H���F�R�Q������

�O�L�Q�H���Y�W�\����������

����

����

�H�Q�G��

�Ì  ��	´ Network �*�´ož 

o¬	à	Ì�ê�Ëo­ 

�£ 1-7 

 
  

o¬�F	å�•�co­ 	†%²�5�y�•�o AAAož 

	†�8�5�y�ò�ç	��ï�…	���	i�Æ���˜�I�Ó�k�é�¬
}�¯�F	å RADIUS �ê TACACS+�Æ���˜ož�ò�ç�…	� local �I�Ó�k

�é�¬
}�¨ NAS ���F	å�Î�ª	��ï�ƒ�G�€�’�Îož 
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�F	å�6�' AAA 

	†���5�y�ÿ�G�	�c�N�µ�•�”�y�Æ��	•�º�k�F	å AAA �I�Ó�•�c�ç
nož 

	†�š�5�y�1�•�c�•	��9�î���Ô��	��N�M�ê	¿
èož�ò�ç�…	�	��© default 
•
š�•�c�k�é�U�Y�	�·�F	å
¥�5�âož 

NAS �5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���Q�H�Z���P�R�G�H�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���N�H�\�����W�H�V�W��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���Q�H�W�Z�R�U�N���G�H�I�D�X�O�W���J�U�R�X�S���U�D�G�L�X�V���Q�R�Q�H��

�5�X�L�M�L�H���F�R�Q�I�L�J�������H�Q�G��

  

o¬���à�•�co­ �¨ NAS 
—�Õ���k�*�� show aaa method-list �x�X�ò	0�F	å�|�çož 

NAS �5�X�L�M�L�H���V�K�R�Z���D�D�D���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

��

�$�F�F�R�X�Q�W�L�Q�J���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�R�U�L�]�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���Q�H�W�Z�R�U�N���G�H�I�D�X�O�W���J�U�R�X�S���U�D�G�L�X�V���Q�R�Q�H��

�n
N��	´�9
w 

�— 

1.4.3 ��	´ AAA 
b
’ 

��	´�]�È 

�z 
“�£	��ï�…	�	à	Ì
Ï�›	��Õ�Ñož 

�z 
“�£	��ï��
g
—�Õ	’�ò�ž	��µ	��ß	���	io•
“�£�ü
g��	��x�Xož 

�I�¿�6�• 

�¼�9
“
Ã�•�c�y 

�z �ò�ç�¨%²��
“
Ã�•�����…	��Ú	_
“
Ã�%�”�k�é
“
Ã�%�”	��ü
g�¿�~���F	å	��¯�e�¿�~ož�Q�Ä�¨�¢�ù
“
Ã�%�”�Z�Ä�€�•	�

�Õ�Ñ���k�õ�k�J	���%²	_
“
Ã�%�”�z�ò�ç�¢�ù
“
Ã�%�”�â
Â�k�é�	�k�J	���%²	_
“
Ã�%�”��
g
“
Ãož 

�z �ó
•	�
“
Ã�•�c�gdefault �•�c�h�ç
n%²�š�F	å�k�1
����•	��ñ�ñ�Ä	Ä	€��ož�¨	¿
è���•	��³�ó
•
“
Ã�•�c�ç
n�k�1�H�W
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�F	å�6�' AAA 

�z �Q�Ä	��£�ñ NAS 	�	��ï	Ä	€�*���4 Login 
•
š�k�õ�k��
g exec 
“
Ãož�ò�ç�Z�Ä
—	å Login 
•
š�k�ê	ñ
•
š�ž�˜�J	��4

none �•�c�k�é�	�k��
g exec 
“
Ãož�S�+�c%²��	��ï	Ä	€	�	��£�k	��µ�ž�ò�ç�Z�Ä��
g�� Start 
“
Ã�k	��ß�ž�-�<�	�k��


g Stop 
“
Ãož  

�¼�9 Command 
“
Ã�y 

�z Command 
“
Ã��
�	)�ù�N TACACS+�#
‘�u�4ož 

��	´�q�D 

�Ì  �•�n AAA ož 

�z �·�À�F	åož 

�z �…	� aaa new-model �•�o AAAož 

�z 	Þ	.�Õ�Ñ���k�Z�Ä�o�� AAAož 

�Ì  ���" exec 
b
’�é�q�D	l�¹�B�q�D�Ý
6�Ž�}ož 

�z �…	��x�X aaa accounting exec �F	å exec 
“
Ã	��•�c	•�º�C�•�c�ü
g�¿�~ož 

�z �ò�ç
}�� exec 	��ï�F	å
“
Ã�•�c�g���,�F	å default �•�c�ç
n�h�k�é�·�À�F	å�4�x�Xož 

�z Exec 	��ï�g�O�ò�V	��ï�k�U�Y�*�� Console �M�ê	ñ Telnet ���N
—�Õ�k�?�����N	f��%²�� EXEC 	��ï�k�ò Telnet 	��ïo•

SSH 	��ï�h	��ó
•	´�ð���Â�z�Ó�’	�
˜�|	´�ðož 

�z 	Þ	.�Õ�Ñ���k�Z�Ä�F	å
“
Ã�•�což 

�Ì  ���" command 
b
’�é�q�D	l�¹�B�q�D�Ý
6�Ž�}ož 

�z �…	��x�X aaa accounting commands �F	å command 
“
Ã	��•�c	•�º�C�•�c�ü
g�¿�~ož 

�z �ò�ç
}�� command 
“
Ã�F	å
“
Ã�•�c�g���,�F	å default �•�c�ç
n�h�k�é�·�À�F	å�4�x�Xož 

�z 	Þ	.�Õ�Ñ���k�Z�Ä�F	å
“
Ã�•�což�x�X
“
Ã��
�	)�ù�N TACACS+�#
‘�u�4ož 

�Ì  �§�¤��	“	O	Ž
·���€�Ð exec 
b
’�q�Dož 

�z �…	��x�X accounting exec (line �%�”��)�F	å�¨�Ô��	Ä	€	¿
è���•	� exec 
“
Ã�•�což 

�z �ò�ç
}�¨�Ô��	¿
è���•	��6��	� exec 
“
Ã�•�c�ç
n�k�é�·�À�F	å�4�x�Xož 

�z �ò�ç�•	�	��© default �•�c�ç
n�k�é�U�	�·�F	å�4�x�Xož 

�z 	Þ	.�Õ�Ñ���k�ñ�Ä	Ä	€	¿
è�¼	û default �•�c�ç
nož 

�Ì  �§�¤��	“	O	Ž
·���€�Ð command 
b
’�q�Dož 

�z �…	��x�X accounting commands (line �%�”��)�F	å�¨�Ô��	Ä	€	¿
è���•	� command 
“
Ã�•�což 

�z �ò�ç
}�¨�Ô��	¿
è���•	��6��	� command 
“
Ã�•�c�ç
n�k�é�·�À�F	å�4�x�Xož 

�z �ò�ç�•	�	��© default �•�c�ç
n�k�é�U�	�·�F	å�4�x�Xož 

�z 	Þ	.�Õ�Ñ���k�ñ�Ä	Ä	€	¿
è�¼	û default �•�c�ç
nož 
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�F	å�6�' AAA 

�Ì  �•�n
b
’�Ÿ�p��	×ož 

�z �U�#�F	åož 

�z 
¥��
��Ä�	�9�U�ä
“
Ã�Õ	G�Å�k�•
‘�F	åož 

�z 	Þ	.�Õ�Ñ���k
“
Ã�¾�•��
��¼�{ož 

�Ì  
f	´
b
’�Ÿ�p�•�N�N�kož 

�z �U�#�F	åož 

�z �”�³�Ä�¢	G
}�L�k�k�é�	�•
‘�F	åož 

�ó�¯�q�D 

�…	� show running-config �x�X�ò	0�F	å�©�k�ÿ�|ož 

�ü�»�w�W 

�Ì  �•�n AAA ož 

o¬�x�X���”o­ aaa new-model 

o¬�@�ƒ
ª�¢o­ �— 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ 
¥�x�X�© AAA 	��…
��x�X�k�ò�ç�Ó
}�…	� AAA �
�¶�Æ���k�<�·�À�…	� aaa new-model �…
� AAA �
�¶�Æ��ož

�ò�ç�Z�Ä�o	� AAA�k�é�ñ�Ä AAA �x�X�1�©�	�U�F	å	�ož 

�Ì  ���" exec 
b
’�é�q�D	l�¹�B�q�D�Ý
6�Ž�}ož 

o¬�x�X���”o­ aaa accounting exec { default | list-name } start-stop method1 [ method2...] 

o¬�@�ƒ
ª�¢o­ default�u�…	�
¥�@�ƒ�k�é�e�µ���#	��•�c�ç
n�•�� exec 
“
Ã	��ó
•�•�což 

list-name�u���#%²�� exec 
“
Ã	��•�c�ç
n�k�U�Y�©�`�~��	…��ož 

method�u�·�À�©��noneo•group���ñ�ç�¼�p���$%²�k%²���•�c�ç
n�Â�Ú�Ä 4 ���•�což  

none �u�	��
g exec 
“
Ãož 

group �u�…	��Æ���˜	Á��
g exec 
“
Ã�k	)�ù�u�4 RADIUS �y TACACS+�Æ���˜	Áož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ RGOS �Q�Ä�¨	��ï�*���4	��£
•
š�e�k�õ�k�o	� Exec 
“
Ã��
��k�ò�ç	��ï	��£�ž�Ì��
g
•
š�ê
•
š�J	�	��•

�c�� none�k�é�	�k��
g Exec 
“
Ãož 

�o	�
“
Ã��
��e�k�¨	��ï	��£�ñ NAS 	� CLI 		�µ�ž�˜�k�G��
“
Ã�•�÷�gStart �h�’�Î	Ë�
�¶�Æ���˜�k�¨	��ï��

�ß	��£	��ž�˜�k�G��
“
Ã	È�Ø�gStop�h�’�Î	Ë�
�¶�Æ���˜ož�ò�ç%²��	��ï�¨	��£�ž�Z�Ä�G�ß Start �’�Î�k�¨��

�ß	��£�ž�-�	�k�G�ß Stop �’�Îož  

�F	å�4 Exec 
“
Ã�•�c�e�k�·�À�1�¿�•	��¨�¬
}��
g�x�X
“
Ã	�	Ä	€	¿
è���k�k�é�1�	�ÿ�|ož 

�Ì  ���" command 
b
’�é�q�D	l�¹�B�q�D�Ý
6�Ž�}ož 

o¬�x�X���”o­ aaa accounting commands level  { default | list-name } start-stop method1 [ method2...] 
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�F	å�6�' AAA 

o¬�@�ƒ
ª�¢o­ level�u
}��
g
“
Ã	��x�X	´�ð�k
8�  0~15�k�Ð���„��	´�ð	��x�X�ü
g�ž�k�¬
}
“�£�’�Îož 

default�u�…	�
¥�@�ƒ�k�é�e�µ���#	��•�c�ç
n�•�� command 
“
Ã	��ó
•�•�což 

list-name�u���#%²�� command 
“
Ã	��•�c�ç
n�k�U�Y�©�`�~��	…��ož 

method�u�·�À�©��noneo•group���ñ�ç�¼�p���$%²�k%²���•�c�ç
n�Â�Ú�Ä 4 ���•�což  

none �u�	��
g command 
“
Ãož 

group �u�…	��Æ���˜	Á��
g command 
“
Ã�k	)�ù�u�4 TACACS+�Æ���˜	Áož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ RGOS �Q�Ä�¨	��ï�*���4	��£
•
š�e�k�õ�k�o	��x�X
“
Ã��
��k�ò�ç	��ï	��£�ž�Ì��
g
•
š�ê
•
š�J	�	��•

�c�� none�k�é�	�k��
g�x�X
“
Ãož�o	�
“
Ã��
��e�k�¨	��ï�?�)�ü
g�6��	´�ð	��x�X�e�k�1�ñ�ü
g	��x�X�’

�Î�k�G��	Ë�
�¶�Æ���˜ož 

�F	å�4�x�X
“
Ã�•�c�e�k�·�À�1�¿�•	��¨�¬
}��
g�x�X
“
Ã	�	Ä	€	¿
è���k�k�é�1�	�ÿ�|ož 

�Ì  �•�n
b
’�Ÿ�p��	×ož 

o¬�x�X���”o­ aaa accounting update 

o¬�@�ƒ
ª�¢o­ �— 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �ò�ç�Z�Ä�o	� AAA �
�¶�Æ���k�é�	
��…	�
“
Ã�¾�•ož�ò�ç�]	Æ�o	� AAA �
�¶�Æ���k�é
¥�x�X	�
—	å
“
Ã�¾�•

��
�ož 

�Ì   

o¬�x�X���”o­
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NAS �5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����X�V�H�U�Q�D�P�H���X�V�H�U���S�D�V�V�Z�R�U�G�����S�D�V�V��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���Q�H�Z���P�R�G�H�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����U�D�G�L�X�V���V�H�U�Y�H�U���N�H�\�����W�H�V�W��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���O�L�V�W�����J�U�R�X�S���O�R�F�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�F�F�R�X�Q�W�L�Q�J���H�[�H�F���O�L�V�W�����V�W�D�U�W���V�W�R�S���J�U�R�X�S���U�D�G�L�X�V��

�5�X�L�M�L�H���F�R�Q�I�L�J�����O�L�Q�H���Y�W�\����������

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�����O�R�J�L�Q���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�L�V�W����

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�������D�F�F�R�X�Q�W�L�Q�J�����H�[�H�F���O�L�V�W����

�5�X�L�M�L�H���F�R�Q�I�L�J���O�L�Q�H�����H�[�L�W��

  

o¬���à�•�co­ �¨ NAS 
—�Õ���k�*�� show runo•show aaa method-list �x�X�ò	0�F	å�|�çož 

NAS �5�X�L�M�L�H���V�K�R�Z���D�D�D���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���O�L�V�W�����J�U�R�X�S���O�R�F�D�O��

��

�$�F�F�R�X�Q�W�L�Q�J���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�F�F�R�X�Q�W�L�Q�J���H�[�H�F���O�L�V�W�����V�W�D�U�W���V�W�R�S���J�U�R�X�S���U�D�G�L�X�V��

�$�X�W�K�R�U�L�]�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

 �5�X�L�M�L�H�����V�K�R�Z���U�X�Q�Q�L�Q�J���F�R�Q�I�L�J��

�D�D�D���Q�H�Z���P�R�G�H�O��

����

�D�D�D���D�F�F�R�X�Q�W�L�Q�J���H�[�H�F���O�L�V�W�����V�W�D�U�W���V�W�R�S���J�U�R�X�S���U�D�G�L�X�V��

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���O�L�V�W�����J�U�R�X�S���O�R�F�D�O��

����

�X�V�H�U�Q�D�P�H���X�V�H�U���S�D�V�V�Z�R�U�G�����S�D�V�V����

����

�U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�U�D�G�L�X�V���V�H�U�Y�H�U���N�H�\�������������E��������������

����

�O�L�Q�H���F�R�Q������

�O�L�Q�H���Y�W�\����������

���D�F�F�R�X�Q�W�L�Q�J�����H�[�H�F���O�L�V�W����

���O�R�J�L�Q���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�L�V�W����

����

�(�Q�G��

��

�Ì  ��	´ command 
b
’ož�� Login �Ð�Ð
f	´�w�W
b
’�g�€�Ð default 
b
’�q�Dož�¾�� Login 
\
i���Ð�¯�©
\
i�g�„�Ð tacacs+

�§���—
b
’ož  
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�F	å�6�' AAA 

o¬	à	Ì�ê�Ëo­ 

�£ 1-9 

 
  

o¬�F	å�•�co­ 	†%²�5�y�•�o AAAož 

	†�8�5�y�ò�ç	��ï�…	���	i�Æ���˜
“
Ã�k�é�¬
}�¯�F	å RADIUS �ê TACACS+�Æ���˜ož 

	†���5�y�ÿ�G�	�c�N�µ�•�”�y�Æ��	•�º�k�F	å AAA 
“
Ã�•�c�ç
nož 

	†�š�5�y�1�•�c�•	��9�î���Ô��	��N�M�ê	¿
èož�ò�ç�…	�	��© default 
•
š�•�c�k�é�U�Y�	�·�F	å
¥�5�âož 

NAS �5�X�L�M�L�H���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����X�V�H�U�Q�D�P�H���X�V�H�U�����S�D�V�V�Z�R�U�G���S�D�V�V����

�5�X�L�M�L�H���F�R�Q�I�L�J�����X�V�H�U�Q�D�P�H���X�V�H�U�����S�U�L�Y�L�O�H�J�H��������

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���Q�H�Z���P�R�G�H�O����

�5�X�L�M�L�H���F�R�Q�I�L�J�����W�D�F�D�F�V���V�H�U�Y�H�U���K�R�V�W��������������������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����W�D�F�D�F�V���V�H�U�Y�H�U���N�H�\���D�D�D��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���G�H�I�D�X�O�W���O�R�F�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�����D�D�D���D�F�F�R�X�Q�W�L�Q�J���F�R�P�P�D�Q�G�V���������G�H�I�D�X�O�W���V�W�D�U�W���V�W�R�S���J�U�R�X�S���W�D�F�D�F�V����

  

o¬���à�•�co­ �¨ NAS 
—�Õ���k�*�� show �x�X�ò	0�F	å�|�çož 

NAS �5�X�L�M�L�H���V�K�R�Z���D�D�D���P�H�W�K�R�G���O�L�V�W����

��

�$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���G�H�I�D�X�O�W���O�R�F�D�O��

��

�$�F�F�R�X�Q�W�L�Q�J���P�H�W�K�R�G���O�L�V�W����

�D�D�D���D�F�F�R�X�Q�W�L�Q�J���F�R�P�P�D�Q�G�V���������G�H�I�D�X�O�W���V�W�D�U�W���V�W�R�S���J�U�R�X�S���W�D�F�D�F�V����

�$�X�W�K�R�U�L�]�D�W�L�R�Q���P�H�W�K�R�G���O�L�V�W����

��

 �5�X�L�M�L�H���V�K�R�Z���U�X�Q��

����

�D�D�D���Q�H�Z���P�R�G�H�O��

����

�D�D�D���D�X�W�K�R�U�L�]�D�W�L�R�Q���F�R�Q�I�L�J���F�R�P�P�D�Q�G�V��

�D�D�D���D�F�F�R�X�Q�W�L�Q�J���F�R�P�P�D�Q�G�V���������G�H�I�D�X�O�W���V�W�D�U�W���V�W�R�S���J�U�R�X�S���W�D�F�D�F�V����

�D�D�D���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���O�R�J�L�Q���G�H�I�D�X�O�W���O�R�F�D�O��

����

����

�Q�I�S�S��

����

�Y�O�D�Q������

����
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�X�V�H�U�Q�D�P�H���X�V�H�U�����S�D�V�V�Z�R�U�G�������S�D�V�V����

�X�V�H�U�Q�D�P�H���X�V�H�U�����S�U�L�Y�L�O�H�J�H��������

�Q�R���V�H�U�Y�L�F�H���S�D�V�V�Z�R�U�G���H�Q�F�U�\�S�W�L�R�Q��

����

�W�D�F�D�F�V���V�H�U�Y�H�U���K�R�V�W��������������������������������

�W�D�F�D�F�V���V�H�U�Y�H�U���N�H�\���D�D�D��

����

�O�L�Q�H���F�R�Q������

�O�L�Q�H���Y�W�\����������

����

����

�H�Q�G��

�n
N��	´�9
w 

�— 

1.4.4 ��	´ AAA �§���—	• 

��	´�]�È 

�z �ë�•
����#�Æ���˜	Á�k�?���Æ���˜	Á�U�•��%²�V�ê�Ú�V�Æ���˜ož  

�z �F	å
•
šo•�I�Óo•
“
Ã�•�c�ç
n�ž�k�–	��Æ���˜	Á	�	Á�d�•��
•
šo•�I�Óo•
“
Ã�•�c�k�é
n	P�¨��
g
•
šo•�I�Óo•
“
Ã


¬�L�ž�…	�
¥�Æ���˜	Á��	��Æ���˜ož  

�z �…	�
����#�Æ���˜	Á�U�Y���ë
•
šo•�I�Óo•
“
Ã	,�ã	Yož  

�I�¿�6�• 

�¨
����#�Æ���˜	Á���k�Q
��6���w�•	��ó
•�Æ���˜	Á��	��Æ���˜ož  

��	´�q�D 

�Ì  �ê�Ž AAA 	ç���"�§���—	•ož 

�z �·�#�F	å 

�z �¨�ë�•
����#�Æ��	Á�d	��ž�˜�k	Á�d�@�U
��Ä�¢	G	��m�#ož�	�U�Y�…	��Ä���#	��¼�p��”radius” �y�� tacacs+��ož 

�Ì  �n�� AAA �§���—	•�É�sož 

�z �·�#�F	å 
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�F	å�6�' AAA 

�z �…	� sever �x�X�•�� AAA �Æ���˜	Á	��è�tož 

�z 	Þ	.�Õ�Ñ���k
����#	Á���Z�Ä�•���Æ���˜ož 

�ó�¯�q�D 

�…	��x�X show aaa group �ò	0�F	å	��Æ���˜	Á�’�Îož 

�ü�»�w�W 

�Ì  �ê�Ž AAA 	ç���"�§���—	•ož 

o¬�x�X���”o­ aaa group server {radius | tacacs+ } name 

o¬�@�ƒ
ª�¢o­ name�u �Æ���˜	Á	��H�d�k	)�ù�	
����¼�p����radius ���k�� tacacs+���k�œ�����© RADIUS �y TACACS+�ó
•

	��Æ���˜	Á�d	fož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ 
¥�x�X�F	å AAA �Æ���˜	Á�k 	)�ù�u�4 RADIUS �y TACACS+�Æ���˜	Áož 

�Ì  �n�� AAA �§���—	•�É�sož 

o¬�x�X���”o­ server ip-addr [auth-port port1] [ acct-port  port2] 

o¬�@�ƒ
ª�¢o­ ip-addr�u�Æ���˜ ip �ª�­ 

port1�u�Æ���˜
•
š	€�M�g�N RADIUS �Æ���˜	Á�u�4�h 

port2�u�Æ���˜
“
Ã	€�M�g�N RADIUS �Æ���˜	Á�u�4�h 

o¬�x�X�%�”o­ �Æ���˜	Á�F	å�%�” 

o¬�…	��6�-o­ �ª�6���Æ���˜���•���Æ���˜�k�	�6��	€�M�ž�…	��ó
•�›ož 

��	´���… 

 �»�•���"�h	H���'���u�0 AAA �û�`�v�¦�­�‘�����"�d  

�Ì  �ê�Ž AAA 	ç���"�§���—	•ož RADIUS �§���—	• g1o•g2�g�¾�� g1 	•�é�§���—�é IP �� 10.1.1.1 �x 10.1.1.2�gg2 	•�é�§��

�—�é IP �� 10.1.1.3 �x 10.1.1.4ož 
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 �5�X�L�M�L�H���V�K�R�Z���U�X�Q��

����

�U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�U�D�G�L�X�V���V�H�U�Y�H�U���K�R�V�W��������������������

�U�D�G�L�X�V���V�H�U�Y�H�U���N�H�\���V�H�F�U�H�W��

����

�D�D�D���J�U�R�X�S���V�H�U�Y�H�U���U�D�G�L�X�V���J����

���V�H�U�Y�H�U��������������������

���V�H�U�Y�H�U��������������������

����

�D�D�D���J�U�R�X�S���V�H�U�Y�H�U���U�D�G�L�X�V���J����

���V�H�U�Y�H�U��������������������

���V�H�U�Y�H�U��������������������

����

����

�n
N��	´�9
w 

�z �+�9�…	��³�ó
•
•
šo•
“
Ã	€�M	� radius �Æ���˜�k�¨�…	��x�X server �•���Æ���˜�ž
}�c�ž�6��
•
š	€�M�ê
“
Ã	€�Mož 

1.5 �ñ
Q�		¢�õ  

�o�c�^	l�‘54 

 �}�•�•�n�û�¶�Q�/���û clear 
a	—���¶
Ÿ�Ù���7�‘�ð�o�I�ž�—�ý�!�œ�`�/�n�d  

�•	� �x�X 

�Ž�”
t�g��	�	��ï�ç
nož clear aaa local user lockout {all  | user-name  username } 

�Ó	�
Ü
65Š�Ð 

�•	� �x�X 

�ª	P
“
Ã�¾�•	,�¼	��’�Îož show aaa accounting update
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�F	å�6�' PASSWORD-POLICY 

�U�Y�F	å�?��	��ï�M�X�7�W
“�£	��Â�Ý�Ú�ƒ�k�¢�M�X�7�W
“�£	��Ú�ƒ
Ý���F	å	��Â�Ý�Ú�ƒ�ž�k�•	��M�X�7�W
“�£�1
~	$
¥	��ï

�Â	ï	�%²�Ú�M�X�7�W
“�£o›
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�F	å�6�' PASSWORD-POLICY 

�Ì  �a�ñ���Õ�„�Ð�£
Ý�Ø�
�\��	´
Ú�é�L�W 

�z �U�#�F	åož 

�z 
3�—�Ô�:
}�L�k�•�¨�?�V�¬
}�’�ò�M�Ö�…	��Â���Ù�)�]�F	å��	��M�X	�
—�Õ���µ�F	åož 

�Ì  �Ù�•�Ÿ�L�W�ó�Z��	× 

�z �U�#�F	åož 

�z 
3�—�Ô�:
}�L�k�•�¨�?�V�¬
}��
g� �M�X���y	�
—�Õ���µ�F	åož 

�Ì  
f	´�L�W���$���¤ 

�z �U�#�F	åož 

�z 
3�—�Ô�:
}�L�k�•�¨�?�V�¬
}
—	å�M�X���%���¥	�
—�Õ���µ�F	åož 

�ó�¯�q�D 
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�M�X�Y�ù
t�…	����k	©	Ï�1	Ë�ß�j
¨�U	P�k�M�X�¾�w�â
Âož 

�U�Y�F	å	��ï�M�X�7�W
“�£	��Â�Ý�Ú�ƒ�k�¢�M�X�7�W
“�£	��Ú�ƒ
Ý���F	å	��Â�Ý�7�W
“�£�Ú�ƒ�ž�k�•	��M�X�7

�W
“�£�1
~	$
¥	��ï�Â	ï	�%²�Ú�M�X�7�W
“�£ož 

�Ì  �Ù�•�Ÿ�L�W�ó�Z��	× 

o¬�x�X���”o­ password policy strong  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �•�o�4�4��
��e�k
��Ü�¨�•�•	��ï�ž�+�		…�`�M�X� �†	Œ	�	��ò���M�X�F	å�U	P�s
Š�y 

1o•�

Ã�Z�c�d	��M�X�z 

2o•�Q���m��	…�ê�ƒ��	�	•�%�M�Xož 

�Ì  
f	´�L�W���$���¤ 

o¬�x�X���”o­ service password-encryption  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �Z�Ä
—	å�M�X���%���¥�ù�k	��ï�F	å��	i�k�…	�	��_	_�M�X�®�Y�¢�†�ª	P�y���¥�k�”�³�©	+�N�…	��%�†��
g�F

	åož�ß�9�
�¶	ð
Y�k�U�Y�ø�•�M�X���%���¥��
��k�ø�•�4��
��e�k��
g show running-config �ê write �‘��

�ž�k	��ï
—	å	��_	_�M�X�1�J�è�%�†�z�ò�ç�Ç�)�¼�{�M�X���%���¥��
��k�]	Æ�J���%�†	��M�X�	�k�Ê�Ö���¢�†ož

�Ì  �Ó	��Ð�Ð
f	´�é�L�W���µ	[�Û�‘54 

o¬�x�X���”o­ show password policy  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �Ô�Ó�%�”o•�¶�B�%�”o•�N�M�%�” 

o¬�…	��6�-o­ �ò	0
—�Õ��
—	å	��M�X�
�¶	Œ	��’�Îož 

��	´���… 



 

2-5 

�F	å�6�' PASSWORD-POLICY 

�  �F	å�M�X�M�Ö�…	��7�W
“�£�Ú�ƒ�y3 ož 

�  �•�o� �M�X���y��
�ož 

�5�X�L�M�L�H�����F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�5�X�L�M�L�H���F�R�Q�I�L�J�������S�D�V�V�Z�R�U�G���S�R�O�L�F�\���P�L�Q���V�L�]�H������

�5�X�L�M�L�H���F�R�Q�I�L�J�������S�D�V�V�Z�R�U�G���S�R�O�L�F�\���O�L�I�H���F�\�F�O�H��������

�5�X�L�M�L�H���F�R�Q�I�L�J�������V�H�U�Y�L�F�H���S�D�V�V�Z�R�U�G���H�Q�F�U�\�S�W�L�R�Q��

�5�X�L�M�L�H���F�R�Q�I�L�J�������S�D�V�V�Z�R�U�G���S�R�O�L�F�\���Q�R���U�H�S�H�D�W���W�L�P�H�V������

�5�X�L�M�L�H���F�R�Q�I�L�J�������S�D�V�V�Z�R�U�G���S�R�O�L�F�\���V�W�U�R�Q�J��

  

	��ï
—	å�4	,�¼�M�X�
�¶	Œ	�	,�¼	��F	å�e�k�¨�•�Í	��ï�y�M�X	��ž�˜�k�1�k�‰�G�M�X�
�¶	Œ	���
g	,�¼	���

�yož 

�  �*�� show password policy �k�ò	0	��ï
—	å	��M�X�
�¶	Œ	��’�Îož 

o¬���à�•�co­ 

�5�X�L�M�L�H�����V�K�R�Z���S�D�V�V�Z�R�U�G���S�R�O�L�F�\��

�*�O�R�E�D�O���S�D�V�V�Z�R�U�G���S�R�O�L�F�\���F�R�Q�I�L�J�X�U�D�W�L�R�Q�V����

���3�D�V�V�Z�R�U�G���H�Q�F�U�\�S�W�L�R�Q�������������������������������������(�Q�D�E�O�H�G��

���3�D�V�V�Z�R�U�G���V�W�U�R�Q�J���F�K�H�F�N���������������������������������(�Q�D�E�O�H�G��

���3�D�V�V�Z�R�U�G���P�L�Q���V�L�]�H�����������������������������������������(�Q�D�E�O�H�G���������F�K�D�U�D�F�W�H�U�V����

���3�D�V�V�Z�R�U�G���O�L�I�H���F�\�F�O�H�������������������������������������(�Q�D�E�O�H�G�����������G�D�\�V����

���3�D�V�V�Z�R�U�G���Q�R���U�H�S�H�D�W���W�L�P�H�V���������������������������(�Q�D�E�O�H�G�����P�D�[���K�L�V�W�R�U�\���U�H�F�R�U�G����������

�n
N�9
w 

�z 
—	å�M�X���Ê�ù�•�÷�U�I	��ž�•�Ý�9�M�X�ÿ���u�Êož 

2.4 �ñ
Q�		¢�õ  

�Ó	�
Ü
65Š�Ð 

�•	� �x�X 

�ò	0	��ï
—	å	��M�X�
�¶	Œ	��’�Î show password policy  



 

3-1 

�F	å�6�' CPP 

3 CPP 

3.1 ��
é 

CPP�gCPU Protect Policy �k CPU �‘��	Œ	��h�U�ˆ�4�A�E�Ñ CPU �‘��	�	Œ	�ož 

�¨	à	Ì�ê�Ë���k�Ä�_	_�x�à���†�¨	à	Ì���n�n�k�¿�k�-
��A�E�Ñ	� CPU �ï	��ä���ä�k�§�€�#
‘�

g�k�þ
��—�c�3�o	’�ò�A�E

�Ñož�S�+��	_�Õ�Ñ�k�·�À�+�A�E�Ñ	� CPU ��
g�‘���k�/�+���ª�A�E�Ñ	� CPU �Ô�ò	��_	_���†��
g�v�O�O�ò�y�i�¯	´�Ô�ò�k�‘

�ž�¿�3�o�Ô�ò
���ož 

CPP ��
�
��Ü�Ä�|	���4¤	à	Ì��	��Ð�Þ�x�à�k���3�o	��#
‘���†�U�ˆ�t�Ô	��

g�ê�Ëož 

CPP 	Þ	.�Õ�Ñ���]�•�o�k�t�š�A�E�Ñ	��…���

g��	i�k�C�¨�G�<	5�¿�‘���•	�ož 

3.2 ��	×
u
U  

�Á�¯���½ 

�Ì  QOS�gDiffServ 

QoS�gQuality of Service �h�Æ��
Å�O�k�©	à	Ì	�%²	_�
�¶�Ñ�ò�k �©	��Û
†�Ð	à	Ì�•���y�Š�É	ˆ�|�Ê	�%²	_�	�Ðož 

DiffServ �6�[�ã�Æ���%�º�k�© QOS ���ë�%�º	�%²	_�Á�º�k�*���+�����v��
g�æ�ã�k�Y�U�ˆ�[�‘�Å	��Æ��ož 

�Ì  Bandwidth �g Rate 

�k�!�6�Â�Ý�U��
ú	��ƒ�G�ä�k�¨�Î�†����
}	��9�6�’�,�‚�›�k
Ý���’�,�‚�›	����†�1�k
t���’ož 

�,�ä�6���Ž	��ƒ�G�ä�k�¢�,�ä
Ý���k�!�ž�k
Ý���B�ã�1
t���’ož�,�ä�Q
��4�9	ˆ�9�k�!ož 

�Î�†��	��k�!�y�,�ä	��%�y�C�� pps�g packets per second�k�?	a���†�ƒ�hož 

�Ì  L2�gL3 �gL4 

�6���†�7�Á TCP/IP �%�º�æ�ã	��C�)	È�ãož 

L2 �6�8�C�ã�B�k�/�Y�ß	à�/
x�B�ã�zL3 �6���C�ã�B�k�/ IP �/
x�B�ã�zL4 �6�š�C�ã�B�k%²
"�6 TCP/UDP 	��ã�B�/
x�B�ãož 

�Ì  �h�®	ƒ�S�æ�gSP 

���†�¨�A�E�Ñ�Ä�B�k
t	Ù���k
ÿ�ß�•�g�/�¨�„�ç����
g	Ù���k�i�¯	´�„�ç�©�
 SP �+�•	��k�_���„�ç�w�³�+	ˆ�k	ò�©�����æ�ã
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�A�E�Ñ�1���†�� CPU �ù�k�k��
g	Ù���k���†���' CPU 	���	i�k���Ž��	•�w�9���†
ÿ�ß	���	i�kCPU 	€�M�©%²��
Z�'	€�M�k
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Queue�g�„�ç�h���è�4�+���†	��8	´�æ�ã�k�U�Y�Ú	_�	�c	����†	•�º�#�+�c%²���„�ç�z�c�ž�k�„�ç���è�4���†�¨�A�E�Ñ�Ä�B	�

	Ù���k���N���Û	� Sheduler �y Shaper �U�ˆ�Æ��ož 

CPP �+�•	��„�ç�©�����i�¯	´�gSP�h�„�ç�k�*�����†	��µ�„�ç�k	G�����†	������i�¯	´�k�„�ç�Z�Ý	��i�¯	´�äož 

3.2.3 Scheduler 

�V�€�<�Â 

Scheduler�g
²�†�˜�h�ÿ�G�i�¯	´�„�ç�k�+���†��
g�����i�¯	´�gSP�h
²�†�k�/�Q
}�¾�ä�i�¯	´�„�ç���¨���†�k�����i�¯
²�†

�¾�ä�i�¯	´�„�ç��	����†ož 

�¨
²�†�ù�k�� CPU 	����†	Ù���¨�„�ç���k�¢
t
²�†�ž�k���†
t���ª CPU �Ô�òož 

 �8�g��	Û�â�¶�W���������[�X�L�
�•�‰�8�g�d  

�ü�»��	´ 

- 

3.2.4 Shaper 

�V�€�<�Â 

Shaper�g�…�¥�˜�h���è�+���ª CPU 	����†��
g�…�¥�k�/�¢���Ž�,�ä�Ý�9�…�¥�‚�›�ž�k���†	Ð	Ò	Ù���¨�„�ç���k�	��
g
²�†�k

�œ�4�k�¨���†�,�ä�f���Õ�Ñ���k�*�� Shaper�k�U�Y�…�±���ª CPU 	����†�,�ä�©�u�•	�(�,�ä�4�9	ˆ�9�…�¥�‚�›)ož 

�¨�Ä Shaper 	��Õ�Ñ���k�ä�i�¯	´�„�ç	����†�	%²��
²�†���è�õ
²�†�z�i�¯	´�„�ç�k�î���i�¯	´�„�ç���†�,�ä
3
Ý���…�¥�‚�›�k

�1�k�¶�ž� �2
²�†ož�œ�4�k�*�� Shaper�k�U�Y�9�²�z�i�¯	´�„�ç	����†
ti]�8(%²	+
²�†�ä�i�¯	´�„�ç���†�k�z�i�¯	´�„�ç��

�†�±�	�ñ
²�†)ož  

	��9 Shaper �*���’�ò
²�†���†	��,�ä�k���Ž���-�U�ˆ�4�’�,	���
�ož�S�+�i�¯	´�„�ç�y�ñ�Ä�� CPU 	����† (CPU 	€�M)�kShaper

�U�ˆ�4��	´�’�,ož�y Meter ��
�%²
Ü�k�¥�è��	´�’�,�k�� CPU �U�ˆ��	´�…��ož 

�£ 3-2  CPP 	���	´�’�, 
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3.3 �C�|
y�ƒ  

 

S1920 	©�ç�D�}�kCPP �+�•	��„�ç�©���Ó�²�ê(WRR) 
²�†	‘�c�k�ä�i�¯	´�„�ç	����†�À�Ä�¾�ä	��Ó�M�k�c�ž�…�2�z

�i�¯	´�„�ç���†%²	+�±�	�ñ
²�†ož 

 

 S1920 	©�ç�D�}�D�}�� Shaper 	��F	å�ß�4�Ä
—�k�	�u�4�“�wož 

 

 S1920 	©�ç�D�}�	�u�4 CPP 	��`�~�F	åož 

 

 S1920 	©�ç�D�}�k�	�u�4�%�Þ�ò	0�î��	€�M�g���, CPU 	€�M�ho•���†	•�º�C�i�¯	´�„�ç	��F	å�
�ò	0ož 

S1920 	©�ç�D�}�D�} CPU Protect 	��ó
•�›�y 

���†	•�º �k�!(pps) ���†�i�¯	´ �u�4�Õ�Ñ 

arp 130 1 yes 

l2-packet 180 6 yes 

local 200 3 yes 
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�_�i�¯	´�„�ç	��ó
•�k�!�›�y 

�„�ç �ó
•�k�!�› 

0 200 

1 200 

2 200 

3 200 

4 200 

5 200 

6 200 

7 200 

CPU �M�ó
•�k�!�›�y200 
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1 RLDP 

1.1 ��
é 

RLDP�gRapid Link Detection Protocol �k �½�,�e
è���y�#
‘�h�©%²	_�Y�ß	à�e
è�{�ž���y�#
‘�k	��9�½�,���y�%�g�e
è�{�žo•

�E�g�e
è�{�ž�Y�C��	û�ê
è�{�žož�ò�ç�G�ë�{�ž���¨�k RLDP �k�ÿ�G	��ï�F	å	��{�ž�Ô�ò�•�”
����¼�{�ê�*	=	��ï�ô�W�¼�{	,

�¼	€�M�k�Y�9�²�v�O	��j
¨
ô�G�ê	ñ�…�2�Y�ß	à�8�C�ê
èož 

�"
`
P
� 

�z �— 

1.2 �À�¹�€�Ð  

�Á�º�•	� �«�°�T�� 

�%�g�e
è���y  ���y�e
è�%�g�{�ž 

�E�g�e
è���y  ���y�e
è�E�g�{�ž 

��	û�ê
è���y  ���y�e
è�ê
è�{�ž 

1.2.1 �$�f�4
·�ó�Z 

�€�Ð�ª�‘ 

�ò���£�ñ	P�k
—�Õ A �

—�Õ B �$�•�*���°	²	,���k�£��	����Ú	¿�ã�ð
n	P�°	²	� Tx
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��	×��	µ 

�z �¶�B�F	å RLDP �…
�ož 

�z �N�M���F	å RLDP 	��%�g�e
è���y��
��w�6���%�g�{�ž�G�ÿ�ž	��Ô�ò�•�”ož 

1.2.2 �D�f�4
·�ó�Z 

�€�Ð�ª�‘ 

�ò���£�ñ	P�k
—�Õ A �

—�Õ B �$�•�*���°	²	,���k�£��	����Ú	¿�ã�ð
n	P�°	²	� Tx 	¿�
 Rx 	¿�k A �
 B �ã�ð�…
� RLDP 	��E

�g�e
è���y��
�ož�ò�ç	€�M A 	� Tx �
	€�M B 	� Rx �Y�C	€�M A 	� Rx �
	€�M B 	� Tx �c�ž�ß�ë�{�ž�k�;�"�#
‘�U�Y���y�ß�E�g

�{�ž�w�Ÿ�ß	,�•	��Ô�òož�{�ž�ò�ç
t�Ê�Ö�k	’�ò�t�U�Y�ô�W�¨ A �y B ���Ê�Ö�#
‘�Ù�Á�w�M�•�•�÷���yož 

�£ 1-2 

o¬�h�Ko­ A o•B ���8�C�ê	ñ���C�A�E�Ñož 

A ��	� Port A 	� TX �
 B ��	� Port B 	� RX ���Nož 

A ��	� Port A 	� RX �
 B ��	� Port A 	� TX ���Nož 

��	×��	µ 

�z �¶�B�F	å RLDP �…
�ož 

�z �N�M���F	å RLDP 	��E�g�e
è���y��
��w�6���E�g�{�ž�G�ÿ�ž	��Ô�ò�•�”ož 

1.2.3 ��	Ê�º
·�4
·�ó�Z 

�€�Ð�ª�‘ 

�ò���£�ñ	P�k
—�Õ Ao•
—�ÕB �Y�C
—�Õ C �$�•���è	à	Ì�ê
è�kA �…
� RLDP 	���	û�ê
è���y��
��k�#
‘�4�ž�U�Y���y�ß�ê
è

�{�ž�w�Ÿ�€�•	�ož 

�£ 1-3 
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o¬�h�Ko­ A o•Bo•C ���8�C�ê	ñ���C�A�E�Ñož 

Ao•Bo•C �*���A�E�M�����;��ož 

��	×��	µ 

�z A ���¶�B�F	å RLDP �…
�ož  

�z A �
 B 	����N	€�Mo•A �
 C 	����N	€�M�ã�ð�F	å RLDP ��	û�ê
è���y��
��w�6���ê
è�{�ž�G�ÿ�ž	��Ô�ò�•�”ož 

1.3 ��	×
u
U  

%²
"	��Y�ß	à�e
è���y�Ñ�ò�C�Q�©�ï	��Ò�ò���N	��Ù�Á�k�*���Ò�ò�C	�
����#�Œ�Û���y�e
è	����*�Åož�x�©��	_���y�Ñ�ò���¨

%²��	��B�’�Å�k�Ä�?�Õ�Ñ���Ò�ò�C
]�À�Ô�9���*�Ù�Á�w
��3�o�W�•�k�x�©���Ž�+�•	��8�C�e
è�0�©�—�c�*�’�ê	ñ���¨�‘�oož

RLDP �#
‘�*���
�>�D
—�Õ�A�;�M�y���†o•�M�y�€�•���†�ê	ñ�ê
è���†�Û
œ�ð�>�D
—�Õ�w���y�e
è�©�k���¨�{�žož  

�Á�¯���½ 

�Ì  �4
·�$�f�\�m 

�°	²�A�B���No•%²�Ú�°	²�Ì���No•%²�Ú�°	²�•
èo•�E	Î	¿��	�%²�Ú	¿
è�•
è�ê	ñ���V
—�Õ�$�•	����•
—�Õ�ß�ë�%�g�•
è	ˆ�Õ�Ñ

���k�ß�ë�e
è�%�g�{�ž�k��	_�e
è%²��
��*	ò�P%²���	
��*�k�-
��v�O
t�j
¨
ô�G�ê	ñ�ê
è�‘���#
‘�g�A�ò STP�h��
��â�|ož  

�Ì  �4
·�D�f�\�m 

���Ú�°	²�•
èo•�E	Î	¿��	����Ú	¿
è�•
è�ê	ñ���V
—�Õ�$�•	����•
—�Õ�ß�ë�E�g�•
è	ˆ�Õ�Ñ���k�ß�ë�e
è�E�g�{�ž�k��	_�e
è

�E�g�C�	�*�k�-
��v�O
t�j
¨	�
ô�Gož  

�Ì  �4
·�º
·�\�m 


—�Õ��	û
t	��ï�j
¨	��N�µ�¿�U
—�Õ�¥�è�4�ê
è�k��	_�k�¨	à	Ì���–
Ü�z�n�Î�ºož  

�Ì  RLDP �"
`�ö�g 

�#
‘���#�4��	_	•�º	����†�y�M�y���†�gProb�ho•�M�y�€�•���†�gEcho �h�Y�C�ê
è���†�gLoop�hož 
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�z Prob ���†���8�C	Á�n���†�k	��9�>�D�#�Œo•�%�g�ê	ñ�E�g�e
è���y�k���†	��ó
•�/
x���”�� SNAP 	•�º�k�ò�ç�>�D�G�ß

	����†���”�� EthernetII ���”�é�/
x�•�”
����J�¾�� EthernetII�z 

�z Echo ���†���€�• Prob ���†	��8�C�%�n���†�k	��9�%�g�ê	ñ�E�g�e
è���y�k���†	��ó
•�/
x���”�� SNAP 	•�º�k�ò�ç�>

�D�G�ß	����†���”�� EthernetII ���”�é�/
x�•�”
����J�¾�� EthernetII�z 

�z Loop ���†���8�C	Á�n���†�k	��9��	û�ê
è���y�k��	•���†�Q�k
t�G���•�ñ�N�v�k���†	��/
x���”�� SNAP �/
x�•�”ož 

�Ì  RLDP �.�Z�N�k�B�£�Ü�.�Z�
�d 

RLDP �U�Y�F	å�M�y�•�œ�
�Â�Ý�M�y�)�ƒož�M�y�•�œ�Ð���4 Prob ���†�
 Loop ���†	��G���u�Ê�k
—�Õ�¨�N�v�ñ Prob ���†�e�k

	y�/�€�• Echo ���†ož�M�y�•�œ�
�Â�Ý�M�y�)�ƒ�Ð���4�%�g�ê	ñ�E�g�e
è�M�y	��Â�Ý�M�y�ž�•�g�M�y�•�œ �˜  �Â�Ý�M�y�)�ƒ + 

1�h�k�Â�Ý�M�y�ž�•�Ä�ò�ç�—�c�3	G�N�v�ñ�>�D	� Prob ���†�ê	ñ Echo ���†�U�Y
‡�G�%�g�ê	ñ�E�g�{�ž	��Ô�òož 

�Ì  RLDP �
�C�"�‹ 

�F	å�4�%�g�ê	ñ�E�g���y��
�	�	€�M�U�Y���.�ñ�+	€
—�Õ�•���>�D�k%²��	€�M�u�4���.%²���>�D�k�>�D�U�J��ož�#�Œ��
��o	�

�e�k	€�M���#�Œ�ñ�>�D�e�õ�•�÷�%�g�ê	ñ�E�g���y�k�#�Œ��	i���ò�ç�è���N�v�ñ�>�D�G��	� Prob ���†�<
•���#�Œ�è��ož�x�©�k

�¨�]���¨�{�ž	��Õ�Ñ���õ�…
��#
‘�k�k�ß�ë�—�c�3�o���.�>�D	ò�-
����y�	
��o���k�•
‘�4�ž�¯�Ê�Ö�e
è	��j
¨�Ù�Áož 

�Ì  RLDP 	O�L�\�m�•�é�Ó�Â�q�“ 

�z warning�y�Q�ø�-	,�¼	� Syslog 
ª�¢�¢�ù	��{�ž	€�M�y�{�ž	•�ºož 

�z Shutdown SVI�y�ø�- Syslog 	��Â	E���k�ò�ç�{�ž	€�M���Ò�ò�A�E�M�ê	ñ L2 AP �è�t�M�k�;�"�k�ÿ�G	€�M�ñ�K	� Access 

VLAN �ê	ñ Native VLAN �ò
¤�ß�+�•	� SVI �w�ü
g Shutdown �q�•ož  

�z 	€�M���†�y�ø�- Syslog 	��Â	E���k
—	å�{�ž	€�M�����†�Ù�Á�k�4�ž	€�M�Ò�ò���k���µ Linkdown �Ù�Áož 

�z Block�y�ø�- Syslog 	��Â	E���k
—	å�{�ž	€�M	�
ô�G�Ù�Á�� Block�k�4�ž	€�M�	�+�v�ñ	����†��
g
ô�Gož 

�Ì  RLDP 	O�L�\�m�d�é5'�Õ�q�“ 

�z �ô�W�ü
g Reset�y�ô�W�1�ñ�Ä�{�ž	€�M�Ê�Ö�ñ�ì�÷���Ù�Á�k�4�ž�k�M�•�o���e
è���yož 

�z �ô�W�ê	ñ
����ü
g Errdisable Recovery�y�ô�W�ê	ñ���ž�g�ó
•�? 30s�k�U�F	å�h�Ê�Ö�ñ�Ä�{�ž	€�M�ñ�ì�÷���Ù�Á�w�M�•

�o���e
è���yož  

�z 
����Ê�Ö�y�%�g�ê	ñ�E�g�e
è���y	��Õ�Ñ���k�ò�ç�6��	��{�ž�Ô�ò�•�”�	�©	€�M���†�k�;�"�U�Y�‰
Ó�
�>�D�A�;	� Prob

���†
����Ê�Ö�ñ�ì�÷���Ù�Á�w�M�•�o���e
è���yož 

�Ì  RLDP 	O�L�©4Æ 

�z normal�y	€�M���F	å�o�����y�e	��Ù�Áož 

�z error�y	€�M�����y�ß�e
è�{�ž�e	��Ù�Á�k�U�Y�©�%�go•�E�g�ê	ñ�ê
è�{�ž�-
�ož  

�Ì  ��	×�¤4ì 
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 ���Ç
f�´���¡�����"�d���G���Ç�•��
p�		+�ø�»�ƒ�ƒ�Ð�‰	8�º�´�d  

rldp port 
	€�M���o�� RLDP ���y�k�6���À�}	����y	•

�º�Y�C�G�ÿ�{�ž�e	��Ô�ò�•�”ož 

 �æ�e
f�´���¶�*���"�d���G
p�	�¶�Q�/��
p�	�·�O�c
p�	�±�ô�c�¾�î���‘	ƒ�b�Ø�e�d  

rldp detect-interval 

rldp detect-max 

rldp neighbor-negotiation 

�¶�B�“�w RLDP �F	å�@�ƒ�k���,�M�y�•�œo•

�Â�Ý�M�y�)�ƒ�Y�C�>�D�#�Œ�k�U�ÿ�|�ñ�ñ�Ä	€

�M��	� RLDP ���yož 

 
‹�ã
f�´���¶�*���"�d  

rldp reset 
�Ô�Ó���Ê�Ö�{�ž	€�M	��Ù�Á�k�U�ÿ�|�ñ�ñ�Ä	€

�M��	� RLDP ���yož 

1.4.1 ��	´RLDP �Á�¯��	× 

��	´�]�È 

�z �o	� RLDP �%�go•�E�g�ê	ñ��	û�ê
è���y�k	��9�G�ë�%�go•�E�g�ê	ñ�ê
è�{�žož 

� 

�z b°�0 ADPjèWE�M�x	� RLDP �F	å�kÁ��F	å�ê
è���y�kÁ�	å�ñªY ADP ADP
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�z �¶�B�%�”���F	å�k�F	å�e�_	€�M	����y�U�Y�o��ož 

�Ì  �µ�A��	´�
�C�"�‹ 

�z �U�#�F	åož 

�z �¶�B�%�”���F	å�k�F	å�e�_	€�M���y	��o���‰
Ó�9�>�D�#�Œ	��è��ož 

�Ì  �µ�A��	´�.�Z�N�k 

�z �U�#�F	åož 

�z �¶�B�%�”���F	å�k�U�Y�6���À�}	��ž�•�•�œož 

�Ì  �µ�A��	´�£�Ü�.�Z�
�d 

�z �U�#�F	åož 

�z �¶�B�%�”���F	åož 

�z �U�Y�6���À�}	��Â�Ý�M�y�)�ƒož 

�Ì  �/�L����	´�ó�Z��	× 

�z �·�À�F	åož 

�z �N�M�%�”���F	åož 

�z �¨�N�M���F	å RLDP ��
��k�U�Y�#�+�%�go•�E�g�ê	ñ��	û�ê
è���y	•�º�k�c�ž�6���+�•	��{�ž�Ô�ò�•�”ož 

�Ì  �¤�´����	´5'�Õ�Ò�¥�\�m	O�L�©4Æ 

�z �U�#�F	åož 

�z �Ô�Ó�%�”���F	å�k�F	å�e�U�Y�Ê�Ö�ñ�Ä�{�ž�Ù�Á	€�M�k�M�•�o�����yož 

�ó�¯�q�D 

�z �ò	0
—�Õ	� RLDP �’�Î�k���,�¶�Bo•	€�M�Y�C�>�D	�	,�¼�’�Îož 

�ü�»�w�W 

�Ì  �µ�A�„	× RLDP �ó�Z��	× 

o¬�x�X���”o­ rldp enable 

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�%�”ož 
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o¬�…	��6�-o­ �¶�B�o	� RLDP ���y��
�ož  �Ì  �/�L���n�� RLDP �ó�Z��	×

o¬�x�X���”o­ r l d p  p o r t  {  u n i d i r e c t i o n - d e t e c t  |  b i d i r e c t i o n - d e t e c t  |  l o o p - d e t e c t  }  {  w a r n i n g  |  s h u t d o w n - s v i  |  

s h u t d o w n - p o r t  |  b l o c k  }  

o¬�@�ƒ
ª�¢o­ u n i d i r e c t i o n - d e t e c t �y�%�g�e
è���yož 

b i d i r e c t i o n - d e t e c t �y�E�g�e
è���yož 

loop-detect �y��	û�ê
è���yož 
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�&���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W����������

�&���F�R�Q�I�L�J���L�I���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W���������������U�O�G�S���S�R�U�W���O�R�R�S���G�H�W�H�F�W���V�K�X�W�G�R�Z�Q���S�R�U�W��

�&���F�R�Q�I�L�J���L�I���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�������������H�[�L�W��

�&���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W����������

�&���F�R�Q�I�L�J���L�I���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W���������������U�O�G�S���S�R�U�W���O�R�R�S���G�H�W�H�F�W���V�K�X�W�G�R�Z�Q���S�R�U�W��

�&���F�R�Q�I�L�J���L�I���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�������������H�[�L�W��

o¬���à�•�co­ �  ���ò Ao•Bo•C 
—�Õ	� RLDP �Ù�Á�’�Î�k�Y A ���†ož 

A �$���V�K�R�Z���U�O�G�S����

�U�O�G�S���V�W�D�W�H�����������������������H�Q�D�E�O�H��

�U�O�G�S���K�H�O�O�R���L�Q�W�H�U�Y�D�O��������

�U�O�G�S���P�D�[���K�H�O�O�R������������������

�U�O�G�S���O�R�F�D�O���E�U�L�G�J�H�������������G�����I�������������D�D��

������������������������������������������������������������������������

�,�Q�W�H�U�I�D�F�H���*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W��������������

�S�R�U�W���V�W�D�W�H�����������������Q�R�U�P�D�O��

�Q�H�L�J�K�E�R�U���E�U�L�G�J�H�����������G�����I�������������E����

�Q�H�L�J�K�E�R�U���S�R�U�W�����������*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W��������������

�X�Q�L�G�L�U�H�F�W�L�R�Q���G�H�W�H�F�W���L�Q�I�R�U�P�D�W�L�R�Q����

�����������D�F�W�L�R�Q����S���P�P�P�P

�Q�H�L�J�K�E�R8����S�Q����S���P�P�P�P

�Q�H�L�J�K�E�R1•���E�����������������Q�R�U�P�D�O��

�Q�H�L�J�K�E�R05���S�R�U�W�����������*���G�����I�������������E����

�X�Q�L�G�L�U�H(v����S�R�U�W�����������*�L�J�D�E�L�W�(�W�K�H�U�Q�H�W��������������

�����������D�F''����S�R�Q���G�H�W�H�F�W���L�Q�I�R�U�P�D�W�L�R�Q����

�S�R�U�W���V�W%`����S�Q����S���P�P�P�P

�X�Q�L�G�L�U�H –����S�Q����S���P�P�P�P
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�F	å�6�' SNMP 

1 SNMP 

1.1 ��
é 

SNMP �© Simple Network Management Protocol�g	•�%	à	Ì	’�ò�#
‘�h	�	Ý�Ê�k�¨ 1988 �v 8 �Ã�<�è��%²��	à	Ì	’�ò�ö�Õ

RFC1157ož�ñ	)�ù�k�œ�h�Ú�4���+
¥�#
‘	��u�4�kSNMP �]�è���7����	�	à	’�ö�Õ�k� �`�9�¨�Ú�4��	©	Ï	��;���ê�Ë���…	�ož

�ï	� SNMP
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1.2 �À�¹�€�Ð  

�Á�º�•	�  �«�°�T��  

�*�� SNMP 	’�ò	à	Ì
—�Õ  �*�� SNMP 	à	Ì	’�ò�˜�+	à	Ì
—�Õ��
g	’�ò�y	!�Oož  

1.2.1 
ù
Ú SNMP	a�Â	¯	›
f�Ô  

�€�Ð�ª�‘  

�Y���£���†�k	��ï�*�� SNMP 	à	Ì	’�ò�˜�k�Û�+	à	Ì
—�Õ A ��
g	’�ò�y	!�Oož  

�£  1-1 

 

o¬�h�Ko­  A ���¬
}
t	’�ò	�	à	Ì
—�Õož  

PC ��	à	Ì	’�ò	{ož  

��	×�� 署 

	à	Ì	’�ò	{�y
t	’�ò	�	à	Ì
—�Õ�*��	à	Ì���N�k	��ï�¨	à	Ì	’�ò	{���k�*�� SNMP 	à	Ì	’�ò�˜�k
˜�|	à	Ì
—�Õ��	�	’�ò�’�Î

�ƒ�G�€�k�Y�C�N�v�Û
�	à	Ì
—�Õ�����G�ß	��ƒ�Î�k�Û�+	à	Ì
—�Õ��
g	’�ò�y	!�Oož  

1.3 ��	×
u
U  

�Á�¯���½  

SNMP �©%²���•	��C�#
‘�k�����ï�Ñ /�Æ���˜�%�”�k���,�����B�ã�y  

�z SNMP 	à	Ì	’�ò�˜  

�z SNMP �W�ò 

�z MIB 	’�ò�’�Î�€  

�£  1-2 5%4°1u)Ú0­�ÄNMS�Å�â5%1u�·)Ú�Ä Agent�Å,X�G2Ï�Ò  



 

1-3 

�F	å�6�' 



 

1-4 

�F	å�6�' SNMP 

�z Get-request �q�•�y NMS �R Agent �U�H%²���ê�Ú���@�ƒ�›ož 

�z Get-next-request �q�•�yNMS �R Agent �U�H%²���ê�Ú���@�ƒ	���%²���@�ƒ�›ož 

�z Get-bulk �q�•�yNMS �R Agent �U�H���O	��@�ƒ�›�z 

�z Set-request �q�•�y NMS 
—	å Agent 	�%²���ê�Ú���@�ƒ�›ož 

�z Get-response �q�•�yAgent ���›	�%²���ê�Ú���@�ƒ�›�k�© Agent �+ NMS �ù�µ 3 ���q�•	��€�•�q�•ož 

�z Trap �q�•�yAgent
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1.3.1 SNMP�Á�¯��	× 

�V�€�<�Â 

�Ì  �V�€
Ú	8 

SNMP�#
‘�A�;�©�•	‹�”	��g���†�A�;�@
• �£  1-4 SNMP	����†	•�º �hožNSM�g Agent�����G
Ü
¬�L�k���,Get-request o•

Get-next-requesto•Get-bulk�y Set-request�k Agent�N�v
¬�L�w���è�q�•�e�YGet-response�•���•	‹ož Agent�Ä�ž�˜�-�k�gNSM

�����G�ßTrap �yInform�ƒ�Î�k�¿��Trap �ƒ�Î�	�¬
}�•	‹�k	òInform�ƒ�Î�é�¬
}NSM �›��%²��Inform-response �•	‹�k
n	P�v�ñ�ƒ

�Î�k�k�éAgent �1�k�M�GInform�ƒ�Îož 

�ü�»��	´ 

�Ì  �H
$�Ë�»�J SNMP �V�Â 

	Þ	.�ž�o�� SNMP ��
�ož 

�…	� no snmp-server �x�X�I
U SNMP �W�ò��
�ož 

�ü
g no enable service snmp-agent �x�X�k	+�N�¼�{ SNMP �ñ�Ä�Æ��ož 

�Ì  
f	´ SNMP �Á�¯�?�d 

	Þ	.�ž	©	Ï	û	©�•�”o•�~�ç�Z	Þ	.�›�© 60FF60�z	Þ	.�Â�Ý�ƒ�G���†�x�† 1572 ��
-�z	Þ	.	� SNMP �Æ�� UDP 	€�M�Z�© 161ož 

�…	� snmp-server contact �x�X�F	å�ê�í�”	©	Ï	û	©�•�”ož 

�…	� snmp-server location �x�X�F	å�ê�í�”	©	Ï�y	åož 

�…	� snmp-server chassis-id �x�X�F	å	©	Ï�~�ç	A�ê�Ê�Ö	Þ	.�›ož 

�…	� snmp-server packetsize �x�X�F	å�W�ò�Â�Ý�ƒ�G���†�x�†�ê�Ê�Ö	Þ	.�›ož 

�…	� snmp-server udp-port �x�X
—	å SNMP �Æ�� UDP 	€�M�Z�ê�Ê�Ö	Þ	.�›ož 

�Ì  ��	´ SNMP ���²�©�¬ 

	Þ	.�Õ�Ñ���k�Z�Ä SNMP ���Ñož  

�…	� snmp-server host �x�X�F	å Agent �����G���ƒ�Î	� NMS ���Ñ�ª�­�ê�í�”�6�� SNMP ���Ñ�ª�­ož�G	Ë���Ñ	��ƒ�Î�U�Y	Ç

�� SNMP 	��Í�Îo•�N�v	€�Mo•
•
š�d�ê	��ïož
¥�x�X�
 snmp-server enable traps �x�X%²
Ü�…	��k����	Ë NMS �G�� Trap

�ƒ�Îož 

�Ì  
f	´ Trap �d54�?�d 

	Þ	.�Õ�Ñ���k	W�2 SNMP �g NMS �����G�� Trap �ƒ�Î�z�ø�•�N�M�G�� Link Trap ��
��z�¼�{�G��	©	Ï�M�o Trap ��
�ož 

	Þ	.�ž�kSNMP ���†�R�„���N�M�ß�>�k�<�…	��„���N�M	� IP �ª�­�•���›�ª�­ož 

	Þ	.�ž Trap �ƒ�Î���†	��„�ç�x�†�� 10�k�G�� Trap �ƒ�Î	��ž�•�•�œ�� 30 	aož 

�…	� snmp-server enable traps �x�X�F	å Agent �����ê	W�2�g NMS �G�� Trap �ƒ�Îož  
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1.3.3 SNMPv3 

SNMPv3 �M�•���#�4 SNMP �ë�ã�k�1�$�ù	� SNMPv1 �y SNMPv2 	���
��-	¹�µ�ñ SNMPv3 �}	©��ož  

�V�€�<�Â 

	à	Ì	’�ò	©	Ï (NMS �h�y SNMP �W�ò�gSNMP Agent �h�C	f�� SNMP ���}ož�¨ SNMPv3 �ë�ã���k SNMP ���}�ã���–�r�y�•	�

���Ý�B�ã�k�¿�� SNMP �–�r	��9�G���y�N�v�’�Îo•�R���y���%�’�Î�Y�C�+	’�ò�+
»	��O�ò
˜�|ož SNMP �•	��6	��© SNMP �Ä

�B	��•	�	i�~�k�ï	� SNMP �–�r�U�ˆ	��Æ����
g�W�•ož 

SNMPv3 �Í�Î�…	��Â�9	��ï	��
�¶�%�º�gUSM �h�Û�R�ð�©�k�Ä�Ó�…	� MIB �+
»ož���4
��Ü	’�ò
—�Õ�k	à	Ì	’�ò	©	Ï (NMS)

	�	��ï�y�
�¶	´�ð�·�À�c
—�Õ�����#	��î�� SNMP 	��ï%²
�ož 

SNMPv3 �Í�Î
•�� NSM �¨	’�ò
—�Õ	��ž�˜�k�·�À�¯�±	=
—�Õ�� SNMP Agent 	��–�r�ö
œož SNMPv3 ���#�4 Discover �y Report

�q�•�Ñ�ò�kNSM �¨�		=�3 Agent �–�r�ö
œ	��Õ�Ñ���k�U�Y�¯�g Agent �G�� Discover ���†�k	ò Agent �Y Report �€�•�k�w�¨�€

�•���†���`�k�4�–�r�ö
œ�’�Îož�4�e�kNSM �y Agent �$�•	�	’�ò�q�•�·�À�`�k
¥�–�r�ö
œož  

�Ì  ���µ 

�z SNMPv3 �*���
�¶�%�º�Y�C�
�¶	´�ð�Û	G���+�ƒ�G�J	��„	_�
�¶�Ñ�ò��
g�Ô�òož	)�ù�U	�	��
�¶�%�º�Ä��	_	•�ð�y

SNMPv1o•SNMPv2Co•SNMPv3ožSNMPv3 �1 SNMPv1 �y SNMPv2C �-	¹�µ�ñ�
�¶�%�º��ož 

SNMPv1 �C SNMPv2C �
�¶�%�º�y	´�ð 
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�F	å�6�' SNMP 

snmp-server host �F	å NMS ���Ñ�ª�­ož 

snmp-server enable traps Agent �����g NMS �G��
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—�Õ�·�À�¨ agent 
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—	å
•
š�dož 

�Ì  ��	´ SNMP �Ð�Ð�‘54 

�z �·�#�F	åož 

�z �…	� SNMPv3 	’�ò	à	Ì
—�Õ�·�À
—	å	��ïož 

�Ì  �n�� Agent ��	×  

�z �U�#�F	åož 

�z �ó
•�•�o Agent ��
��k�¨ Agent ��
��¼�{�e�¬
}�Ç�)�•�o�ž�k�À�…	��4�x�Xož 

�Ì  �Ù�• SNMP �Y�ß�T�õ�ó�Z��	× 

�z �U�#�F	åož 

�z �ó
•�¼�{ �9�4�3�6 �x�à�…�����y��
��k�¨�¬
}�…�2�Ð�Þ�x�à�ž�k�¨ �G�M�K�T�Z ���…	�
¥�F	å�¾ož��

�Ì  
f	´�* community �x user 
á
6�$	����À�ó�Ó 

�z �U�#�F	åož 

�z �ó
•�	�+ �I�U�S�S�[�T�O�Z�_ �y �[�Y�K�X ��
g�%	A���Á���ò�k�ò�ç�	�e�È�•�}�d�y	��ï�d�ß	•�%	ò� �£
t	D
†�k�U�Y�o���+

�I�U�S�S�[�T�O�Z�_ �y �[�Y�K�X ��
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¥�F	å�¬
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�¶�B�F	å�x�X �V�G�Y�Y�]�U�X�J���V�U�R�O�I�_ %²
Ü�…	�ož��

�ó�¯�q�D 

�…	� show snmp �x�X�ò	0
—�Õ��	� snmp ��
�ož 

�ü�»�w�W 

�Ì  ��	´ SNMP 
Q�¢  

o¬�x�X���”o­ snmp-server view  view-name oid-tree { include  | exclude } 

o¬�@�ƒ
ª�¢o­ view-name�y
‚�£�dož 

oid-tree�y
‚�£�¼	û	� MIB �+
»�k�©%²<• MIB �ÿ�ùož 

include �u�ö�¢
¥ MIB �+
»�ÿ�ù
t���m�¨
‚�£�$�Äož 

exclude �u�ö�¢
¥ MIB �+
»�ÿ�ù
t�L�”�¨
‚�£�$�Ùož 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �6��
‚�£	��d	f�k	��9�Â�9
‚�£	�	’�òož 

�Ì  ��	´ SNMP �Ð�Ð	• 
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o¬�x�X���”o­ snmp-server group groupname { v1 | v2c | v3 { auth  | noauth  | priv } } [ read readview ] [ write  writeview ] 

[ access { aclnum | aclname } ] 

o¬�@�ƒ
ª�¢o­ v1 | v2c |v3�u �6�¢ SNMP �Í�Îož  

auth �u
¥	Á	�	��ï�n
ÿ	��ƒ�Î�¬
}�à
š�x�ƒ�G�	�¬
}�‘�%�k�Q�+ v3 �Ä�|ož  

noauth �u
¥	Á	��ï�n
ÿ	��ƒ�Î�	�¬
}�à
š�ƒ�G�-�	�¬
}�‘�%�k�Q�+ v3 �Ä�|ož 

priv �u
¥	Á	��ï�n
ÿ	��ƒ�Î�¬
}�à
š�c�ž�n
ÿ	��ƒ�G�¬
}�‘�%�k�Q�+ v3 �Ä�|ož 

readview
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�Wož 

priv �u�6���©�k�…	��‘�%oždes56 �6�¢�…	� 56 �y	� DES ���%�#
‘ož 

priv-password�y�����%	�	��M�X��	…���g�	
Ý�� 32 ����	…�hož	©	Ï�1�����M�X
ô�E�è	,�•	����%�%�Wož 

aclnum�y
˜�|�ç
n�~�ç�Z�k�¼	û�6��	�
˜�|�ç
n�k�6��
�
˜�| MIB 	� ipv4 NMS �ª�­
8� ož 

aclname�y
˜�|�ç
n�d	f�k�¼	û�6��	�
˜�|�ç
n�k�6��
�
˜�| MIB 	� ipv4 NMS �ª�­
8� ož 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �F	å	��ï	��’�Î�k�Y�… NMS �…	��`�c	�	��ï�c�W�ò��
g�*�’ož 

�+�9 SNMPv3 	��ï�k�U�Y�6���
�¶	´�ðo•
•
š	‘�c�gMD5 �ê SHA�ho•
•
š�M�Xo•���%	‘�c�g	)�ù�Q�Ä DES�h

�y���%�M�Xož 

�Ì  �n�� Agent ��	×  

o¬�x�X���”o­ enable service  snmp-agent  

o¬�@�ƒ
ª�¢o­  

o¬�F	å�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ 
¥�x�X	��9�o��
—�Õ	� SNMP �W�ò��
�ož  

�Ì  
f	´�*
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o¬	à	Ì�ê�Ëo­ 

�£ 1-5 

 

�z 	à	Ì�W�•	{�gNMS �h�Â�9	��ï	�
•
š���%�%�”�+	à	Ì
—�Õ�gAgent �h��
g	’�òož�†�ò�y�…	�	��ï�d��user1 ���k


•
š�•�”�� MD5�k
•
š�%	A�� 123�k���%	‘�c�� DES56�k���%�%	A�� 321ož 

�z 	à	Ì
—�Õ
��Ü�O�ò	��ï
˜�| MIB �+
»	��q�•�Ó�’ož�†�ò�y	��ï��user1 ���U�Y�+ System�g1.3.6.1.2.1.1 �h


-�µ��	� MIB �+
»��
g
¯�q�•�k�¿���Q
��+ SysContact�g1.3.6.1.2.1.1.4.0 �h
-�µ��	� MIB �+
»��
g�Ê

�q�•ož 

�z 	à	Ì
—�Õ
��Ü�����g	à	’�W�•	{�G���à
š���%	��ƒ�Îož 

  

o¬�F	å�•�co­ �  	†%²�5�k�F	å MIB 
‚�£�y	Áož�ë�•%²�� MIB 
‚�£ ��view1 ���k���m�¼	û	� MIB �+
»�g 1.3.6.1.2.1.1�h�z�Ç

�ë�•%²�� MIB 
‚�£��view2 ���k���m�¼	û	� MIB �+
»�g1.3.6.1.2.1.1.4.0 �hož�ë�•%²��	Á��g1���k�#�+�Í�Î

�Z����v3 ���k�F	å�
�¶	´�ð��
•
š���%�%�”��priv ���k�w�U
¯
‚�£��view1 ���k�U�Ê
‚�£��view2 ��ož 

�  	†�8�5�k �F	å SNMP 	��ïož �ë�•	��ï�d ��user1 ���k�K�9	Á��g1���k�#�+�Í�Î�Z����v3 ���k�F	å
•
š�•�”��

��md5 ���k
•
š�%	A����123���k���%�•�”����DES56 ���k���%�%	A����321 ��ož 

�  	†���5�k�F	å SNMP ���Ñ�ª�­ož�F	å���Ñ�ª�­�� 192.168.3.2�k�#�+�Í�Î�Z����3 ���k�F	å�
�¶	´�ð��
•


š���%�%�”��priv ���k�¼	û�+�•	�	��ï�d��user1 ��ož�…
� Agent �����g NMS �G�� Trap �ƒ�Îož 

�  	†�š�5�k�F	å Agent 	� IP �ª�­ož�F	å Gi0/1 	��N�M�ª�­�� 192.168.3.1/24ož 

Agent �5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���Y�L�H�Z���Y�L�H�Z���������������������������������L�Q�F�O�X�G�H������

�5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���Y�L�H�Z���Y�L�H�Z�����������������������������������������L�Q�F�O�X�G�H��

�5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���J�U�R�X�S���J�����Y�����S�U�L�Y���U�H�D�G���Y�L�H�Z�����Z�U�L�W�H���Y�L�H�Z����

�5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���X�V�H�U���X�V�H�U�����J�����Y�����D�X�W�K���P�G�������������S�U�L�Y���G�H�V��������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���K�R�V�W���������������������������W�U�D�S�V���Y�H�U�V�L�R�Q�������S�U�L�Y���X�V�H�U����

�5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���H�Q�D�E�O�H���W�U�D�S�V��

�5�X�L�M�L�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W����������

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�������������L�S���D�G�G�U�H�V�V������������������������������������������������������

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�������������H�[�L�W��

  

o¬���à�•�co­ �  	†%²�5�k�*�� show running-config �x�X�ò	0
—�Õ	��F	å�’�Îož 

�  	†�8�5�k�*�� show snmp user �x�X�ò	0 SNMP 	��ïož 

�  	†���5�k�*�� show snmp view �x�X�ò	0 SNMP 
‚�£ož 

�  	†�š�5�k�*�� show snmp group �x�X�ò	0 SNMP 	Áož 

�  	†�<�5�k�*�� show snmp host �x�X�ò	0	��ï�F	å	����Ñ�’�Îož 

�  	†�¹�5�k�

H�
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���Q�R���L�S���S�U�R�[�\���D�U�S��

���L�S���D�G�G�U�H�V�V������������������������������������������������������

����

�V�Q�P�S���V�H�U�Y�H�U���Y�L�H�Z���Y�L�H�Z���������������������������������L�Q�F�O�X�G�H��

�V�Q�P�S���V�H�U�Y�H�U���Y�L�H�Z���Y�L�H�Z�����������������������������������������L�Q�F�O�X�G�H��

�V�Q�P�S���V�H�U�Y�H�U���X�V�H�U���X�V�H�U�����J�����Y�����H�Q�F�U�\�S�W�H�G���D�X�W�K���P�G�������(�%�'���$���������'���������(���(�����&�)���������&�%�&�����'���S�U�L�Y���G�H�V������

�'���&�(�&���������������������$�%�%�)�����$�%�������(�����'��������

�V�Q�P�S���V�H�U�Y�H�U���J�U�R�X�S���J�����Y�����S�U�L�Y���U�H�D�G���Y�L�H�Z�����Z�U�L�W�H���Y�L�H�Z������

�V�Q�P�S���V�H�U�Y�H�U���K�R�V�W���������������������������W�U�D�S�V���Y�H�U�V�L�R�Q�������S�U�L�Y���X�V�H�U����

�V�Q�P�S���V�H�U�Y�H�U���H�Q�D�E�O�H���W�U�D�S�V��

�5�X�L�M�L�H�����V�K�R�Z���V�Q�P�S���X�V�H�U����

�8�V�H�U���Q�D�P�H�����X�V�H�U����

�(�Q�J�L�Q�H���,�'����������������������

�V�{�R�U�D�J�ƒ���u�\�S�H�����6�H�U���D���H�Q�W�����������D�V�{�L�Y�H��
�V�H�V�Š�U�L�W�\���O�H�Y�H�O�����D�X�W�K���S�U�L�Y���D�X�W�K���S�U�R�{�R�V�(�O�����0�G�����S�U�L�Y���S�U�R�{�R�V�(�O�������(�V���J�U�R�X�S���Q�D�P�H�����J�����5�X�L�M�L�H���V�K�R�Z���V�Q�P�S���Y�L�H�Z�����Y�L�H�Z���º�L�Q�h�O�ƒ�G�H�Ç�����������•�������������������Y�L�H�Z�T�º�L�Q�h�O�ƒ�G�H�Ç�����������•�������������������t�������G�H���D�X�O�t�º�L�Q�h�O�ƒ�G�H�Ç�����������•�������5�X�L�M�L�H�����V�K�R�Z���V�Q�P�S���J�U�R�X�S�����J�U�R�X�S�Q�D�P�H�����J�����V�H�V�Š�U�L�W�\�0�(�G�H�O�����Y�V���V�H�V�Š�U�L�W�\�O�H�Y�H�O���D�X�W�K�S�U�L�Y��

�Y�H�H�G�Y�L�H�Z�����Y�L�H�Z���� �ª�U�L�W�H�Y�L�H�Z�����Y�L�H�Z�T���Q�&�{�L���È�Y�L�H�Z�����Q�&�{�L���L�m�D�{�L�&�Q���K�R�a�W�������Ì�������Y�´�������T���ƒ�G�S���;�R�Q�W�������‘�T���W�\�;�H�����W�]�D�����ƒ�V�H�]�����ƒ�V�H�]�����V�H�V�Š�U�L�W�\���0�(�G�H�O�����Y�V�
�D�X�W�K�S�U�L�Y�� `Ð§ƒ�•�\�S���S�U�R�£�V�H�SA€¯ð�P©p]P‘“�\��Z���Ì�������Y�´�������C�ƒ�V�H�]�Q�D�P�C
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��

�n
N�9
w 

- 

1.4.2 �n�ÐTrap��	× 

��	´�]�È 

�…Agent �����g NMS �G�� Trap �ƒ�Îož  

�I�¿�6�• 

- 

��	´�q�D 

�Ì  ��	´ snmp ���²�©�¬ 

�z �U�#�F	åož 

�z �¬
} Agent �����G���ƒ�Î�ž�¬
}�F	å NWS 	����Ñ�ª�­ož 

�Ì  Agent �����f NMS �F
î Trap �d54 
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�z �U�#�F	åož 

�z �¢�¬
} agent �����g NMS �G�� Trap �ƒ�Î�ž�k�¬�¨ agent ���F	å�4�¾ož 

�Ì  �Ù�•�/�L�F
î Link Trap ��	× 

�z �U�#�F	åož 

�z �¢�¬
}�N�M�G�� link trap ��
��ž�k�¬�¨ agent ���F	å�N�M�ø�•�4�¾ož 

�Ì  �Ù�•�F
î	x	ž���n Trap ��	×  

�z �U�#�F	åož 

�z �¢�e�È RGOS 	©	Ï�¨
—�Õ reload /reboot �Y�ù	Ë NMS �G�� Trap �ƒ�Î�*	=	©	Ï�M�o�ž�k�¬�¨ agent ���F	å�4�¾ož 

�Ì  �����F
î Trap �d54�é�|�©�¬ 

�z �U�#�F	åož 

�z �¢�e�È�¡���…	�%²���Î�ª IP �ª�­�•�� SNMP 	��›�ª�­�Y�Ž�9	’�ò�ž�k�¬�¨ agent ���F	å�4�¾ož 

�ó�¯�q�D 

�*�� show snmp �x�X�ª	P SNMP 	��Ù�Á�’�Îož 

�*�� show running-config �x�X�ò	0
—�Õ	��F	å�’�Îož 

�ü�»�w�W 

�Ì  ��	´ NMS ���²�©�¬ 

o¬�x�X���”o­ snmp-server host  { host-addr } [ traps | inrorms ] [ version  { 1 | 2c | 3 { auth  | noauth  | priv } ] 

community-string [ udp-port port-num ] [ notification-type ] 

o¬�@�ƒ
ª�¢o­ host-addr�ySNMP ���Ñ�ª�­ož  
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o¬�x�X���”o­ snmp-server enable traps  [ notification-type ] 

o¬�@�ƒ
ª�¢o­ notification-type : �o	��+�•�7�^	� Trap �*	=�k�k�Ä�Y��	•�º�y 

snmp: �o�� SNMP �7�^	� TRAP �*	=�z 

bridge: �o�� BRIDGE �7�^	� TRAP �*	=�z 

mac-notification: �o�� MAC �7�^	� TRAP �*	=�z 

urpf: �o�� URPF �7�^	� TRAP �*	=�z 
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�•	{�G���ƒ�Îož 

  

o¬�F	å�•�co­ �  	†%²�5�k�F	å Agent �����g NMS �G���ƒ�Îož�F	å SNMP ���Ñ�ª�­�� 192.168.3.2�k�ƒ�Î���”�� Version 

2c�k
•
š�d����user1 ��ož�…
� Agent �����G�� Trap �ƒ�Îož 

�  	†�8�5�k�F	å Agent 	� IP �ª�­ož�F	å Gi 0/1 	��N�M�ª�­�� 192.168.3.1/24ož 

Agent �5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���K�R�V�W���������������������������W�U�D�S�V���Y�H�U�V�L�R�Q�����F���X�V�H�U����

�5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���H�Q�D�E�O�H���W�U�D�S�V��

�5�X�L�M�L�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W����������

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�������������L�S���D�G�G�U�H�V�V������������������������������������������������������

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�������������H�[�L�W��

  

o¬���à�•�co­ �  �*�� show running-config �x�X�ò	0
—�Õ	��F	å�’�Îož 

�  �*�� show snmp �x�X�ª	P SNMP 	��Ù�Á�’�Îož 

Agent �5�X�L�M�L�H�����V�K�R�Z���U�X�Q�Q�L�Q�J���F�R�Q�I�L�J����

�L�S���D�F�F�H�V�V���O�L�V�W���V�W�D�Q�G�D�U�G���D����

���������S�H�U�P�L�W���K�R�V�W����������������������������

�L�Q�W�H�U�I�D�F�H���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W����������

���Q�R���L�S���S�U�R�[�\���D�U�S��

���L�S���D�G�G�U�H�V�V������������������������������������������������������

�V�Q�P�S���V�H�U�Y�H�U���Y�L�H�Z���Y���������������������������������L�Q�F�O�X�G�H��

�V�Q�P�S���V�H�U�Y�H�U���O�R�F�D�W�L�R�Q���I�X�]�K�R�X��

�V�Q�P�S���V�H�U�Y�H�U���K�R�V�W���������������������������W�U�D�S�V���Y�H�U�V�L�R�Q�����F���X�V�H�U����

�V�Q�P�S���V�H�U�Y�H�U���H�Q�D�E�O�H���W�U�D�S�V��

�V�Q�P�S���V�H�U�Y�H�U���F�R�Q�W�D�F�W���U�X�L�M�L�H���F�R�P���F�Q��

�V�Q�P�S���V�H�U�Y�H�U���F�R�P�P�X�Q�L�W�\���X�V�H�U�����Y�L�H�Z���Y�����U�Z���D������

�V�Q�P�S���V�H�U�Y�H�U���F�K�D�V�V�L�V���L�G������������������������

 �5�X�L�M�L�H���V�K�R�Z���V�Q�P�S��

�&�K�D�V�V�L�V��������������������������

�����6�1�0�3���S�D�F�N�H�W�V���L�Q�S�X�W��

���������������������%�D�G���6�1�0�3���Y�H�U�V�L�R�Q���H�U�U�R�U�V��

���������������������8�Q�N�Q�R�Z�Q���F�R�P�P�X�Q�L�W�\���Q�D�P�H��

���������������������,�O�O�H�J�D�O���R�S�H�U�D�W�L�R�Q���I�R�U���F�R�P�P�X�Q�L�W�\���Q�D�P�H���V�X�S�S�O�L�H�G��

���������������������(�Q�F�R�G�L�Q�J���H�U�U�R�U�V��

���������������������1�X�P�E�H�U���R�I���U�H�T�X�H�V�W�H�G���Y�D�U�L�D�E�O�H�V��

���������������������1�X�P�E�H�U���R�I���D�O�W�H�U�H�G���Y�D�U�L�D�E�O�H�V��

���������������������*�H�W���U�H�T�X�H�V�W���3�'�8�V��

���������������������*�H�W���Q�H�[�W���3�'�8�V��

���������������������6�H�W���U�H�T�X�H�V�W���3�'�8�V��

�����6�1�0�3���S�D�F�N�H�W�V���R�X�W�S�X�W��

���������������������7�R�R���E�L�J���H�U�U�R�U�V�����0�D�[�L�P�X�P���S�D�F�N�H�W���V�L�]�H��������������

���������������������1�R���V�X�F�K���Q�D�P�H���H�U�U�R�U�V��
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���������������������%�D�G���Y�D�O�X�H�V���H�U�U�R�U�V��

���������������������*�H�Q�H�U�D�O���H�U�U�R�U�V��

���������������������5�H�V�S�R�Q�V�H���3�'�8�V��

���������������������7�U�D�S���3�'�8�V��

�6�1�0�3���J�O�R�E�D�O���W�U�D�S�����H�Q�D�E�O�H�G��

�6�1�0�3���O�R�J�J�L�Q�J�����G�L�V�D�E�O�H�G��

�6�1�0�3���D�J�H�Q�W�����H�Q�D�E�O�H�G��

�n
N�9
w 

- 

1.4.3 �x�H
$Agent ��	× 

��	´�]�È 

�¨�	�¬
} Agent �Æ��	��ž�˜�k�I
U Agent ��
�ož  

�I�¿�6�• 

�z �ü
g no snmp-server �x�X�k�U�Y�¨�	�¬
}�W�ò�Æ��	��ž�˜�k�I
U SNMP �W�ò��
�ož  

�z �	�c�9�I
U�x�X�k�ü
g no enable service snmp-agent �x�X�k�k	+�N�¼�{ snmp �ñ�Ä�Æ���g�/ snmp �W�ò��
�
t	W	��4�k

�	�N�v���†o•�	�G���€�•���†�C trap�h�k�	�k�I
U�W�ò	��F	å�’�Îož 

��	´�q�D 

�Ì  ��	´�H
$
f�Ô SNMP �V�Â 

�z �U�#�F	åož 

�z �¬
}�I
U�ñ�Ä SNMP �W�ò�Æ���F	å�ž�k�U�#	��4�¾�F	åož 

�Ì  ��	´�»�J
f�Ô SNMP �V�Â 

�z �U�#�F	åož 

�z �¬
}	+�N�¼�{�ñ�Ä�Æ���ž�k�•�#	��4�F	å�¾ož 

�ó�¯�q�D 

�*�� show services �x�X�ò	0 snmp �Æ��	��•�¼�Ù�Á�’�Îož 

�*�� show snmp �x�X�ª	P SNMP 	��Ù�Á�’�Îož 
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�*�� show running-config �x�X�ò	0
—�Õ	��F	å�’�Îož  

�ü�»�w�W 

�Ì  ��	´�H
$
f�Ô SNMP �V�Â��	× 

o¬�x�X���”o­ no snmp-server 
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�V�Q�P�S���D�J�H�Q�W�������������H�Q�D�E�O�H�G��

�V�V�K���V�H�U�Y�H�U�������������G�L�V�D�E�O�H�G��

�W�H�O�Q�H�W���V�H�U�Y�H�U�������H�Q�D�E�O�H�G��

�n
N�9
w 

- 

1.4.4 
f	´SNMP �0�ñ�?�d 

��	´�]�È 
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�z �U�#�F	åož 

�z �¢�¬
}�“�w SNMP �Æ��	� UDP 	€�M�Z�ž�k�¬�¨ agent ���F	å�4�¾ož 
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o¬�…	��6�-o­ SNMP 	©	Ï�~�ç�Z%²
"�…	��Ñ�˜	��~�ç�Z�k�Y�Ž�+
—�Õ��
g
œ�ðož 

�Ì  ��	´ SNMP �V�Â�£�Ü�d�(�ö�g�G�…  

o¬�x�X���”o­ snmp-server packetsize  byte-count 

o¬�@�ƒ
ª�¢o­ byte-count�y�ƒ�G���Ý�4�k�R 484 ��
-�ñ 17876 ��
-ož 

o¬�F	å�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­  

�Ì  ��	´ SNMP �§�� UDP 	O�L�Y  

o¬�x�X���”o­ snmp-server udp-port port-num 

o¬�@�ƒ
ª�¢o­ port-num�y�6�� SNMP �Æ��	� UDP 	€�M�Z�k�/�N�v SNMP ���†	��#
‘	€�M�Zož 

o¬�F	å�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �6���N�v SNMP ���†	��#
‘	€�M�Zož 

�Ì  ��	´ Trap �d54�ö�g�é�S�æ�G�…  

o¬�x�X���”o­ snmp-server queue-length  length 

o¬�@�ƒ
ª�¢o­ length�y�„�ç�x�†�k�Ý�4�R 1 �ñ 1000ož 

o¬�F	å�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �*��
²�…�ƒ�Î�„�ç�Ý�4�Û�O�ò�ƒ�Î�G���,�†ož 

�Ì  ��	´�F
î Trap �d54�é�•�N�N�k  

o¬�x�X���”o­ snmp-server trap-timeout seconds 

o¬�@�ƒ
ª�¢o­ seconds�y�•�œ�ž�•�k�%�y��	a�k�H�›
8� �y1 – 1000 ož 

o¬�F	å�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �*��
²�…�G���ƒ�Î	��ž�•�•�œ�Û�O�ò�ƒ�Î�G���,�†ož 

�Ì  ��	´ SNMP �W�0 

o¬�x�X���”o­ snmp-server flow-control pps [ count ] 

o¬�@�ƒ
ª�¢o­ count�u�?	a�Ô�ò	� SNMP 
¬�L���†�ƒ�O�k
8� <50-65535> ož 

o¬�x�X�%�”o­ �¶�B�F	å�%�” 

o¬�…	��6�-o­ �ò�ç SNMP 	�
¬�L���†�ß�Ú�-
� SNMP �`��	� CPU �)	��A
û�ä�k�U�Y�F	å SNMP �v�O�k�’�ò SNMP �`��

�?	a�Ô�ò	�
¬�L���†���ƒ�k�R	ò�O�ò SNMP �`��	� CPU �)	��Õ�Ñož 

��	´���… 

�Ì  
f	´ SNMP �é�0�ñ�?�d 
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o¬	à	Ì�ê�Ëo­ 

�£ 1-8 

 

�z 	à	’�W�•	{�gNMS �h�Â�9�»�c�}
•
š�%�”�+	à	Ì
—�Õ�gAgent �h��
g	’�ò�k	à	’�W�•	{
��Ü
B�H
—�Õ	�

�Â�Î	©	Ï�’�Î�k�ò	©	Ï	�	û	©�•�”o•�y	åo•�~�ç	Aož 

  

o¬�F	å�•�co­ �  	†%²�5�k�F	å SNMP �W�ò�@�ƒož�F	å	©	Ï�ñ�Ô	��y	åo•	û	©�•�”o•�~�ç	Aož 

�  	†�8�5�k�F	å Agent 	� IP �ª�­ož�F	å Gi 0/1 	��N�M�ª�­�� 192.168.3.1/24ož 

Agent �5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���O�R�F�D�W�L�R�Q���I�X�]�K�R�X��

�5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���F�R�Q�W�D�F�W���U�X�L�M�L�H���F�R�P���F�Q��

�5�X�L�M�L�H���F�R�Q�I�L�J�����V�Q�P�S���V�H�U�Y�H�U���F�K�D�V�V�L�V���L�G������������������������

�5�X�L�M�L�H���F�R�Q�I�L�J�����L�Q�W�H�U�I�D�F�H���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W����������

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�������������L�S���D�G�G�U�H�V�V������������������������������������������������������

�5�X�L�M�L�H���F�R�Q�I�L�J���L�I���J�L�J�D�E�L�W�(�W�K�H�U�Q�H�W�������������H�[�L�W��

  

o¬���à�•�co­ �  	†%²�5�k�ò	0
—�Õ	��F	å�’�Îož 

�  	†�8�5�k�ò	0

������������������������
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�U�H�D�G�Y�L�H�Z�����Y����

�Z�U�L�W�H�Y�L�H�Z�����Y����

�Q�R�W�L�I�\�Y�L�H�Z������

�J�U�R�X�S�Q�D�P�H�����X�V�H�U����

�V�H�F�X�U�L�W�\�0�R�G�H�O�����Y���F��

�V�H�F�X�U�L�W�\�/�H�Y�H�O���Q�R�$�X�W�K�1�R�3�U�L�Y��

�U�H�D�G�Y�L�H�Z�����Y����

�Z�U�L�W�H�Y�L�H�Z�����Y����

�Q�R�W�L�I�\�Y�L�H�Z����

�n
N�9
w 

- 

1.5 �ñ
Q�		¢�õ  

�o�c�^	l�‘54 

- 

�Ó	�
Ü
65Š�Ð 

�•	� �x�X 

�ª	P SNMP 	��Ù�Á�’�Î show snmp  [mib  | user | view  | group| host ] 
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2 NTP 

2.1 ��
é  

NTP�g Network Time Protocol�k	à	Ì�ž�•�#
‘�h�k	��Û�…	à	Ì
—�Õ�ž�•�c�5��	�%²	_�•	��C�#
‘ož�	�U�Y�…	à	Ì
—�Õ�+�¿�Æ��

�˜�ê�ž�U�›�Ÿ�c�5���k�U�ˆ�ä	¤�Õ�†	��ž�•�û�3�g LAN ���
�ö�Õ�ž�•�[�4�9 1 �D	a�k WAN ���Ù���D	a�h�k���U�…	����%	G
•	�

�•�”�Û�…�2�x�àož  

	)�ù�é�[
—�Õ�u�4 NTP 	����ï	€�
�Æ���˜��
��k�/
—�Õ�˜�U�Y�R�ž�•�Æ���˜���c�5�ž�•�k�-
��Ü�•���ž�•�Æ���˜�+�¿�U
—�Õ

��
g�ž�•�c�5ož�¨�•���Æ���˜�W�•�ž
—�Õ�N�u�4�%�n Server �%�”ož  

�"
`
P
�  

�z RFC 1305 �y  Network Time Protocol (Version 3) 

2.2 �À�¹�€�Ð  

�Á�º�•	�  �«�°�T��  

�Â�9�Ù�B�ž�U�@	ð�›�c�5�ž�•  
—�Õ�/�•�����ï	€�R�Ù�B�ž�U�›�c�5�ž�•�k�c�5�è���e �A�•���Æ���˜�g�¿�U
—�Õ�U�ˆ�ž�•

�c�5�Æ��ož  

2.2.1 �Á�8�Ø���•�$�?	¿�|�b���•�N  

�€�Ð�ª�‘  

�ò�£�ñ	P�y  

�z DEVICE-A �•���U�´�@	ð�ž�U�›�+�Ù�U�ˆ�ž�•�c�5�Æ��  

�z DEVICE-B �6�� DEVICE-A �� NTP �Æ���˜�k�R DEVICE-A �c�5�ž�•ož  

�z DEVICE-B �c�5�è���e�g DEVICE-C �U�ˆ�ž�•�c�5�Æ��ož  

�£ 2-1 

 

��	×�� 署 
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�1 DEVICE-B �F	å�� NTP �Ù�B�ž�U�@	ð�%�” 

2.3 ��	×
u
U  

�Á�¯���½ 

�Ì  NTP �ö�g 

�ÿ�G RFC1305 ���#�kNTP �J	� UDP ���†��
g�n
ÿ�kUDP 	€�M�Z�� 123ož 

NTP�ž�•�c�5���†���”�ò �£ 2-2 

�£ 2-2 NTP �ž�•�c�5���†���”  

 

�z Leap Indicator�gLI �h�y2 �A�Ô�kf'	a�ö�ºož 

 00-�M�>�A�ð�o   01-�h�¢�Ó�2�� 61 
P  10-�h�¢�Ó�2�� 59 
P  11-�¨�2�#
½�ä  

�z Version Number�gVN �h�y 3 �A�Ô�k NTP �Í�Î�Z�k�¢�ù�Í�Î�Z�� 3ož 

�z Mode�y 3 �A�Ô�kNTP �W�•�%�”ož 

 0-�#�G�Ì   1-�V�N�s�	
˜   2-�„�N�s�	
˜   3-�º���j   4-�û�`�v   5-�œ�Ì   6-�Å�%�ð�o   7-�l	•  

�z Stratum�y8 �A�Ô�k�Î�ª�ž�U	��C�ƒ�g0- �Ì���#  1- ���@	ð�ž�U�›  �¿�	�›-�)�@	ð�ž�U�›�hož 

�z Poll Interval�y 8 �y�…�ƒ�k
ö
¤�ž�•�g	a�ƒ�h 

�z Precision�y 8 �y�…�ƒ�k�Î�ª�ž�U	��ž�•	¤�†�g	a�ƒ�h 

�z Root Delay�y32 �y�…�ƒ�k�ñ���@	ð�ž�U�›	��ª���ž�• 

�z Root Dispersion�y32 �y�…�ƒ�k	,�+�9	S�@	ð�ž�U�›	��Â�Ý
¨�[ 

�z Reference Clock Identifier�y32 �A�Ô�k�@	ð�ž�U�›	��ö
œ 
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�z Reference Timestamp�y64 �y�ž�•�í�k�Â�e%²�)
t
—	å�ê	ñ
t�û�3	��ž�• 

�z Originate Timestamp�y64 �y�ž�•�í�k�ž�•�c�5
¬�L���†	Y�•���ï	€	��Î�ª�ž�• 

�z Receive Timestamp�y64 �y�ž�•�í�k�ž�•�c�5
¬�L���†�ñ���Æ���˜	��Î�ª�ž�• 

�z Transmit Timestamp�y64 �y�ž�•�í�k�ž�•�c�5�€�•���†	Y�•�Æ���˜	��Î�ª�ž�• 

�z Autherticator�g�U�#�h�y�à
š�’�Î 

�Ì  NTP ���Ð	O 


—�Õ�•�� NTP ���ï	€�R	à	Ì��	� NTP �Æ���˜�c�5�ž�•ož  

�Ì  �B�d�cstratum �d 

NTP �…	����C�ƒ�gstratum�h��	��"�¾�Û�T��
—�Õ
å	Y�Ó�ú�ž�U�›	���
é�ƒ�ghops �h��ož%²���C�ƒ�� 1 	��ž�•�Æ���˜�•�¢�Ä��	+��

	��=�ÿ�U�ê	��f�U�z�C�ƒ�� 2 	��ž�•�Æ���˜�<�R�C�ƒ�� 1 	��Æ���˜
B�H�ž�•�z�C�ƒ�� 3 	��Æ���˜�<�R�C�ƒ�� 2 	�
B�H�ž�•����

�ò�4�'�Pož�œ�4�ž�U�C�ƒ�ƒ�›�¾�z	��ž�U�›�/
t
•���(�Ä�¾�ä	��ž�U	¤�†ož 

�Ì  	��]�•�$ 

	F�^�ž�U�ÿ�G
—�Õ��	�	@
6�³�}7¦TÙ�˜�È�ä�W�•�k	�
—�Õ	�	��P���¿�ˆ	��k
—�Õ�¼�Ñ�e	F�^�ž�U�‰�À�

gož�¨
—�Õ�o���

g�e�k

�k�R	F�^�ž�U
¯�H�ž�•�’�Î�k�•��
—�Õ	�
÷�^�ž�•ož  

��	×�¤4ì 

��
��Ô�Å �•	� 

NTP �ž�•�c�5  �…	à	Ì
—�Õ�ÿ�G�¿�Æ���˜�ê�U�´�ž�U�›��
g�ž�•�c�5�k�Y���ë�ä	¤�Õ�†	��ž�•�û�3ož 

NTP �
�¶
•
š  �*�� NTP ���†���%
•
š�•�”�k�…�2�³�U�´�ž�U�›�+
—�Õ��
g�ž�•�c�5�t��ož 

2.3.1 NTP�•�N�b��  

�V�€�<�Â 

NTP �c�5�ž�•	��•�”�©�*�����ï	€�
�Æ���˜�$�•�A�; NTP ���†�y 

�z ���ï	€�?�œ 64
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DEVICE-B�g���µ	•	f B�h�•�� NTP �@	ð�ž�U�›�kDEVICE-A �g���µ	•	f A�h�•�� NTP ���ï	€�R DEVICE-B �c�5�ž�•�k�¨�î

%²�ž�ö A 	��Î�ª�ž�U�� 19:00:00�kB 	��Î�ª�ž�U�� 19:30:20�y 

4. A �G�ß NTP 
¬�L���†�k���†	Y�• A 	��Î�ª�ž�•�gT0 �h�� 19:00:00�k�Ê�­�¨ Originate Timestamp 

5. 	Æ�� 2 	a	�	à	Ì�•�ž�kB �v�ñ
¬�L���†	��Î�ª�ž�•�gT1 �h�� 19:30:23�k�Ê�­�¨ Receive Timestamp 

6. B �Ô�ò NTP 
¬�L�k 1 	a�e�€�• NTP ���†�k���†	Y�• B 	��Î�ª�ž�•�gT2 �h�� 19:30:24�k�Ê�­�¨ Transmit Timestamp 

7. 	Æ�� 2 	a	�	à	Ì�•�ž�kA �N�v�ñ�€�•���†�k�€�•���†�ñ�� A 	��Î�ª�ž�•�gT3 �h�� 19:00:06 

�ž�•�c�5	��À�}	‘�c�ò���y 

�z A �*���¸�” ((T1-T0)+(T2-T3))/2 
‹	‘�ß B �y A 	��ž�•�[�� 30 �ã 20 	a 

�z A �*���¸�”(T3-T0)-(T2-T1) 
‹	‘�ß A �y B 	����†�ª��	��•�ž�� 4 	a 

�Ì  NTP �V�€���“ 

�z �Ù�B�ž�U�@	ð�%�” 

�¨
¥�%�”���k
—�Õ�/�­�¢�Æ���˜�A�­�¢���ï	€�k�ò�ç�v�ñ�Û
��¿�	���ï	€�G�ß	��ž�•�c�5
¬�L�k�·�À�¯�R�6���Æ���˜�c�5�ž�•�k

�c�5�è���e�õ�U�Y�g�¿�	���ï	€�U�ˆ�ž�•�c�5�Æ��ož 

�ü�»��	´ 

�Ì  ��	´ NTP �§���— 

�z 	Þ	.�Õ�Ñ���kNTP ��
��¼�{ož  

�z �*�� ntp server �x�X�6�� NTP �Æ���˜�g�/�Ù�B�ž�U�@	ð�›�h�k�/�U�•�o NTP ��
�ož 

�z �F	å�e
—�Õ�Ô�9�Ù�B�ž�U�@	ð�%�”ož 

�Ì  ���•�b�� 

�z 	Þ	.�Õ�Ñ���k
—�Õ�?�œ 64 	a��
g%²�)�ž�•�c�5ož 

�Ì  �Ÿ�p	��]�•�$ 
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�F	å�6�' NTP 

�z 	Þ	.�Õ�Ñ���k
—�Õ�c�5���ž�•�e�	�k���ž�•�¾�•�ñ	F�^�ž�Uož 

�z �F	å ntp update-calendar �x�X�U�Y�…
—�Õ�?�)�ž�•�c�5�è���ž�k
����¾�•	F�^�ž�Uož 
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�F	å�6�' NTP 

no ntp �¼�{�ñ�Ä NTP ��
��k�Ž	q NTP �F	åož 

ntp disable 	W�2�N�v�6���N�M	� NTP ���† 

 �¶�*���"�������½���Ä�¶�¬�¨�2�W�s�•�•�)�û�¨�·
½�ä�$���d  

ntp authenticate �•�o�
�¶
•
š�Ñ�ò 

ntp authentication-key 
—	å�
�¶
•
š�¶�B�%�W 

ntp trusted-key �F	å�ž�•�c�5�Æ���U�’�%�W 

�F	å NTP �
�¶
•
š 

ntp server �F	å�Ù�B�@	ð�ž�U�›	��U�’�%�W 

2.4.1 ��	´NTP �Á�¯��	× 

��	´�]�È 

�Ì  �Ø���•�$�?	¿���“ 

�z 
—�Õ�•�����ï	€�k�R�Ù�B�@	ð�ž�U�›�c�5�ž�•�ñ�Î�ª�ž�U 

�z �ž�•�c�5�è���e�k
—�Õ�U�•���ž�•�c�5�Æ���˜�k�+�Ù�U�ˆ�ž�•�c�5�Æ�� 

�I�¿�6�• 

�z ���ï	€/ �Æ���˜�%�”�k
—�Õ�Q�Ä�R�Ù�B	��U�´�ž�U�›�c�5�è���e�k�õ
��•���ž�•�c�5�Æ���˜�+�Ù�U�ˆ�Æ��ož 

��	´�q�D 

�Ì  ��	´ NTP
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�F	å�6�' NTP 

�ó�¯�q�D 

�z �*�� show ntp status �ò	0 NTP �F	å�’�Îož  

�z �*�� show clock �ò	0�©�k���è�ž�•�c�5 

�ü�»�w�W 

�Ì  ��	´ NTP �§���— 

o¬�x�X���”o­ ntp server { ip-addr | domain | ip domain }[ version version][ source if-name][ key keyid][ prefer ]  

o¬�@�ƒ
ª�¢o­ ip-addr�y�@	ð�ž�U�›	� IPv4 �ª�­ 

domain�y�@	ð�ž�U�›	� IPv4 �¿�d 

version�yNTP �Í�Î�Z�k�H�›�� 1-3ož 

if-name�y�N�M	•�º�k���, AggregatePorto•Dialer  GigabitEtherneto•Loopbacko•Multilinko•Nullo•Tunnelo•

Virtual-pppo•Virtual-templateo•Vlan 	•�ºož  

keyid�y�c�@	ð�ž�U�›�*�’�J	�	��%�W(1-4294967295) 

prefer �u�@	ð�ž�U�›�©�k�ä�i�¯	´ 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ �¨	Þ	.�Õ�Ñ���k�Z�Ä�F	å NTP �Æ���˜ož�i�H	����ï	€	©	Ï�u�4�Â�Ú�c�ž�
 20 �� NTP
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�F	å�6�' NTP 

o¬�…	��6�-o­ - 

2.4.2 ��	´NTP ���µ
\
i 

��	´�]�È 

- 

�I�¿�6�• 

���ï	€�y�Æ���˜	�
•
š�%�W�·�À%²
�ož 

��	´�q�D 

�Ì  ��	´ NTP �µ�A���µ
\
i�²�ñ 

�z �·�À�F	å 

�z �ó
•�Õ�Ñ��
—�Õ�	�•�o�
�¶
•
š�Ñ�òož 

�Ì  ��	´ NTP �µ�A
\
i�$�& 

�z �·�À�F	å 

�z �ó
•�Õ�Ñ��
—�Õ�Z�Ä
•
š�%�Wož 

�Ì  ��	´ NTP �µ�A�‘�_�$�& ID 

�z �U�#�F	å 

�z 	Ë�U�’
—�Õ�U�ˆ�ž�•�c�5�Æ���k�·�À�*���%�W ID �6���U�’
•
š�%�Wož 

�z �Q�ª
•�F	å%²���’�`�%�W�k�ñ�6��	�
•
š�%�W�·�À�y�U�’
—�Õ%²
�ož 

�Ì  ��	´�Ø���?	¿�•�$�|�é
\
i�$�& ID 

�z �U�#�F	å 

�z �R�U�’�@	ð�ž�U�›�c�5�ž�•�k�·�À�*���%�W ID �6���U�’
•
š�%�Wož 

�z �?���U�’�@	ð�ž�U�›�ã�ð�+�•%²��
•
š�%�W�k
•
š�%�W�·�À�y�U�’�@	ð�ž�U�›	��%�W%²
�ož 

 

�ó�¯�q�D 

�z �*�� show run �ò	0�F	å�©�k�3	G 

�z �*�� show clock �ò	0�©�Q�k�R�U�’
—�Õ�c�5�ž�• 
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�F	å�6�' NTP 

�ü�»�w�W 

�Ì  �•�n���µ
\
i�²�ñ 

o¬�x�X���”o­ ntp authenticate  

o¬�@�ƒ
ª�¢o­ - 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ 	Þ	.�Õ�Ñ���k���ï	€�	�…	��¶�B�
�¶
œ�ð�Ñ�òož�ò�ç�Ì�…	��
�¶
œ�ð�Ñ�ò�é�	�+�*�’��
g���%�Ô�òož�x�©�N�N


—	å�4�¶�B�
�¶�ö�º�k�w�	�W
n%²���J	��4���%�•�”���è�Æ���˜�
���ï	€	��*�’�k���·�À���è�¿�U�¶�B�%�W�F

	å�w
—	å�Æ���˜���%�%�W�õ�U
��G
Ü�y�Æ���˜	����%�*�’ož 

�Ì  
f	´�µ�A
\
i�$�& 

o¬�x�X���”o­ ntp authentication-key key-id md5 key-string [enc-type] 

o¬�@�ƒ
ª�¢o­ key-id�y
•
š�%�W	��¶�B ID�g1-4294967295 �hož 

key-string�y�%�W��	…��ož 

enc-type�y�U�#ož
ÿ�µ	��%�W�©�k���%�g0 
n	P�—���%�k7 
n	P	•�%���%�k�ó
•���—���%�hož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

�Ì  
f	´ NTP �§���é�T�‘�$�& 

o¬�x�X���”o­ ntp trusted-key  key-id 

o¬�@�ƒ
ª�¢o­ key-id�y
•
š�%�W	��¶�B ID�g1-4294967295 �hož 

o¬�x�X�%�”o­ �¶�B�%�” 

o¬�…	��6�-o­ - 

�Ì  
f	´�Ø���?	¿�•�$�|�é�T�‘�$�& 

�@	ð���F	å�4�:�6�Æ���˜ ����

��	´���… 

�Ì  ���µ
\
i 

o¬	à	Ì�ê�Ëo­ 

�£ 2-4 

 

 �  DEVICE-B�y�F	å�� NTP ���ï	€/ �Æ���˜�%�”�k	Ë DEVICE-C �U�ˆ�¬
}�
�¶
•
š	� NTP �Æ���k
•
š�%�W

����abcd�� 

�  DEVICE-A�y�•�� DEVICE-B 	��@	ð�ž�U�›  

�  DEVICE-C�y�R DEVICE-B �c�5�ž�•  
o¬�F	å�•�co­ �  DEVICE-B �F	å DEVICE-A ���@	ð�ž�U�› 
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�F	å�6�' NTP 

�  DEVICE-C �F	å DEVICE-B ���@	ð�ž�U�› 

DEVICE-B �%���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�%���F�R�Q�I�L�J�������Q�W�S���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���N�H�\�������P�G�����D�E�F�G��

�%���F�R�Q�I�L�J�������Q�W�S���W�U�X�V�W�H�G���N�H�\������

�%���F�R�Q�I�L�J�������Q�W�S���V�H�U�Y�H�U��������������������������

�%���F�R�Q�I�L�J�������H�[�L�W��

DEVICE-C �&���F�R�Q�I�L�J�X�U�H���W�H�U�P�L�Q�D�O��

�&���F�R�Q�I�L�J�������Q�W�S���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���N�H�\�������P�G�����D�E�F�G��

�&���F�R�Q�I�L�J�������Q�W�S���V�H�U�Y�H�U���������������������������N�H�\������

�&���F�R�Q�I�L�J�������H�[�L�W��

o¬���à�•�co­ �  DEVICE-B �k�g 192.168.1.1 �G���ž�•�c�5���†�k�`�k
•
š�’�Î�k�R DEVICE-A �c�5�ž�•ož 

�  �¨ DEVICE-B ���*�� show clock �x�X�ò	0�ž�•�©�k�è���c�5ož 

��	´���… 

2.5 �ñ
Q�		¢�õ  

�Ó	�
Ü
65Š�Ð 

�•	� �x�X 

show ntp status �ª	P�¢�ù	� NTP �’�Î 

�Ó	�
•
p�‘54 

 �Û�{�8�Ë�ð�o���V�½���‚
Ä�‡�W�d�°��
û�˜�
���È	K�‡�‘�ž�8�Ë�—�‘�d  

�•	� �x�X 

debug ntp �ø�•
²
¡��
�ož 

no debug ntp �¼�{
²
¡��
�ož 
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