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�z �\	« 

�#�+�\	«	•�º�g�u�4�Â�9 MACo•�Â�9 VLANo•�Â�9	€�M	��ò
¤�h�k
ÿ�µ�\	«	���	…���k�µ�ào¦�\	«o§�ç
n���¡�ß	…�`�\	«�Ú

�^	� MAC 
n�¾ož 

�U	P�y  

1. MAC 
n�¾�ÿ�G�	�c	�
—�Õ�À�Ä�	�c	�� �O�g�†�ò���µ�ì�£
—�Õ� �O�� 16K�hož 

4.3.2.2  �•4ÆMAC �©�¬ 

�ª	P	��ï�ô�W�•�”	Ç��
—�Õ���N	�	à	Ì
—�Õ	� MAC �ª�­�
	€�M�¼	©ož 

�£ 4-3-3 �²�Á MAC �ª�­  
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�z �•���²�Á�ª�­ 

�µ�ào¦�•���²�Á�ª�­o§�k�¨�Ÿ�ß	�����
ÿ�µ MAC �ª�­�C VLAN�k�#�+�ñ
}
ô�G	�	€�M�Z�k�µ�ào¦	G��o§�U	P���•���è�����k

 �•���²�Ç �µ�àS
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�z �•�����¡�ª�­ 

�µ�ào¦�•�����¡�ª�­o§�k�¨�Ÿ�ß	�����
ÿ�µ MAC �ª�­�C VLAN�k�µ�ào¦	G��o§�U	P���•���è�����k�ç
n�¾�•�ƒ�Gož 

�z ���O�í�”o•�%�Ú�í�”���¡�ª�­ 

1) �¨��MAC �ç
n�������#�¬
}�í�”	� MAC �¾�k�µ�ào¦�í�”���¡�ª�­o§�k�¨	G
•�����µ�ào¦	G��o§�U	P�í�”�è���k�ç
n�¾

�•�ƒ�Gož 

2) �µ�à��MAC �ç
n���Â�e%²�ç�q�•�ø��	�o¦�í�”o§�k�U	P��	G���í�”�#��	� MAC���k�µ�ào¦	G��o§�U	P���í�”�è�����k

���è�í�”ož 

�U	P�y  

�A�E�Ñ�¨
ô�G�ƒ�G�ž�k�¬
}�ÿ�G MAC �ª�­
n�Û�Ÿ�ß	,�•
ô�G�k�¢�¨�F	å	� VLAN ���N�v�ñ�›�ª�­�ê	)	��ª�­���F	å	� MAC �ª�­�ž�k�1���’�4���†�k

�	��
g
ô�Gož�•	��«�°�ò�î��	��ï�G
Ü ARP �x�à�ž�k�U�Y�1�¿�F	å�����¡�ª�­�k�…�2�x�àož  

4.3.2.5  MAC �Á	���	´  

	��9�F	å
—�Õ���. MAC 
n�¾	�	ï���ž�•ož 

�£ 4-3-6MAC �Â	E�F	å 
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�z �F	å	ï���ž�• 


ÿ�µ�`�c	�	ï���ž�•�k�µ�ào¦�‘���F	åo§�U	P���F	å�è�����F	å
—�Õ MAC 	ï���ž�•ož 

�U	P�y  


—�Õ	ï���ž�•
8� �y 10~63 00

0 
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4.4  	O�L	a�Â  

�+	€�M��
g�Â�Î
—	å�k�Y�C
—	å	€�M	ü�`o•	€�M�v�¦o•	€�M�’�,o•	’�ò IPo•PoE �F	å�g	,�¼
—�Õ�hož 

4.4.1 	O�L
f	´ 

	€�M�Â	E�F	å���m	€�M�•�¼o•�E�W�,�äo•�v�O�Y�C	€�M�Ò�ò	ˆ�’�Î�F	åož 

�£ 4-4-1 	€�M
—	å 
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�z ���O	Ú
þo•�%��	Ú
þ 

1) �µ�ào¦���O	Ú
þo§�k�Ÿ�ß�F	å���k�Ù�¯�#���¬
}�F	å	�	€�M�k�À�e�#�+	€�M�Ù�Áo•�,�äo•�%�”	ˆ�k�µ�ào¦	G��o§�F	åož 

2) �µ�à�ç
n�¾o¦�“�wo§�k�Ÿ�ß�F	å���k�#�+	€�M�Ù�Áo•�,�äo•�%�”	ˆ�k�µ�ào¦	G��o§�F	åož 

�U	P�y  

1. �	�c�K�Å	€�M�g���®�Mo•���®�Mo•�°�M	ˆ�h�U�F	å	��¾�g�A�ò�,�ä�h�	%²�ýož  

2. ���O�F	å�ž�k�U�#�F	å�¾���ñ�#	€�M	��»�Ä�¤�`�g�C�ñ�Ä�M�¸�»	��A�¤�hož  

  

�£ 4-4-2 �Ò�ò�F	å  



 

23 

�F	å�6�' Eweb ��
��F	å  

 

�z MTU �F	å 

�¨ MTU �F	å��
ÿ�µ	…�`
8� 	� MTU �›�k�µ�ào¦�‘���F	åo§��
g�F	åož 

�z ���O	Ú
þo•�%	€�M	Ú
þ 

1) �µ�ào¦���O	Ú
þo§�k�Ÿ�ß�F	å���k�Ù�¯�#���¬
}�F	å	�	€�M�k�À�e�#�+ EEEo•	€�M�%�”�k
ÿ�µ	€�M�T���k�µ�ào¦	G��o§�F

	åož 

2) �µ�à�ç
n�¾o¦�“�wo§�k�Ÿ�ß�F	å���k�#�+ EEEo•	€�M�%�”�k
ÿ�µ	€�M�T���k�µ�ào¦	G��o§�F	åož 

�U	P�y  

1. �	�c	€�M�K�Å�F	å�¾�Ä�ñ�	�což  

2. �Q�Ä�u�4�°	��Ö	�	�	€�M�õ�u�4	€�M�%�”�ä�E�g	ü�`�M�	�u�4	€�M�%�”�ä�E�hož  

3. �°�M�	�u�4�•�o EEE�F	åož 

4. ���O�F	å�ž�k�	�u�4	��M�y�°�M�c�ž�F	åož  

4.4.2 	Ë�_	O�L 

���m	ü�`�¶�B�F	å�C	ü�`�M	Ú
þ�F	åož 

�£ 4-4-3 	ü�`	€�M  
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4.4.3 	O�L�E�¥ 

�F	å	€�M�v�¦�k�Â�Ú�F	å 4 �Úož 

�£ 4-4-4 	€�M�v�¦  

 

�z �F	å	€�M�v�¦ 

�µ�à�ç
no¦�F	åo§�k�¨�Ÿ�ß�����F	å�v�¦�›	€�Mo•	)	�	€�Mo•	!�O	•�º	ˆ�K�Å�k�µ�ào¦	G��o§�U�A���è�v�¦	€�M	��F	åož 

�z �í�”	€�M�v�¦ 

�µ�à�ç
no¦�í�”o§�k�¨	G
•�����µ�ào¦	G��o§�í�”�v�¦ož 

�U	P�y  

1. �v�¦�›	€�M�U�Y�#�+�Ú���k	)	�	€�M�Q
��#�+%²���k���›	€�M�	
����m	)	�	€�M�k	ü�`	€�M�	�U�•��	)	�	€�Mož  

2. �v�¦�Â�Ú�U�Y�F	å 4 �Ú�k�]�F	å��	�	€�M�	�U�Ç�)�F	åož  

4.4.4 	O�L�a
û 

�F	å	€�M�v�O�ë�›ož 

�£ 4-4-5 	€�M�’�,  
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�z ���O�•��	€�M�’�,o•�“�w�%��	€�M�’�, 

1) �µ�ào¦���O	Ú
þo§�k�¨�Ÿ�ß�����#�+	€�M�k�µ�M�,�ä�y�ß�M�,�ä�·�À�Ê�Ê%²���k�µ�ào¦	G��o§�U	P���F	å�è�����e�k�k�ª

	P�¨	€�M�’�,�ç
n��ož 

2) �µ�à��	€�M�ç
n����o¦�“�wo§�k�¨�Ÿ�ß�����µ�M�,�ä�y�ß�M�,�ä�·�À�Ê�Ê%²���k�µ�ào¦	G��o§�U	P���F	å�è�����e�k�k�¾

�•�’�,�ç
n��	��’�,ož 

�z ���O�í�”	€�M�’�,o•�í�”�%��	€�M�’�, 

1) �¨��	€�M�ç
n�����#�+�Ú�Ú
“�£�k�µ�ào¦���O�í�”o§�k�¨	G
•�����µ�ào¦	G��o§���O�í�”�ƒ�Gož 

2) �¨��	€�M�ç
n�����µ�ào¦�í�”o§�k�¨	G
•�����µ�ào¦	G��o§�í�”�ƒ�Gož 

�U	P�y  
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�z �F	å IP 

�F	å	’�ò VLANo•IP �ª�­o•�ÿ	à�Q	Ao•�ó
•	à�¼�C DNS �Æ���˜��
g
—	å�k�µ�ào¦�U�Ao§�k�U	P
—	å�è���/�Uož 

�U	P�y  

1. 	’�ò VLAN ��	q�C�	�Ê�ž�ó
•�ÿ�| vlan1 ož 

2. 	’�ò VLAN�·�À�]�ë�•�k�Ì�ë�•�ù�ª VLAN�ç
n ��
g�•��ož  

3. �F	å	�	’�ò VLAN �Â�ñ	Ç���¢�ù��	û	€�M�k�k�é�U
��-�è WEB 
˜�|�	�4ož  

4.4.6 PoE 
f	´ 

��POE 
—	å���U�Y�+	€�M��
g  POE 	€�M
—	å�k�Y�C�¶�B
—	åož�h�Þ�Q�Ä�u�4 POE ��
�	�
—�Õ�õ�Ä
¥
C�%�¾ož 

�£ 4-4-7PoE 
—	å 
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�µ�à��	€�M�ç
n��	†%²�ø	“�ã�£�ö�k�U�ò	0	€�M PoE 
¦	Â�’�Îož 

4.5  ���µ	a�Â  

���m DHCP Snooping o•�Î�º�O�òo•ACL o•	€�M�‘��ož 

4.5.1 DHCP Snooping  

DHCP Snooping �y�Þ��  DHCP Lá�M�k�*���+ Client �y�Æ���˜�$�•	� DHCP �A�;���†��
gLá�M���ë�+	��ï IP �ª�­�…	��Õ

�Ñ	�
“�£�y	!�O�k�c�ž���U�Y���¡�³�c DHCP ���†�k���,���ï	€	�
¬�L���†�y�Æ��	€	��€�•���†ož DHCP Snooping 
“�£�ÿ

�è	�	��ï�ƒ�G
n�¾�U�Y�� IP Source Guard 	ˆ�
�¶�•	��U�ˆ�Æ��ož 

�£ 4-5-1DHCP Snooping  

 

 

�z �•�oo•�¼�{ DHCP Snooping  

1) �µ�à DHCP Snooping �ä�E�•�¼��
g��
�	��•�¼ož 

2) �•�o�e�#�+
—	å�’�`�M�k�µ�ào¦�‘���F	åo§	¤�¶�F	åož 

�U	P�y  

1. %²
"���N DHCP �Æ���˜	€�M
—	å���’�`�M ož 

2. �•�o DHCP Snooping �U�Y
Ü�ñ DHCP ���†���¡	���
�ož�+�9 DHCP ���ï	€
¬�L���†�k�N�1�¿
ô�G�ñ�’�`�M�k�+�9 DHCP �Æ���˜�€�•���†�k�N


ô�G�Û
��’�`�M	��€�•���†ož  



 

30 

�F	å�6�' Eweb ��
��F	å  

4.5.2 �•�›�0�ñ 

�¢�B�¿	à�����¨���O	��z�no•�Ú�n�ê�Ì	=�d�%�n�ƒ�G�v�ž�k�<�k�-
�	à	Ì�J�ã�y���†�n
ÿ
Ý�ž�Ñ�ä�Ý�Ý�Í��ož��	_�Õ�Ñ	f�$�� 

�B�¿	à�Î�ºož�";��#
‘	��ü
g�j
¨�ê�+	à	Ì	��j
¨�F	å�C�Ä�U
��-
��Î�º	��D�ÿož 

	��ï�U�Y�ã�ð�S�+�z�no•�Ú�n�y�Ì	=�d�%�n�ƒ�G�v��
g�Î�º�O�òož�¢
—�Õ	€�M�N�v�ñ	��z�no•�Ú�n�ê�Ì	=�d�%�n�ƒ�G�v	��,�ä 


Ý���ñ
—��	��k�!o•�?	a�ª
•�*��	����†�ƒ�ê	ñ�?	a�ª
•�*��	����A�Ô�ƒ�ž�k
—�Õ�1�Q�ª
•�*���ñ
—���k�!o•�?	a�ª
•�*��	� 

���†�ƒ�ê	ñ�?	a�ª
•�*��	����A�Ô�ƒ	��ƒ�G�v�k
Ý�ß�’��
8� �B�ã	��ƒ�G�v�1
t���’�k	+�ñ�ƒ�G�v�Ê�Ö�3�o�k�R	ò�9�²���O	� 

�d�r�ƒ�G�v���µ�B�¿	à���¥�è�Î�ºož 

�£ 4-5-2 �Î�º�O�ò  

 

�z ���O�•��	€�M�Î�º�O�òo•�“�w�%��	€�M�Î�º�O�ò 

1) 
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4.5.3 ACL 

ACLs (Access Control Lists�k�N�µ�O�ò�ç
n) �k�-	f��
˜�|�ç
n�gAccess Lists�h�k&û 	f���…�®�Ì�k�¨�Ä	��†������	f�$������ 

�¡ož�*�����#%²�?
•�é�+	à	Ì
—�Õ�N�M��	��ƒ�G���†��
g�O�ò�y�ª
•�*��o•���’ož 

ACL �%�²���,�•�� ACL�g��	_�%�”�y�Â�9 MAC �y�Â�9 IP�h�k	€�M	Ç�� ACLož 

�£ 4-5-3ACL �ç
n  

 

�z �•�� ACL 

�µ�ào¦�•�Í
˜�|�O�òo§�k�¨�Ÿ�ß�����#�+ ACL �O�ò	•�º�k
ÿ�µ ACL �d	f�k�µ�ào¦	G��o§�ë�• ACLož 

�z �í�” ACL 

���#��
˜�|�O�ò���Ö�#���µ�ào¦���O�í�”
˜�|�O�òo§�ê�é�µ�à�ç
n�q�•�øo¦�í�”o§�k�¨	G
•�����µ�ào¦	G��o§�í�” ACLož 

�z �“�w ACL 

�µ�à�ç
n�q�•�øo¦�“�wo§�k�¨�Ÿ�ß�����“�w ACL �d	f�k�µ�ào¦	G��o§�“�w ACLož 

�z �ò	0	Ú
þ ACL 
•�é 

�µ�à�ç
n�q�•�øo¦�ò	0
•�éo§�k�¨�Ÿ�ß	��‹�ø���ò	0o•�Í��o•	Ú
þo•�í�”
•�éož 

�U	P�y  
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�z �ä�E	€�M�‘���•�¼ 

�µ�ào¦���O	Ú
þo§�k�¨�Ÿ�ß�����ä�E�•�¼�w�#�+	€�M�ê�é�µ�à��	€�M�ç
n���q�•�ø���ä�E�7�Z���k�¨	G
•�����µ�ào¦	G��o§�F

	å	€�M�‘��ož 

4.6  �³	ƒ
f	´  

�ä	´
—�Õ���m STPo•LLDP �F	åož 

4.6.1 STP 

�ÿ�è�ù�#
‘�©%²	_�8�C	’�ò�#
‘�k�	�*���#�+�Å�ª�Š�É	à	Ì��	��É�•�e
è�Û�ƒ�”�8�C�ê
è�k�c�ž���À�Õ�e
è�Õ�a	���
�ož 

�£ 4-6-1STP�F	å 
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�U	P�y  

1. �•�o�ÿ�è�ù��
��C�w�J�ÿ�è�ù�%�”�k�{
ƒ�˜�1�k�M�•���N�k�F	å��	i��
¬���ó�•�¼�µož  

2. �•
‘	+�� PC 	�	€�M�•�o Port Fast ož 

4.6.2 LLDP 

LLDP�g Link Layer Discovery Protocol �k�e
è�C�G�ë�#
‘�h�©	� IEEE 802.1AB ���#	�%²	_�e
è�C�G�ë�#
‘ož�*�� LLDP �#


‘
��Ü��
g�"�÷	��G�ë�C�K�W�"�÷	��J���Õ�Ñož�*�� LLDP�k	à	Ì	’�ò	©	Ï�U�Y�K�W�"�÷	����N�Õ�Ñ�k�A�ò
—�Õ	��„�?	€�M�


�¿�	
—�Õ	,���N�k�e
è���N��	€	�	€�M	��,�äo•�E�W�©�k���F	ˆ�k	’�ò�t�U�Y�ÿ�G���?�’�Î�½�,�ª���y�C�L�ò�{�žož 

�£ 4-6-3LLDP �F	å  

 

�z LLDP �F	å  

�•�o LLDP �•�¼�w�F	å	,�¼�@�ƒ�k�µ�ào¦�‘���F	åo§��
g LLDP �F	åož 

�£ 4-6-4 �•	� LLDP 
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�z 	€�M�•	� LLDP 

�µ�ào¦���O
—	åo§�k�#�+	€�M�w�F	å�@�ƒ�ê�µ�à��	€�M�ç
n���q�•�øo¦�“�wo§�w�F	å�@�ƒ�k�À�e�µ�ào¦	G��o§���è	€�M�•	� LLDPož 

�£ 4-6-5LLDP �’�Î  

 

�z LLDP 
—�Õ�’�Î  

�J	P�¢�ù
—�Õ	��’�Î�C�_��	€�M	��>�D�’�Î�k�µ�ào¦	€�M�d	fo§�U�Y�ò	0
¥	€�M���>�D	�
¦	Â�’�Îož 

�U	P�y  
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1. �U�Y�ï	� LLDP �ò	0�"�÷���N�Õ�Ñ�k�†�ò�y	à	Ì�"�÷���Ä
3�t�A�E�Ñ
—�Õo• MED 
—�Õo•NMS 
—�Õož 

2. �ï	� LLDP ��
g�j
¨���y �k�†�ò�y	à	Ì�"�÷���Ä	+��	����V�A�E�Ñ
—�Õ�k�j
¨�F	å�’�Î�1�ª	Pož 

4.7  �\�m
m�n  

4.7.1 	¯	›�V�¿ 

�ª	P	à	Ì	!�y�W�À�k�U�ˆ ping o•traceroute o•nslookup ��	_�x�X���ò	à	Ì�Ù�Áož 

1. ��PING �*�’�gping �h�����y		�µ�C	È�ç�y 

�£ 4-7-1PING �*�’  

 

�z ���y��PING �*�’��  


ÿ�µ	)	� IP �ª�­	ˆ�’�Î�k�µ�à< �•�÷���y> �k	j	ˆ%²�k�©�k���y	È�ç�<�k�ª	P�¨�†�Î���Lož 

2. ��
è	�
æ
í�gtraceroute �h�����y		�µ�C	È�ç�y 

 

�£ 4-7-2 
è	�
æ
í  
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�z ���y��
è	�
æ
í�� 


ÿ�µ	)	� IP �ª�­	ˆ�’�Î�k�µ�à< �•�÷���y> �k	j	ˆ%²�k�©�k���y	È�ç�<�k�ª	P�¨�†�Î���Lož 

 

3. ���¿�d�ò
¤�gnslookup �h�����y		�µ�C	È�ç�y 

�£ 4-7-3 �¿�d�ò
¤  
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�z ���y���¿�d�ò
¤�� 


ÿ�µ	)	� IP �ª�­�’�Î�k�µ�à < �•�÷���y> �k	j	ˆ%²�k�©�k���y	È�ç�<�k�ª	P�¨�†�Î���Lož 

 

4.7.2 �\�m�W�s 

�ü
g%²�p�{�ž�v�¤�x�X�k�w��
ú�ñ�Î�ªož�v�¤�{�ž�’�Îož 

�£ 4-7-4 �{�ž�v�¤  
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�z 	¿	Ø���y 

�¨�µ�á���#�+�¬
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